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JMR-1

Candidate Statement for GNSO Council Chair
Candidate: Jonathan Robinson
Date: 28 September 2012

| am pleased to accept the nomination and to sincerely thank Jeff Neuman, Registries Stakeholder
Group Councillor and Vice Chair of the GNSO Council for making it.

Personal Qualifications

| am an experienced company director, manager and specialist in a variety of areas which are
directly relevant to the complex blend of issues that the GNSO Council has to navigate. As well as
specialist domain name industry experience, | have broader international and multi-stakeholder
environment experience gained in the academic, not-for-profit and public purpose areas. | have
lived and worked for extended periods of time in both the developed and developing world. My
style is that | value careful consideration, balanced judgement and ultimately, productive output.

My recent professional experience has included:

. Over 10 years as main board director of public, quoted company, Group NBT plc
. Over 10 years as non-executive director of Afilias Limited (.info, mobi & .pro)
. 3 x 2 years as a member elected non-executive director, Nominet (UK) Ltd (.uk)

Prior to the development of ICANN, | was involved in work which involved active participation in a
series of international meetings and included a term as deputy chairman on the board of the
Internet Council of Registrars (CORE) back in 1997. Since ICANN’s inception, | have attended a
minimum of one ICANN meeting per year and every meeting since being elected to the GNSO
Council in December 2010.

| hold a BSc (Physics) and a PhD (Engineering) degree from the University of CapeTown, South Africa.
| previously undertook research at the University of Cambridge, Cambridge, UK, Imperial College,
London, UK and the Lawrence Berkeley Laboratories, University of California, USA.

Role of the GNSO Council

It is evident to all that ICANN is at an absolutely critical point in its development. The organisation
has recently embarked on the execution phase of the most ambitious project and role in its history;
and it is therefore now facing unprecedented operational and broader challenges, including to the
ICANN model itself. ICANN'’s role and work is the focal point of international attention and scrutiny
like never before, including from governments and a significant array of other interests.

It is within this broader context that we, the GNSO Council, need to re-establish, re-assert and re-
focus on our essential role and function. The core role of the GNSO Council is to manage policy
development in generic top level domain names and we need to be, and be seen to be, functional,
effective and productive in undertaking that role. In doing this well, we will play our proper part in
reinforcing, underpinning and adding value to the ICANN multi-stakeholder model.
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Role of the GNSO Council Chair

The GNSO is one of three supporting organisations; however the GNSO Council is arguably the only
place where the full diversity of the multi-stakeholder model comes together in full and in one,
relatively small melting pot. Embracing diversity and ensuring effective output is a great challenge
for the Council and therefore the councillors, the ICANN policy staff and the Council leadership,
especially the chair. | relish that challenge and feel that a fair, consensual approach with a focus on
output is required to meet it.

In addition to managing the diversity of input, the sheer volume of work that the Council needs to
deal with is an on-going challenge. Inroads have been made to dealing with the workload through
practical enhancements in the way we work, such as maintaining schedules of on-going projects and
the recent introduction of a consent agenda. | expect that further improvements to the functioning
of the Council as well as to prioritising and managing of workload should be possible and will seek to
achieve this.

The Council attracts significant attention because of its high profile and important role. The chair
must be cognisant of this and | believe that a good chair needs to be effective at engaging with the
broader community, in order to ensure that the role and work of the Council is properly understood
and appreciated. This is clearly a delicate position because it is not about representing specific
positions that the Council may take or have taken but more about ensuring that the role, function
and scope of the GNSO Council is properly understood and effectively represented.

| currently serve on the Council as a representative of the Registries Stakeholder Group (RySG). My
vote in the Council is directed by the RySG and, should | be elected as chair, it will continue to be so.
The role of the chair is clearly distinct from and fundamentally different to the advocacy oriented
role of a councillor representing a particular interest or stakeholder group within the Council. |
understand the principle and practice of this and therefore, the change in role and behaviour that
becoming a chair requires.

The fundamental job of the GNSO Council Chair is to ensure that the Council is and remains as
productive and effective as possible. This can be achieved by recognising the diversity of views that
necessarily exist within the Council and then facilitating a fair balance of these views whilst
remaining focussed on the necessary output.

Summary

It is an honour to be nominated and, should | be elected, it will be a tremendous privilege to serve a
term as GNSO Council Chair. The job is no doubt a challenging one, perhaps even more so than ever
before. | trust that this statement gives confidence to fellow councillors, and the groups that they
represent on the Council, that | have the personal qualities, maturity and professional experience to
do the job to the high standard it merits.

However, if elected, | will not expect to do the job alone but to work with the support of councillors,
Vice Chairs and ICANN staff. | will work collaboratively and, whenever appropriate or necessary, rely
on expertise other than my own.
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| believe we should place significant value on the effective functioning of a GNSO Council where
councillors can feel free to raise issues and vigorously argue the positions of the groups and the
stakeholders that they represent. However, ultimately we should measure our success by the
productive and effective output of the Council. As a councillor and prospective Chair, | would like to
see us all to be part of a GNSO Council that is respected and highly valued for our role and
contribution, both by our immediate stakeholders as well as the broader ICANN and global internet

communities.
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JMR-2

Candidate Statement for GNSO Council Chair

Candidate: Jonathan Robinson

Date: 8 November 2013

| am pleased to accept the nomination to continue in the role of Council Chair for a second term.
Overview

| previously (September 2012) provided a comprehensive candidate statement. The statement
detailed my Personal Qualifications, as well as my views on the Role of the GNSO Council, and that of
the GNSO Council Chair. Much of that statement remains relevant a year later and it is therefore
appended to this document. For reference, it can also be located online here:

http://gnso.icann.org/en/elections/robinson-statement-28sep12-en.pdf

What follows in this candidate statement is in the form of an update to the 2012 statement.
Role of the GNSO Council

The fundamental basis on which the Council operates has not changed in the past year. The ICANN
bylaws and the GNSO Operating Procedures are essentially the same.

However, the GNSO and the GNSO Council have been challenged in numerous ways by the roll-out
of the most substantial project in ICANN'’s history; the bringing to market of hundreds of new
generic top-level domains (gTLDs). Apart from the sheer volume of work, there has been a range of
challenging issues to consider including, for example; the speed and efficiency of the Policy
Development Process (PDP), the distinction and synergy between policy and implementation, early
engagement of the ICANN GAC with the GNSO PDP, the role of the GNSO Council in providing policy
advice to the board and concern over the possible development of generic names policy outside of
the GNSO.

The Council needs to, in consultation with GNSO Stakeholder Groups and Constituencies, embrace
many of the challenges it faces whilst recognising appropriate limits. Recently, it has done so by, for
example, recognising the need to improve the efficiency of the PDP and commencing work on that.
Similarly, it has also chartered a GNSO working group to investigate the issue of policy and
implementation. There are many such areas for continuous improvement, in addition to the bread
and butter work of the Council, typically relating to the steady commissioning, developing and
overseeing the accurate execution of generic names related policy work.

Role of the GNSO Council Chair

The role of the chair is, together with the Council vice-chairs, to ensure that the GNSO has a well-
managed and effective council that works well with itself, the groups that make up the GNSO and
the appropriate ICANN staff. The chair should also ensure that the Council is effectively connected
with the GNSO SGs and constituencies through direct contact with councillors and, where
appropriate, with the leadership or membership of the relevant GNSO groups.
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The chair also has a form of public relations role in ensuring that the policy work of the GNSO is
effectively articulated and understood in the broader community. For this reason, outreach and
engagement with key ICANN staff, the ICANN board and other ICANN SO & ACs is also vital.

In addition to the effective week to week and month to month management of the Council’s routine
activities, the chair also needs, together with the Vice Chairs and others, to look outwards and think
ahead. The GNSO Council sits within the GNSO, the GNSO in turn within the ICANN bottom-up,
multi-stakeholder model and ICANN itself within the broader international internet governance
framework.

Summary

The GNSO Council’s ability to effectively commission and develop policy has to be seen, in part, as
some of the proof of the effectiveness of the ICANN model. To the extent that our work goes well,
we can be seen as part of the proof of the value and effectiveness of the model. To the extent that
it does not, the opposite is true. A good chair and an effective council will play a significant part in
ensuring the GNSO policy development does go well and, where it does not go as well as it could, to
look for reasons why and appropriate responses to make sure it does go better in future.

| very much look forward to working with the Council, the Vice Chairs and the GNSO as a whole to
ensure that we make a major contribution and that we are as successful as we possibly can be in our
critical role at the heart of ICANN’s multi-stakeholder model. It is both a privilege and a
responsibility to work in the role as GNSO Council chair, something | appreciate, understand and
welcome.
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Appendix 1

Previous Candidate Statement for GNSO Council Chair
Date: 28 September 2012

Personal Qualifications

| am an experienced company director, manager and specialist in a variety of areas which are
directly relevant to the complex blend of issues that the GNSO Council has to navigate. As well as
specialist domain name industry experience, | have broader international and multi-stakeholder
environment experience gained in the academic, not-for-profit and public purpose areas. | have
lived and worked for extended periods of time in both the developed and developing world. My
style is that | value careful consideration, balanced judgement and ultimately, productive output.

My recent professional experience has included:

. Over 10 years as main board director of public, quoted company, Group NBT plc
) Over 10 years as non-executive director of Afilias Limited (.info, mobi & .pro)
. 3 x 2 years as a member elected non-executive director, Nominet (UK) Ltd (.uk)

Prior to the development of ICANN, | was involved in work which involved active participation in a
series of international meetings and included a term as deputy chairman on the board of the
Internet Council of Registrars (CORE) back in 1997. Since ICANN’s inception, | have attended a
minimum of one ICANN meeting per year and every meeting since being elected to the GNSO
Council in December 2010.

| hold a BSc (Physics) and a PhD (Engineering) degree from the University of CapeTown, South Africa.
| previously undertook research at the University of Cambridge, Cambridge, UK, Imperial College,
London, UK and the Lawrence Berkeley Laboratories, University of California, USA.

Role of the GNSO Council

It is evident to all that ICANN is at an absolutely critical point in its development. The organisation
has recently embarked on the execution phase of the most ambitious project and role in its history;
and it is therefore now facing unprecedented operational and broader challenges, including to the
ICANN model itself. ICANN'’s role and work is the focal point of international attention and scrutiny
like never before, including from governments and a significant array of other interests.

It is within this broader context that we, the GNSO Council, need to re-establish, re-assert and re-
focus on our essential role and function. The core role of the GNSO Council is to manage policy
development in generic top level domain names and we need to be, and be seen to be, functional,
effective and productive in undertaking that role. In doing this well, we will play our proper part in
reinforcing, underpinning and adding value to the ICANN multi-stakeholder model.
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Role of the GNSO Council Chair

The GNSO is one of three supporting organisations; however the GNSO Council is arguably the only
place where the full diversity of the multi-stakeholder model comes together in full and in one,
relatively small melting pot. Embracing diversity and ensuring effective output is a great challenge
for the Council and therefore the councillors, the ICANN policy staff and the Council leadership,
especially the chair. | relish that challenge and feel that a fair, consensual approach with a focus on
output is required to meet it.

In addition to managing the diversity of input, the sheer volume of work that the Council needs to
deal with is an on-going challenge. Inroads have been made to dealing with the workload through
practical enhancements in the way we work, such as maintaining schedules of on-going projects and
the recent introduction of a consent agenda. | expect that further improvements to the functioning
of the Council as well as to prioritising and managing of workload should be possible and will seek to
achieve this.

The Council attracts significant attention because of its high profile and important role. The chair
must be cognisant of this and | believe that a good chair needs to be effective at engaging with the
broader community, in order to ensure that the role and work of the Council is properly understood
and appreciated. This is clearly a delicate position because it is not about representing specific
positions that the Council may take or have taken but more about ensuring that the role, function
and scope of the GNSO Council is properly understood and effectively represented.

| currently serve on the Council as a representative of the Registries Stakeholder Group (RySG). My
vote in the Council is directed by the RySG and, should | be elected as chair, it will continue to be so.
The role of the chair is clearly distinct from and fundamentally different to the advocacy oriented
role of a councillor representing a particular interest or stakeholder group within the Council. |
understand the principle and practice of this and therefore, the change in role and behaviour that
becoming a chair requires.

The fundamental job of the GNSO Council Chair is to ensure that the Council is and remains as
productive and effective as possible. This can be achieved by recognising the diversity of views that
necessarily exist within the Council and then facilitating a fair balance of these views whilst
remaining focussed on the necessary output.

Summary

It is an honour to be nominated and, should | be elected, it will be a tremendous privilege to serve a
term as GNSO Council Chair. The job is no doubt a challenging one, perhaps even more so than ever
before. | trust that this statement gives confidence to fellow councillors, and the groups that they
represent on the Council, that | have the personal qualities, maturity and professional experience to
do the job to the high standard it merits.

However, if elected, | will not expect to do the job alone but to work with the support of councillors,
Vice Chairs and ICANN staff. | will work collaboratively and, whenever appropriate or necessary, rely
on expertise other than my own.
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| believe we should place significant value on the effective functioning of a GNSO Council where
councillors can feel free to raise issues and vigorously argue the positions of the groups and the
stakeholders that they represent. However, ultimately we should measure our success by the
productive and effective output of the Council. As a councillor and prospective Chair, | would like to
see us all to be part of a GNSO Council that is respected and highly valued for our role and
contribution, both by our immediate stakeholders as well as the broader ICANN and global internet

communities.
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JMR-3

Candidate Statement for GNSO Council Chair

Candidate: Jonathan Robinson

Date: 3 October 2014

| am pleased to accept the nomination to continue in the role of Council Chair for a final term.
Overview

| previously (September 2012) provided a comprehensive candidate statement. The statement
detailed my personal qualifications, as well as my views on the Role of the GNSO Council, and that of
the GNSO Council Chair. Much of that statement remains relevant and it can be accessed here:

http://gnso.icann.org/en/elections/robinson-statement-28sep12-en.pdf

The 2012 statement follows as an appendix in this document and was updated with a candidate
statement in November 2013 which can be found here:

http://gnso.icann.org/en/elections/robinson-statement-08nov13-en.pdf

Role of the GNSO Council

The fundamental basis on which the Council operates remains unchanged. The ICANN bylaws and
the GNSO Operating Procedures are essentially the same. However, it is noteworthy that the process
of reviewing the GNSO has now commenced.

The GNSO, the GNSO Council and arguably the whole ICANN multi-stakeholder model continue to
face challenges from within and without. For example, the implementation and roll-out of the new
gTLD programme has continued to throw up policy related issues and questions as well as test the
relationship between policy and implementation . In addition, the overarching theme of the
transition of stewardship of the IANA function and the associated accountability work have
significantly attracted the attention of the broader community, arguably resulting in a distraction
from the core GNSO business of policy development work.

Notwithstanding the existence of challenges, the Council has managed to function effectively. We
have run regular meetings with comprehensive agendas including important discussion items and
motions for key stages of specific policy development work. All of which are conducted in a collegial
and constructive atmosphere. The Council has shown the discipline to stick to established principles
and procedures of operation while recognising the need to be receptive to dynamic circumstances.
The Council has also asserted its positon where appropriate in order to reinforce both its role and
the boundaries of its responsibility where necessary.

The tone for the work of the GNSO Council over the past year was set by the first ever induction and
development session for the Council which was held at the end of the annual meeting in Buenos
Aires. Initiatives for improvement and development were discussed and have been monitored
throughout the course of the year. Ensuring that new councillors are appropriately inducted to the
Council and oriented within the GNSO is a critical component of ensuring the effective working of
the GNSO Council.
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Role of the GNSO Council Chair

My view has been consistent in that the role of the Chair, together with the Council vice-chairs, is to
ensure that the GNSO has a well-managed and effective council that functions well as a council as
well as with the groups that make up the GNSO and the appropriate ICANN staff. The Chair should
therefore seek to ensure that the Council is effectively connected with the GNSO SGs and
constituencies through having direct contact with individual councillors and, where appropriate,
with the leadership or membership of the relevant GNSO groups.

The Chair also has a form of public relations role in ensuring that the policy work of the GNSO is
effectively articulated and understood in the broader community. For this reason, outreach and
engagement with key ICANN staff, the ICANN board and other ICANN SO & ACs is vital. This creates
challenges at times, such as when and how the Chair can represent the GNSO.

In addition to the effective week to week and month to month management of the Council’s routine
activities, the Chair also needs, together with the Council vice chairs and others, to look beyond the
GNSO and to think ahead. The GNSO Council sits within the GNSO, the GNSO in turn within the
ICANN bottom-up, multi-stakeholder model and ICANN itself within the broader international
internet governance framework. Good progress has been made in the regular meetings with the
ccNSO as well as with the GAC through the GAC / GNSO Consultation Group and the recent
appointment of a GNSO Liaison to the GAC. This cross community and related work remains an area
which needs focus and attention from the Chair.

Summary

The GNSO Council’s ability to effectively commission and develop policy has to be seen, in part, as
some of the proof of the effectiveness of the ICANN multi-stakeholder model. To the extent that our
work goes well, we can be seen as part of the proof of the value and effectiveness of the model. To
the extent that it does not, the opposite is true. A good chair and an effective council will play a
significant part in ensuring the GNSO policy development does go well and, where it does not go as
well as it could, to look for reasons why and appropriate responses to make sure it does go better in
future.

| very much look forward to working with the Council, the Vice Chairs and the GNSO as a whole to
ensure that we make a major contribution and that we are as successful as we possibly can be in our
critical role at the heart of ICANN’s multi-stakeholder model. There is a significant opportunity to
build on some of the key initiatives that the Council has taken and with which | have been closely
involved with as chair. It is both a privilege and a responsibility to work in the role as GNSO council
chair, something | appreciate, understand and welcome.

[Page 2]



Appendix 1

2012 Candidate Statement for GNSO Council Chair
Date: 28 September 2012

Personal Qualifications

| am an experienced company director, manager and specialist in a variety of areas which are
directly relevant to the complex blend of issues that the GNSO Council has to navigate. As well as
specialist domain name industry experience, | have broader international and multi-stakeholder
environment experience gained in the academic, not-for-profit and public purpose areas. | have
lived and worked for extended periods of time in both the developed and developing world. My
style is that | value careful consideration, balanced judgement and ultimately, productive output.

My recent professional experience has included:

. Over 10 years as main board director of public, quoted company, Group NBT plc
) Over 10 years as non-executive director of Afilias Limited (.info, mobi & .pro)
. 3 x 2 years as a member elected non-executive director, Nominet (UK) Ltd (.uk)

Prior to the development of ICANN, | was involved in work which involved active participation in a
series of international meetings and included a term as deputy chairman on the board of the
Internet Council of Registrars (CORE) back in 1997. Since ICANN’s inception, | have attended a
minimum of one ICANN meeting per year and every meeting since being elected to the GNSO
Council in December 2010.

| hold a BSc (Physics) and a PhD (Engineering) degree from the University of CapeTown, South Africa.
| previously undertook research at the University of Cambridge, Cambridge, UK, Imperial College,
London, UK and the Lawrence Berkeley Laboratories, University of California, USA.

Role of the GNSO Council

It is evident to all that ICANN is at an absolutely critical point in its development. The organisation
has recently embarked on the execution phase of the most ambitious project and role in its history;
and it is therefore now facing unprecedented operational and broader challenges, including to the
ICANN model itself. ICANN'’s role and work is the focal point of international attention and scrutiny
like never before, including from governments and a significant array of other interests.

It is within this broader context that we, the GNSO Council, need to re-establish, re-assert and re-
focus on our essential role and function. The core role of the GNSO Council is to manage policy
development in generic top level domain names and we need to be, and be seen to be, functional,
effective and productive in undertaking that role. In doing this well, we will play our proper part in
reinforcing, underpinning and adding value to the ICANN multi-stakeholder model.
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Role of the GNSO Council Chair

The GNSO is one of three supporting organisations; however the GNSO Council is arguably the only
place where the full diversity of the multi-stakeholder model comes together in full and in one,
relatively small melting pot. Embracing diversity and ensuring effective output is a great challenge
for the Council and therefore the councillors, the ICANN policy staff and the Council leadership,
especially the Chair. I relish that challenge and feel that a fair, consensual approach with a focus on
output is required to meet it.

In addition to managing the diversity of input, the sheer volume of work that the Council needs to
deal with is an on-going challenge. Inroads have been made to dealing with the workload through
practical enhancements in the way we work, such as maintaining schedules of on-going projects and
the recent introduction of a consent agenda. | expect that further improvements to the functioning
of the Council as well as to prioritising and managing of workload should be possible and will seek to
achieve this.

The Council attracts significant attention because of its high profile and important role. The Chair
must be cognisant of this and | believe that a good chair needs to be effective at engaging with the
broader community, in order to ensure that the role and work of the Council is properly understood
and appreciated. This is clearly a delicate position because it is not about representing specific
positions that the Council may take or have taken but more about ensuring that the role, function
and scope of the GNSO Council is properly understood and effectively represented.

| currently serve on the Council as a representative of the Registries Stakeholder Group (RySG). My
vote in the Council is directed by the RySG and, should | be elected as chair, it will continue to be so.
The role of the Chair is clearly distinct from and fundamentally different to the advocacy oriented
role of a councillor representing a particular interest or stakeholder group within the Council. |
understand the principle and practice of this and therefore, the change in role and behaviour that
becoming a chair requires.

The fundamental job of the GNSO Council Chair is to ensure that the Council is and remains as
productive and effective as possible. This can be achieved by recognising the diversity of views that
necessarily exist within the Council and then facilitating a fair balance of these views whilst
remaining focussed on the necessary output.

Summary

It is an honour to be nominated and, should | be elected, it will be a tremendous privilege to serve a
term as the GNSO Council Chair. The job is no doubt a challenging one, perhaps even more so than
ever before. | trust that this statement gives confidence to fellow councillors, and the groups that
they represent on the Council, that | have the personal qualities, maturity and professional
experience to do the job to the high standard it merits.

However, if elected, | will not expect to do the job alone but to work with the support of councillors,
vice chairs and ICANN staff. | will work collaboratively and, whenever appropriate or necessary, rely
on expertise other than my own.
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| believe we should place significant value on the effective functioning of a GNSO Council where
councillors can feel free to raise issues and vigorously argue the positions of the groups and the
stakeholders that they represent. However, ultimately we should measure our success by the
productive and effective output of the Council. As a councillor and prospective chair, | would like to
see us all to be part of a GNSO Council that is respected and highly valued for our role and
contribution, both by our immediate stakeholders as well as the broader ICANN and global internet

communities.
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Jonathan Robinson has been
awarded the 2014 ICANN
Leadership Award for his
contributions to the
effectiveness of ICANN's

multistakeholder model.

Robinson received the award
in recognition of his devotion
to the multistakeholder model,
his extraordinary generosity of
time, energy, knowledge and
expertise, friendship and
leadership, and his collegial
leadership style that has
increased civility and
effectiveness within the
community.

Assuming the role as Chair of
the Generic Names

Council in 2012, Robinson has
worked closely with the other
22 members of the Council to
strengthen collaborative work
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critical to the effective functioning and development of the multistakeholder
organization. Introducing innovations such as initiating the first induction and

informed involvement and early success of others as leadership participants within
the multistakeholder environment.

Robinson is an experienced company director and entrepreneur with a focus on
business development in the domain name services and related sectors. He is co-
founder of Group NBT (now NetNames) and served as a Board Director and Chief
Operating Officer of the London listed Group for 10 years until 2009. Since 2010,
he has continued to work actively in the domain name industry, including through
his involvement and board position with domain registry operator, Afilias Ltd.

Aires in November 2013 to Lesley Cowley, then-CEO of Nominet, the .UK top-
level domain registry.

unanimously, based on an individual's leadership in protecting and promoting the
multistakeholder model.

Details

ICANN Announcements

13 Oct 2014

Civil Society

Developing World
Government

Technology

More Announcements

Participate Now in the Sunrise ICANN Board to Hold Public
and Trademark Claims Survey Board Meeting During Genval
Workshop
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Help
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Get the latest news from Afilias and its Industry Experts.

Afilias Chairman Jonathan Robinson
Wins ICANN’s 2016 Leadership
Award at ICANN 57

Robinson’s contribution recognized a second time!

Hyderabad, Telangana, India — November 05, 2016 — Afilias, a
leading domain registry operator, congratulates Jonathan Robinson,
Executive Chairman of Afilias’ Board of Directors, on receiving the




Internet Corporation for Assigned Names and Numbers (ICANN) 2016
Leadership Award for his contributions to the ICANN and broader
internet community.

As Chair of the Generic Names Supporting Organization (GNSO)
Council, ICANN’s policy body, from 2012 to 2015, Robinson
strengthened collaborative work within the Council as well as with
other ICANN bodies. His commitment to fostering communication and
collaboration among ICANN'’s diverse participants is a personal
passion which was recognized with an ICANN Leadership Award in
2014. Following on from his work on the GNSO Council Robinson
continued to co-chair the IANA Stewardship Transition working group.
It is for his work as co-chair of this Group that he is now being
recognized.

‘I am honored to receive the award, especially in the company of so
many other distinguished recipients” said Robinson at the award
presentation ceremony at the 57th ICANN meeting in Hyderabad.
“With this meeting of the ICANN community, immediately after the
IANA Transition, we begin a new era of internet stewardship. It has
been my privilege to serve in a leadership role, encouraging the
essential collaboration and hard work that is required.”

“The IANA transition places even more responsibility on ICANN, which
relies heavily on community members for direction, inspiration and
accountability” said Hal Lubsen, President and CEO of Afilias. “It is
gratifying to see Jonathan recognized for his leadership, effectiveness
and contributions to the multi-stakeholder model that we now rely
upon completely for stewardship of the unified global Internet.”

Robinson has extensive executive and non-executive experience in
the domain name industry over many years. He was a founder of
NetBenefit in 1995, a supplier of domain name management and
associated services, which was listed in London in June 1999.
Jonathan served as a main board director at NetBenefit from 1999 to
2009. Having served as a director of Afilias since 2001, Robinson was
appointed Executive Chairman in 2014.

About Afilias



Afilias is the world’s second largest domain registry, with millions of
domain names under management. Afilias powers a wide variety of
top-level domains, including TLDs for countries, cities, brands,
communities and generic terms. Afilias’ specialized technology makes
Internet addresses more accessible and useful through a broad range
of applications, including Internet domain registry services, managed
DNS, and mobile Web services. For more information on Afilias
services, visit www _afilias.info.

PRESS RELEASES

Afilias Moves to the US
Aug 30, 2018

New .LLC Domain Landrush Period Begins July 9

(General Availability Begins July 23rd)
Jul 9, 2018

Products & Services

Careers

Directors of the Company

Executive Officers & Key Employees
Policies

Sustainability

gTLDs
ccTLDs
IDN e-mail
ZoneHawk

Afilias' New Domains
dotBrand Services
Managed Registry Services
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ACTION: Proposed rule; request for public comment.

SUMMARY: This document sets forth ways to improve technical management
of the Internet Domain Name System (DNS). Specifically, it describes
the process by which the Federal government will transfer management of
the Internet DNS to a private not-for-profit corporation. The document
also proposes to open up to competition the administration of top level
domains and the registration of domain names.

DATES: Comments must be received by March 23, 1998.

ADDRESSES: Comments may be mailed to Karen Rose, Office of
International Affairs, National Telecommunications and Information
Administration (NTIA), Room 4701, U.S. Department of Commerce,

or sent via
electronlic mall TtoO Lomact normauon Heaaclea Messages to that address will
receive a reply in acknowledgment. Comments submitted in electronic
form should be in ASCII, WordPerfect (please specify version), or
Microsoft Word (please specify version) format. Comments received will
be posted on the NTIA website at http://www.ntia.doc.gov. Detailed
information about electronic filing is available on the NTIA website,
http://www.ntia.doc.gov/domainname/domainnamel30.htm. Paper submissions
should include three paper copies and a version on diskette in the
formats specified above.

Redac

FOR FURTHER INFORMATION CONTACT: Karen Rose, NTIA, (202) 482-0365.
SUPPLEMENTARY INFORMATION:

Authority: 15 U.S.C. 1512; 47 U.S.C. 902(b) (2) (H); 47 U.S.C. 902
(b) (2) (I)7 47 U.S.C. 902(b) (2) (M); 47 U.S.C. 904 (c) (1) .

I. Introduction

On July 1, 1997, The President directed the Secretary of Commerce
to privatize, increase competition in, and promote international
participation in the domain name system. Domain names are the familiar
and easy-to-remember names for Internet computers (e.qg.

' www.ecommerce.gov''). They map to unique Internet Protocol (IP)
numbers (e.g., 98.37.241.30) that serve as routing addresses on the
Internet. The domain name system (DNS) translates Internet names into
the IP numbers needed for transmission of information across the
network. On July 2, 1997, the Department of Commerce issued a Request
for Comments (RFC) on DNS administration (62 FR 35896). This proposed
rule, shaped by over 430 comments received in response to the RFC,
provides notice and seeks public comment on a proposal to transfer
control of Internet domain names from government to a private,
nonprofit corporation.

IT. Background

Today's Internet is an outgrowth of U.S. government investments in
packet-switching technology and communications networks carried out
under agreements with the Defense Advanced Research Projects Agency
(DARPA), the National Science Foundation (NSF) and other U.S. research
agencies. The government encouraged bottom-up development of networking
technologies through work at NSF, which established the NSFNET as a
network for research and education. The NSFNET fostered a wide range of
applications, and in 1992 the U.S. Congress gave the National Science
Foundation statutory authority to commercialize the NSFNET, which
formed the basis for today's Internet.

As a legacy, major components of the domain name system are still
performed by or subject to agreements with agencies of the U.S.
government.

A. Assignment of Numerical Addresses to Internet Users

Every Internet computer has a unique IP number. The Internet
Assigned Numbers Authority (IANA), headed by Dr. Jon Postel of the
Information Sciences Institute (ISI) at the University of Southern
California, coordinates this system by allocating blocks of numerical
addresses to regional IP registries (ARIN in North America, RIPE in
Europe, and APNIC in the Asia/Pacific region), under contract with
DARPA. In turn, larger Internet service providers apply to the regional
IP registries for blocks of IP addresses. The recipients of those
address blocks then reassign addresses to smaller Internet service
providers and to end users.
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B. Management of the System of Registering Names for Internet Users

The domain name space is constructed as a hierarchy. It is divided
into top-level domains (TLDs), with each TLD then divided into second-
level domains (SLDs), and so on. More than 200 national, or country-
code, TLDs (ccTLDs) are administered by their corresponding governments
or by private entities with the appropriate national government®s
acquiescence. A small set of generic top-level domains ggTLDs) do not
carry any national identifier, but denote the intended function of that
portion of the domain space. For example, .com was established for
commercial users, .org for not-for-profit organizations, and .net for
network service providers. The registration and propagation of these
key gTLDs are performed by Network Solutions, Inc. (NSI), a Virginia-
based company, under a five-year cooperative agreement with NSF. This
agreement includes an optional ramp-down period that expires on
September 30, 1998.

C. Operation of the Root Server System

The root server system contains authoritative databases listing the
TLDs so that an Internet message can be routed to its destination.
Currently, NSI operates the ~~A"" root server, which maintains the
authoritative root database and replicates changes to the other root
servers on a daily basis. Different organizations, including NSI,
operate the other 12 root servers. In total, the U.S. government plays
a direct role in the operation of half of the world®s root servers.
Universal connectivity on the Internet cannot be guaranteed without a
set of authoritative and consistent roots.

D. Protocol Assignment

The Internet protocol suite, as defined by the Internet Engineering
Task Force (IETF), contains many technical parameters, including
protocol numbers, Bort numbers, autonomous system numbers, management
information base object identifiers and others. The common use of these
protocols by the Internet community requires that the particular values
used in these fields be assigned uniquely. Currently, IANA, under
contract with DARPA, makes these assignments and maintains a registry

of the assigned values.
I11. The Need For Change

_From its origins_as a U.S.-based research vehicle, the Internet is
rapidly becoming an international medium for commerce, education and
communication. The traditional means
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of organizing its technical functions need to evolve as well. The
pressures for change are coming from many different quarters:

There is widespread dissatisfaction about the absence of
competition in domain name registration.

Mechanisms for resolving conflict between trademark
holders and domain name holders are expensive and cumbersome.

Without changes, a proliferation of lawsuits could lead to
chaos as tribunals around the world apply the antitrust law and
intellectual property law of their jurisdictions to the Internet.

Many commercial interests, staking their future on the
successful growth of the Internet, are calling for a more formal and
robust management structure.

An increasing percentage of Internet users reside outside
of the U.S., and those stakeholders want a larger voice in Internet
coordination.

As Internet names increasingly have commercial value, the
decision to add new top-level domains cannot continue to be made on an
ad hoc basis by entities or individuals that are not formally
accountable to the Internet community.

As the Internet becomes commercial, it becomes
inappropriate for U.S. research agencies (NSF and DARPA) to participate
in and fund these functions.

IV. The Future Role of the U.S. Government in the DNS

On July 1, 1997, as part of the Clinton Administration®s Framework
for Global Electronic Commerce, the President directed the Secretary of
Commerce to privatize, increase competition in, and promote
international participation in the domain name system.

Accordingly, on July 2, 1997, the Department of Commerce issued a
Request for Comments (RFC) on DNS administration, on behalf of an
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inter-agency working group previously formed to explore the appropriate
future role of the U.S. government in the DNS. The RFC solicited public
input on issues relating to the overall framework of the DNS system,
the creation of new top-level domains, policies for registrars, and
trademark issues. During the comment period, over 430 comments were
received, amounting to some 1500 pages.1

\1\ The RFC and comments received are available on the Internet
at the following address: .

This discussion draft, shaped by the public input described above,
provides notice and seeks public comment on a proposal to improve the
technical management of Internet names and addresses. It does not
propose a monolithic structure for Internet governance. We doubt that
the Internet should be governed by one plan or one body or even by a
series of plans and bodies. Rather, we seek to create mechanisms to
solve a few, primarily technical (albeit critical) questions about
administration of Internet names and numbers.

We expect that this ?roposal will likely spark a lively debate,
requiring thoughtful analysis, and appropriate revisions. Nonetheless,
we are hopeful that reasonable consensus can be found and that, after
appropriate modifications, implementation can begin in April, 1998.
Recognizing that no solution will win universal support, the U.S.
government seeks as much consensus as possible before acting.

V. Principles for a New Systenm

Our consultations have revealed substantial differences among
Internet stakeholders on how the domain name system should evolve.
Since the Internet is changing so rapidly, no one entity or individual
can claim to know what is best for the Internet. We certainly do not
believe that our views are uniquely prescient. Nevertheless, shared
principles have emerged from our discussions with Internet
stakeholders.

A. Stability

The U.S. government should end its role in the Internet number and
name address systems in a responsible manner. This means, above all
else, ensuring the stability of the Internet. The Internet functions
well today, but its current technical management is probably not viable
over the ¥ong term. We should not wait for it to break down before
acting. Yet, we should not move so quickly, or depart so radically from
the existing structures, that we disrupt the functioning of the
Internet. The introduction of a new system should not disrupt current
operations, or create competing root systems.

B. Competition

The Internet succeeds iIn great measure because it is a
decentralized system that encourages innovation and maximizes
individual freedom. Where possible, market mechanisms that support
competition and consumer choice should drive the technical management
of the Internet because they will promote innovation, preserve
diversity, and enhance user choice and satisfaction.

C. Private, Bottom-Up Coordination

Certain technical management functions require coordination. In
these cases, responsible, private-sector action is preferable to
overnment control. A private coordinating process Is likely to be more
lexible than government and to move rapidly enough to meet the
changing needs of the Internet and of Internet users. The private
process should, as far as possible, reflect the bottom-up governance
that has characterized development of the Internet to date.

D. Representation

Technical management of the Internet should reflect the diversity
of its users and their needs. Mechanisms should be established to
ensure international input in decision making.

In keeping with these principles, we divide the name and number
functions iInto two groups, those that can be moved to a competitive
system and those that should be coordinated. We then suggest the
creation of a representative, not-for-profit corporation to manage the
coordinated functions according to widely accepted objective criteria.
We then suggest the steps necessary to move to competitive markets in
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those areas that can be market driven. Finally, we sug%est_a transition
plan to ensure that these changes occur in an orderly fTashion that
preserves the stability of the Internet.

V1. The Proposal
A. The Coordinated Functions

Management of number addresses is best done on a coordinated basis.
As technology evolves, changes may be needed in the number allocation
?ysﬁem. These changes should also be undertaken in a coordinated

ashion.

Similarly, coordination of the root server network is necessary if
the whole system is to work smoothly. While day-to-day operational
tasks, such as the actual operation and maintenance of the Internet
root servers, can be contracted out, overall policy guidance and
control of the TLDs and the Internet root server system should be
vested in a single organization that is representative of Internet
users.

Finally, coordinated maintenance and dissemination of the protocol
parameters for Internet addressing will best preserve the stability and
interconnectivity of the Internet.

We propose the creation of a private, not-for-profit corporation
(the new corporation) to manage the coordinated functions in a stable
and open institutional framework. The new corporation should operate as
a private
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entity for the benefit of the Internet as a whole. The new corporation
would have the following authority:

1. To set policy for and direct the allocation of number blocks to
regional number registries for the assignment of Internet addresses;

2. To oversee the operation of an authoritative root server system;

3. To oversee policy for determining, based on objective criteria
clearly established in the new organization®s charter, the
circumstances under which new top-level domains are added to the root
system; and

4. To coordinate the development of other technical protocol
parameters as needed to maintain universal connectivity on the
Internet.

The U.S. government would gradually transfer existing I1ANA
functions, the root system and_the appropriate databases to this new
not-for- proflt corporation. This transition would commence as soon as
possible, with operational responsibility moved to_the new entity by
September 30, 1998. The U.S. government would participate in policy
oversight to assure stability until the new corporation is established
and stable, phasing out as soon as possible and in no event later than
September 30, 2000. The U.S. Department of Commerce will coordinate the
U.S. government policy role. In proposing these dates, we are trying to
balance concerns about a premature U.S. government exit that turns the
domain name system over to a new and untested entity against the
concern that the U.S. government will never relinquish its current
management role.

The new corporation will _be funded by domain name re?istries and
regional IP registries. Initially, current IANA staff will move to this
new_organization to provide continuity and expertise throughout the
period of time it takes to establish the new corporation. The new
corporation should hire a chief executive officer with a background in
the corporate sector to brln? a more rigorous management to the
organization than was possible or necessary when the Internet was
primarily a research medium. As these functions are now performed in
the United States, the new corporation will be headquartered in the
United States, and incorporated under U.S. law as a not-for-profit
corporation. it will, however, have and report to a board of directors
from around the world.

It is probably impossible to establish and maintain a perfectly
representative board for this new organization. The Internet community
is already extraordinarily diverse and Ilkelg to become more so over
time. Nonetheless, the organization and its board must derive
legitimacy from the participation_of key stakeholders. Since the
organization will be concerned mainly with numbers, names and
protocols, its board should represent membership organlzatlons in each
of these areas, as well as the direct interests of Internet users.

The board of directors for the new corporation should be balanced
to equitably represent the interests of IP number registries, domain
name registries, domain name registrars, the technical community, and
Internet users (commerC|aI not-for- proflt and individuals). Officials
of governments or |ntergovernmental organizations should not serve on
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the board of the new corporation. Seats on the initial board might be
allocated as follows:

Three directors from a membership association of regional
number registries, representing three different regions of the world.
Today this would mean one each from ARIN, APNIC and RIPE. As additional
regional number registries are added, board members could be designhated
on a rotating basis or elected by a membership organization made up of
regional registries. ARIN, RIPE and APNIC are open membership
organizations that represent entities with large blocks of numbers.
They have the greatest stake in and knowledge of the number address
system. They are also representative internationally.

Two members designated by the Internet Architecture Board
(1AB), an international membership board that represents the technical
community of the Internet.

Two members designhated by a membership association (to be
created) representing domain name registries and registrars.

Seven members designated by a membership association (to be
created) representin% Internet users. At least one of those board seats
could be designated for an individual or entity engaged in non-
commercial, not-for-profit use of the Internet, and one for individual
end users. The remaining seats could be filled by commercial users,
including trademark holders.

The CEO of the new corporation would serve on the board of
directors.

The new corporation®s processes should be fair, open and pro-
competitive, protecting against capture by a narrow group of
stakeholders. Its decision-making processes should be sound and
transparent; the bases for its decisions should be recorded and made
Bublicly available. Super-majority or even consensus requirements maK

e useful to protect against capture by a self-interested faction. The
new corporation®s charter should provide a mechanism whereby its
governing body will evolve to reflect changes in the constituency of
Internet stakeholders. The new corporation should establish an open
process for the presentation of petitions to expand board
representation.

In performing the functions listed above, the new corporation will
act much like a standard-setting body. To the extent that the new
cor?oration operates in an open and pro-competitive manner, its actions
will withstand antitrust scrutiny. Its standards should be reasonably
based on, and no broader than necessary to promote its legitimate
coordinating objectives. Under U.S. law, a standard-setting body can
face antitrust liability if It is dominated by an economically
interested entity, or if _standards are set in secret by a few leadin
competitors. But appropriate processes and structure will minimize the
possibility that the body"s actions will be, or will appear to a court
to be, anti-competitive.

B. The Competitive Functions

The system for registering second-level domain names and the
ga@agement of the TLD registries should become competitive and market-

riven.

In this connection, we distinguish between registries and
registrars. A ~"registry,”” as we use the term, is responsible for
maintaining a TLD"s zone files, which contain the name of each SLD in
that TLD and each SLD"s corresponding IP number. Under the current
structure of the Internet, a given TLD can have no more than one
registry. A " “registrar™® acts as an interface between domain-name
holders and the registry, providing registration and value-added
services. It submits to the registry zone file information and other
data (including contact informationé for each of its customers in a
single TLD. Currently, NSI acts as both the exclusive registry and as
the exclusive registrar for .com, .net, .org, and .edu.

Both registry and registrar functions could be operated on a
competitive basis. Just as NSI acts as the registry for .com, .net, and
.org, other companies could manage registries with different TLDs such
as .vend or .store. Registrars could provide the service of obtaining
domain names for customers in any gTLD. Companies that design Web sites
for customers might, for example, provide registration as an adjunct to
other services. Other companies may perform this function as a stand-
alone business.

There appears to be strong consensus that, at least at this time,
domain name
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registration--the registrar function--should be competitive. There is

disagreement, however, over the wisdom of promoting competition at the
registry level.
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Some have made a strong case for establishing a market-driven
registry system. Competition amon% registries would allow registrants
to choose among TLDs rather than face a single option. Competing TLDs
would seek to_heighten their efficiency, lower their prices, and
provide additional value-added services. Investments In registries
could be recouped through branding and marketing. The efficiency,
convenience, and service levels associated with the assignment of names
could ultimately differ from one TLD registry to another. Without these
types of market pressures, they argue, registries will have very little
incentive to innovate.

Others feel strongly, however, that if multiple registries are to
exist, they should be undertaken on a not-for-profit basis. They argue
that lack of portability among registries (that is, the fact that users
cannot change registries without adjusting at least part of their
domain name string) could create lock-in problems and harm consumers.
For example, a registry could induce users to register in a top-level
domain by charging very low prices initially and then raise prices
dramatically, knowing that name holders will be reluctant to risk
established business by moving to a different top-level domain.

We concede that switching costs and lock-in could produce the
scenario described above. On the other hand, we believe that market
mechanisms may well discourage this type of behavior. On balance, we
believe that consumers will benefit from competition among market
oriented registries, and we thus support limited experimentation with
competing registries during the transition to private sector
administration of the domain name system.

C. The Creation of New gTLDs

Internet stakeholders disagree about who should decide when a new
top-level domain can be added and how that decision should be made.
Some believe that anyone should be allowed to create a top-level domain
registry. They argue that the market will decide which will succeed and
which will not. Others believe that such a system would be too chaotic
and would dramatically increase customer confusion. They argue that it
would be far more complex technically, because the root server system
would have to point to a large number of top-level domains that were
changing with great frequency. Theg also point out that it would be
much more difficult for trademark holders to protect their trademarks
if they had to police a large number of top-level domains.

All these arguments have merit, but they all depend on facts that
only further experience will reveal. At least in the short run, a
prudent concern for the stability of the system requires that expansion
of gTLDs proceed at a deliberate and controlled pace to allow for
evaluation of the impact of the new gTLDs and well-reasoned evolution
of the domain space. The number of new top-level domains should be
large enough to create competition among registries and to enable the
new corporation to evaluate the functioning, in the new environment, of
the root server system and the software systems that enable shared
registration. At the same time, it should not be so large as to
destabilize the Internet.

We believe that during the transition to private management of the
DNS, the addition of up to five new registries would be consistent with
these goals. At the outset, we propose that each new registry be
limited to a single top-level domain. During this period, the new
corporation should evaluate the effects that the addition of new gTLDs
have on the operation of the Internet, on users, and on trademark
holders. After this transition, the new corporation will be in a better
position to decide whether or when the introduction of additional gTLDs
is desirable.

Individual companies and consortia alike may seek to operate
specific generic top-level domains. Competition will take place on two
levels. First, there will be competition among different generic top-
level domains. Second, registrars will compete to register clients into
these generic top-level domains. By contrast, existing national
registries will continue to administer country-code top-level domains
if these national government seek to assert those rights. Changes in
the registration process for these domains are up to the registries
administering them and their respective national governments.

Some have called for the creation of a more descriptive system of
top-level domains based on industrial classifications or some other
easy to understand schema. They suggest that having multiple top-level
domains is already confusing and that the addition of new generic TLDs
Wil&_make it more difficult for users to find the companies they are
seeking.-

Market driven systems result in innovation and greater consumer
choice and satisfaction in the long run. We expect that in the future,
directory services of various sorts will make it easy for users to find
the sites they seek regardless of the number of top-level domains.
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Attempts to impose too much central order risk stifling a medium like
the Internet that is decentralized by nature and thrives on freedom and
innovation.

D. The Trademark Dilemma

It is important to keep in mind that trademark/domain name disputes
arise very rarely on the Internet today. NSI, for example, has
registered millions of domain names, only a tiny fraction of which have
been challenged by a trademark owner. But where a trademark is
unlawfully used as a domain name, consumers may be misled about the
source of the product or service offered on the Internet, and trademark
owners may not be able to protect their rights without very expensive
litigation.

For cyberspace to function as an effective commercial market,
businesses must have confidence that their trademarks can be protected.
On the other hand, management of the Internet must respond to the needs
of the Internet community as a whole, and not trademark owners
exclusively. The balance we strike is to provide trademark holders with
the same rights they have in the physical world, to ensure
transparency, to guarantee a dispute resolution mechanism with resort
to a court system, and to add new top-level domains carefully during
the transition to private sector coordination of the domain name
system.

There are certain steps that could be taken in the application
process that would not be difficult for an applicant, but that would
make the trademark owner®s job easier. For instance, gTLD registrants
could supply basic information--including the applicant®s name and
sufficient contact information to be able to locate the applicant or
its representative. To deter the pirating of domain names, the registry
could also _require applicants to certify that it knows of no entity
with superior rights In the domain name it seeks to register.

The job of policing trademarks could be considerably easier if
domain name databases were readily searchable through a common
interface to determine what names are registered, who holds those
domain names, and how to contact a domain name holder. Many trademark
holders find the current re%istration search tool, who is, too limited
in its functioning to be effective for this purpose. A more robust and
flexible search tool, which features multiple field or string searching
and retrieves similar names, could be
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employed or developed to meet the needs of trademark holders. The
databases also could be kept up to date by a requirement that domain
name registrants maintain up-to-date contact information.

Mechanisms that allow for on-line dispute resolution could provide
an inexpensive and efficient alternative to litigation for resolving
disputes between trademark owners and domain name registrants. A swift
dispute resolution process could provide for the temporary suspension
of _a domain name registration if an adversely affected_trademark holder
objects within a short time, e.g. 30 daKs of the initial registration.
We seek comment on whether reglstrles should be required to resolve
disputes within a specified ﬁerlod of time after an opposition is
filed, and if so, how long at period should be.

Trademark holders have expressed concern that domain name
registrants in_faraway places may be able to infringe their rights with
no convenient jurisdiction available in which the trademark owner could
file suit to protect those rights. At the time of registration,
registrants could agree that, in the event of a trademark dispute
involving_the name reglstered jurisdiction would lie where the
registry is_domiciled, where the registry database in maintained, or
where the ~“A"" root server is maintained. We seek comment on this
proposal, as well as suggestions for how such jurisdictional provisions
could be implemented.

Trademark holders_have also called for the creation of some
mechanism for ~“clearing®™" trademarks, especially famous marks, across
a range of gTLDs. Such mechanisms couid reduce trademark conflict
associlated with the addition of new gTLDs. Again, we seek comment on
this proposal, and suggested mechanisms for trademark clearance
processes.

We stop short of proposals that could significantly limit the
Fflexibility of the Internet, such as waiting periods or not allowing
any new top-level domains.

We also do not propose to establish a monolithic trademark dispute
resolution process at this time, because it is unclear what system
would work best. Even trademark holders we have consulted are divided
on this question. Therefore, we propose that each name registry must
establish minimum dispute resolution and other procedures related to
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trademark considerations. Those minimum procedures are spelled out in
Appendix 2. Beyond those minimums, registries would be permitted to
establish additional trademark protection and trademark dispute
resolution mechanisms.

We also propose that shortly after their introduction into the
root, a study be undertaken on the effects of adding new gTLDs and
related dispute resolution procedures on trademark and intellectual
property right holders. This study should be conducted under the
auspices of a body that is internationally recognized in the area of
dispute resolution procedures, with input from trademark and domain
name _holders and registries. The findings of this study should be
submitted to the board of the new corporation and considered when it
makes decisions on the creation and introduction of new gTLDs.
Information on the strengths and weaknesses of different dispute
resolution procedures should also give the new corporation guidance for
deciding whether the established minimum criteria for dispute
resolution should be amended or maintained. Such a study could also
provide valuable iInput with respect to trademark harmonization
generally.

U.S. trademark law imposes no general duty on a registrar to
investigate the propriety of any given registration.2 Under
existing law, a trademark holder can properly file a lawsuit against a
domain name holder that is infringing or diluting the trademar
holder®s mark. But the law provides no basis for holding that a
registrar™s mere registration of a domain name, at the behest of an
applicant with which it has an arm"s-length relationship, should expose
it to liability.3 Infringers, rather than registrars,
registries, and technical management bodies, should be liable for
trademark infringement. Until case law is fully settled, however,
registries can expect to incur legal expenses In connection with
trademark disputes as a cost of doing business. These costs should not
be borne by the new not-for-profit corporation, and therefore
registries should be required to indemnify the new corporation for
costs incurred in connection with trademark disputes. The evolution of
litigation will be one of the factors to be studied by the group tasked
to review Internet trademark issues as the new structure evolves.

\2\ See generally MDT Corp. v. New York Stock Exchange, 858 F.
Supp. 1028 (C.D. Calif. 1994).

\3\ See Lockheed Martin Corp. v. Network Solutions, Inc., 1997
WL 721899 (C.D. Calif. 11/17/97); Panavision International v.
Toeppen, 1996 U.S. Dist. LEXIS 20744, 41 U.S.P.Q.2d 1310 (C.D.
Calif. 1996).

E. The Intellectual Infrastructure Fund

In 1995, NSF authorized NSI to assess new domain name registrants a
$50 fee per year for the first two years, 30 percent of which was to be
deposited in a fund for the preservation and enhancement of the
intellectual infrastructure of the Internet (the ~“Intellectual
Infrastructure Fund®").

In excess of $46 Million has been collected to date. In 1997,
Congress authorized the crediting of $23 Million of the funds collected
to the Research and Related Activities Appropriation of the National
Science Foundation to support the development of the Next Generation
Internet. The establishment of the Intellectual Infrastructure Fund
currently is the subject of litigation in the U.S. District Court for
the District of Columbia.

As the U.S. government is seeking to end its role in the domain
name system, we believe the provision in the cooperative agreement
regarding allocation of a portion of the registration fee to the
Internet Intellectual Infrastructure Fund should terminate on April 1,
1998, the beginning of the ramp-down period of the cooperative
agreement.

VII. The Transition

A number of steps must be taken to create the system envisioned in
this paper.

1. The new not-for-profit organization must be established and its
board chosen.

2. The membership associations representing (1) registries and
registrars, and (2) Internet users, must be formed.

3. An agreement must be reached between the U.S. government and the
current 1ANA on the transfer of IANA functions to the new organization.
4. NSI and the U.S. government must reach agreement on the terms
and conditions of NSI"s evolution into one competitor among many in the
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registrar and registry marketplaces. A level playing field for
competition must be established.

5. The new corporation must establish processes for determining
whether an organization meets the transition period criteria for
prospective registries and registrars.

6. A process must be laid out for makin% the management of the root
server system more robust and secure, and, for transitioning that
management from U.S. government auspices to those of the new
corporation.

A. The NSI Agreement

The U.S. government will ramp down the NSI cooperative agreement
and phase it out by the end of September 1998. The ramp down agreement
with NSI should reflect the following terms and conditions designed to
promote competition in the domain name space.
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1. NSI will effectively separate and maintain a clear division
between its current registry business and its current registrar
business. NSI will continue to operate .com, .net and .org but on a
fully shared—registrx basis; it will shift operation of .edu to a not-
for-profit entity. The registr¥ will treat all registrars on a
nondiscriminatory basis and will price registry services according to
an agreed upon formula for a period of time.

2. As part of the transition to a fully shared-registry system, NSI
will develop (or license) and implement the technical capability to
share the registration of its top-level domains with any registrar so
that_any registrar can register domain names there in as soon as
possible, by a date certain to be agreed upon.

3. NSI will give the U.S. government a copy and documentation of
all the data, software, and appropriate licenses to other intellectual
property generated under the cooEerative agreement, for use by the new
corporation for the benefit of t Internet.

4_ NSI will turn over control of the “~A"" root server and the
management of the root server system when instructed to do so by the
U.S. government.

5. NSI will agree to meet the requirements for registries and
registrars set out in Appendix 1.

B. Competitive Registries, Registrars, and the Addition of New gTLDs

Over the past few years, several groups have expressed a desire to
enter the registry or registrar business. ldeally, the U.S. government
would stay its hand, deferring the creation of a speC|f|c plan to
introduce competltlon into the domain name system until such_time as
the new corporation has been organized and given an opportunity to
study the questions that such proposals raise. Should the transition
plan outlined below, or some other proposal, fail to achieve
substantial consensus, that course may well need to be taken.

Realistically, however, the new corporation cannot be established
overnight. Before operating procedures can be established, a board of
directors and a CEO must be selected. Under a best case scenario, it is
unlikely that the new corporation can be Ffully operational before
September 30, 1998. It is our view, based on widespread public input,
that competition should be introduced into the DNS system more quickly.

We therefore set out below a proposal to introduce competition into
the domain name system durln? the transition from the existing U.S.
government authority to a fully functioning coordinating body. This
proposal is designed only for the transition_period. Once the new
corporation is formed, it will assume authority over the terms and
conditions for the admission of new top-level domains.

Registries and New gTLDs

This proposal calls for the creation of up to five new registries,
each of which would be initially permitted to operate one new ?TLD. As
discussed above, that number is large enough to provide valuab
information about the effects of adding new gTLDs and introducing
comBetltlon at the registry level, but not so large as to threaten the
stability of the Internet during this transition period. In order to
designate the new registries and gTLDs, IANA must establish equitable,
objective criteria and processes for selectlng among a large number of
individuals and entities that want to provide registry services.
Unsuccesstul applicants will be disappointed.

We have examined a number of options for recognizing the
development work already underway In the private sector. For example,
some argue for the provision of a ~“pioneer preference®" or other rand
fathering mechanism to limit the pool of would-be registrants to those
who, In response to previous IANA requests, have already invested in
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developing registry businesses. While this has significant appeal and

we do not rule it out, it is not an easy matter to determine who should
be in that pool. IANA would be exposed to considerable liability for
such determinations, and required to defend against charges that it
acted in an arbitrary or inequitable manner. We welcome su%gestions as

Eo whether the pool of applicants should be limited, and it so, on what
asis.

We propose, that during the transition, the first five entities
(whether from a limited or unlimited pool) to meet the technical,
managerial, and site requirements described in Appendix 1 will be
allowed to establish a domain name registry. The 1ANA will engage
neutral accounting and technical consultancy firms to evaluate a
proposed registry under these criteria and certify an applicant as
qualified. These registries may either select, in order of their
qualification, from a list of available gTLDs or propose another gTLD
to 1ANA. EWe welcome suggestions on the gTLDs that should be
immediately available and would propose a list based on that input, as
well as any market data currently available that indicates consumer
interest in_particular gTLDs.)

The registry will be permitted to provide and charge for value-
added services, over and above the basic services provided to
registrars. At least at this time, the registry must, however, operate
on a_shared registry basis, treating all registrars on a
nondiscriminatory basis, with respect to pricing, access and rules.
Each TLD"s registry should be equally accessible to any qualified
registrar, so that registrants may choose their reﬂistrars
competitively on the basis of price and service. The registry will also
have to agree to modify its technical capabilities based on protocol
changes that occur in Internet technology so that interoperability can
be preserved. At some point in the future, the new organization may
consider the desirability of allowing the introduction of non-shared
registries.

Registrars

Any entitg will be permitted to provide registrar services as long
as it meets the basic technical, managerial, and site requirements as
described in Appendix 1 of this paper. Registrars will be allowed to
register clients into any top-level domain for which the client
satisfies the eligibility rules, if any.

C. The Root Server System

IANA and the U.S. government, in cooperation with NSI, the IAB, and
other relevant organizations will undertake a review of the root server
system to recommend means to increase the security and professional
management of the system. The recommendations of the study should be
implemented as part of the transition process to the new corporation.

D. The .us Domain

At present, the IANA administers .us as a locality based hierarchy
in which second-level domain space is allocated to states and US
territories.4 This name space is further subdivided into
localities. General registration under localities is performed on an
exclusive basis by private firms that have requested delegation from
IANA. The .us name space has typically been used by branches of state
and local governments, althoug% some commercial names have been
assigned. Where registration for a locality has not been delegated, the
IANA itself serves as the registrar.

\4\ Management principles for the .us domain space are set forth
in Internet RFC 1480, (http://www.isi.edu/in-notes/rfcl480.txt)

_ Some in the Internet community have suggesteg that_the pressure for
unique identifiers in the .com gTLD could be relieved if commercial use
of the .us space was encouraged. Commercial
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users and trademark holders, however, find the current locality-based
system too cumbersome and complicated for commercial use. Expanded use
of the .us TLD could alleviate some of the pressure for new generic
TLDs and reduce conflicts between American companies and others vying
for the same domain name.

Clearly, there is much op?ortunity for enhancing the .us domain
space, and the .us domain could be expanded in many ways without
displacing the current geopolitical structure. Over the next few
months, the U.S. government will work with the private sector and state
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and local governments to determine how best to make the .us domain more
attractive to commercial users. It may also be appropriate to move the
gTLDs traditionally reserved for U.S. government use (i.e. .gov and
-mil), into a reformulated .us ccTLD.

The U.S. government will further explore and seek public input on
these issues through a separate Re?uest for Comment on the evolution of
tﬂg .us name space. However, we welcome any preliminary comments at
this time.

E. The Process

The U.S. government recognizes that its unique role in the Internet
domain name system should end as soon as is practical. We also
recognize an obligation to end this involvement in a responsible manner
that preserves the stability of the Internet. We cannot cede authority
to any particular commercial interest or any specific coalition of
interest groups. We also have a responsibility to oppose any efforts to
fragment the Internet, as this would destroy one of the key factors--
interoperability--that has made the Internet so successful.

Our goal is to seek as strong a consensus as possible so that a
new, open, and accountable system can emerge that is legitimate in the
eyes of all Internet stakeholders. It is in this spirit that we present
this paper for discussion.

VII1. Other Information
Executive Order 12866

This proposal has been determined not to be significant under
section 3(f) of Executive Order 12866.

Executive Order 12612

This rule does not contain_policies with Federalism implications
sufficient to warrant preparation of a Federalism assessment under
Executive Order 12612.

Regulatory Flexibility Act

The Assistant General Counsel for Legislation and Regulation of the
Department of Commerce certified to the Chief Counsel for Advocacy, the
Small Business Administration that this proposed rule, if adopted,
would not have a significant economic impact on a substantial number of
small entities as follows:

We believe that the overall effect of the proposal will be highly
beneficial. No negative effects are envisioned at this time. In fact,
businesses will enjoy a reduction in the cost of registering domain
names as a result of this proposal. In 1995, the National Science
Foundation authorized a reﬂistration fee of $50 per year for the Ffirst
two years, 30 percent of which was to be deposited in a fund for the
preservation and enhancement of the intellectual infrastructure of the
Internet (the ““Intellectual Infrastructure Fund®"). The proposal seeks
to terminate the a?reement to earmark a portion of the registration fee
to the Intellectual Infrastructure Fund. We also believe that a
competitive registration system will lead to reduced fees in
registering domain names.

The proposal is pro-competitive because it transfers the current
system of domain name registration to a market-driven registry system.
Moreover, as the Internet becomes more important to commerce,
particularly small businesses, it is crucial that a more formal and
robust management structure be implemented. As the commercial value of
Internet names increases, decisions regarding the addition of new top-
level domains should be formal, certain, and accountable to the
Internet community. For example, presently, mechanisms for resolving
disputes between trademark holders and domain name holders are
expensive and cumbersome. The proposal requires each name registry to
establish an inexpensive and efficient dispute resolution system as
well as other procedures related to trademark consideration.

The U.S. government would gradually transfer existing Internet
Assigned Numbers Authority (1ANA) functions, the root system and the
appropriate databases to a new not-for-profit corporation by September
30, 1998. The U.S. government would, however, participate in policy
oversight to assure stabilit¥ until the new corporation is established
and stable, phasing out completely no later than September 30, 2000.
Accordingly, the transition period would afford the U.S. government an
opportunity to determine if the structure of the new corporation
negatively impacts small entities. Moreover, the corporation would be
headquartered in the U.S. and incorporated under U.S. law. Accordingly,
the corporation would be subject to antitrust scrutiny if dominated by
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economically interested entities, or if its standards are established
by a few leading competitors.

As a result, no initial regulatory flexibility analysis has been
prepared.

Paperwork Reduction Act

This rule does not contain information collection requirements
subject to the provisions of the Paperwork Reduction Act.
Kathy Smith,
Acting Deputy Assistant Secretary for Communications and Information.

Appendix 1--Recommended Registry and Registrar Requirements

In order to ensure the stability of the Internet®"s domain name
system, protect consumers, and preserve the intellectual property
rights of trademark owners, all registries of generic top-level
domain names must _meet the set of technical, managerial, and site
requirements outlined below. Only prospective registries that meet
these criteria will be allowed by TANA to register their gTLD in the
“TA"" server. If, after it begins operations, a registry no longer
meets these requirements, IANA may transfer management of the domain
names under that registry®s gTLD to another organization.

Independent testing, reviewing, and inspection called for in the
requirements for registries should be done by appropriate certifying
organizations or testing laboratories rather than IANA itself,
although IANA will define the requirements and the procedures for
tests and audits.

These requirements apply only to generic TLDs. They will apply
to both existing %TLDS (e.g., -com, .edu., .net, .org) and new
gTLDs. Although they are not required to, we expect many ccTLD
registries and registrars may wish to assure their customers that
they meet these requirements or similar ones.

Registries will be separate from registrars and have only
registrars as their customers. If a registry wishes to act both as
registry and registrar for the_same TLD, it must do so_through
separate subsidiaries. Appropriate accounting and confidentiality
safeguards shall be used to ensure that the registry subsidiary”s
business is not utilized in any manner to benefit the registrar
subsidiary to the detriment of any other registrar.

Each top-level domain (TLD) database will be maintained by only
one registry and, at least initially, each new registry can host
only one TLD.

Registry Requirements

1. An independently-tested, functioning Database and
Communications System that:

a. Allows multiple competing registrars to have secure access
with encryption and authentication) to the database on an equal
first-come, first-served) basis.
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b. Is both robust (24 hours per day, 365 days per year) and
scalable (i.e., capable of handling high volumes of entries and
inquiries).

c. Has multiple high-throughput (i.e., at least T1) connections
to the Internet via at least two separate Internet Service
Providers.

d. Includes a daily data backup and archiving system.

e. Incorporates a record management system that maintains copies
of all transactions, correspondence, and communications with
registrars for at least the length of a registration contract.

Features a searchable, on-line database meeting the
requirements of Appendix 2.

Provides free access to the software and customer interface
that a registrar would need to register new second-level domain
names.

h. An adequate number (perhaps two or three) of globally-
positioned zone-file servers connected to the Internet for each TLD.

2. Independently-reviewed Management Policies, Procedures, and
Personnel including:

a. Alternate (1.e., non-litigation) disEute resolution providing
a timely and inexpensive forum for trademark-related complaints.
(These procedures should be consistent with applicable national laws
and compatible with any available judicial or administrative
remedies.)

b. A plan to ensure that the registry®s obligations to its
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customers will be fulfilled in the event that the registr¥ goes out
of business. This plan must indicate how the registry would ensure
that domain name holders will continue to have use of their domain
name and that operation of the Internet will not be adversely
affected.

c. Procedures for assuring and maintaining the expertise and
experience of technical staff.

d. Commonly-accepted procedures for information systems security
to prevent malicious hackers and others from disrupting operations
of the registry.

3. Independently inspected Physical Sites that feature:

a. A backup power system including a multi-day power source.

b. A high level of security due to twenty-four-hour guards and
appropriate physical safeguards against intruders.

c. A remotely-located, fully redundant and staffed twin facility
with ~“hot switchover™™" capability in the event of a main facility
failure caused by either a natural disaster (e.g., earthquake or
tornado) or an accidental (Ffire, burst pipe) or deliberate (arson,
bomb) man-made event. (This might be provided at, or jointly
supported with, another registry, which would encourage
compatibility of hardware and commonality of interfaces.)

Registrar Requirements

Registries will set standards for registrars with which they
wish to do business. The following are the minimal qualifications
that 1ANA should mandate that each registry impose and test or
inspect before allowing a registrar to_access Its database(s). Ang
additional requirements imposed by registries on registrars must be
approved by IANA and should not affect the stability of the Internet
or substantially reduce competition in the registrar business.
Registries may refuse to accept registrations from registrars that
fail to meet these requirements and may remove domain names from the
registries if at a later time the registrar which registered them no
longer meets the requirements for registrars.

1. A functioning Database and Communications System that
supports:

a. Secure access (with encryption and authentication) to the
registry.

i b. Robust and scalable operations capable of handling moderate
volumes.

c. Multiple connections to the Internet via at least two
Internet Service Providers.

d. A daily data backup and archival system.

e. A record management system that maintains copies of all
transactions, correspondence, and communications with all registries
for at least the Ien?th of a registration contract.

2. Management Policies, Procedures, and Personnel including:

a. A plan to ensure that the registrar®"s obligations to its
customers and to the registries will be fulfilled in the event that
the registrar goes out of business. This plan must indicate how the
registrar would ensure that domain name holders will continue to
have use of their domain name and that operation of the Internet
will not be adversely affected.

b. Commonly-accepted procedures for information systems security
to prevent malicious hackers and others from disrupting operations.

3. Independently inspected Physical Sites that features:

a. A backup power system.

b. A high level of security due to twenty-four-hour guards and
appropriate physical safeguards against intruders.

c(.j Remotely-stored backup files to permit recreation of customer
records.

Appendix 2--Minimum Dispute Resolution and Other Procedures Related to
Trademarks

1. Minimum Application Requirements.

a. Sufficient owner and contact information (e.g., names, mail
address for service of process, e-mail address, telephone and fax
numbers, etc.) to enable an interested party to contact either the
owner/applicant or its designated representative; and a

b. Certification statement by the applicant that:

--It is entitled to register the domain name for which it is
applying and knows of no entity with superior rights in the domain
name; and

--It intends to use the domain name.

2. Searchable Database Requirements.
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a. Utilizin% a simple, eas¥—to—use, standardized search
interface that features multiple field or string searching and the
retrieval of similar names, the following information must be
included in all registry databases, and available to anyone with
access to the Internet:

--Up-to-date ownership and contact information;

--Up-to-date and historical chain of title information for the

domain _name;

--A mail address for service of process;

--The date of the domain name registration; and

%?Ihg date an objection to registration of the domain name was
iled.

3. Updated Ownership, Contact and Use Information. )
a. At any time there is a chgn%e in ownership, the domain name
owner must submit the following information:

--Up-to-date _contact and ownership information; and i
--A description of how the owner is using the domain name, or, if
the domain name is not in use, a statement to that effect.

4. Alternative Dispute Resolution of Domain Name Conflicts.

a. There must be a readily available and convenient dispute
resolution process that requires no involvement by registrars.

b. Registries/Registrars will abide by the decisions resulting
from an a%reed upon dispute resolution process or by the decision of
a court of competent jurisdiction.

IT an objection to registration is raised within 30 days after
registration of the domain name, a brief period of suspension during
the pendency of the dispute will be provided by the registries.

[FR Doc. 98-4200 Filed 2-19-98; 8:45 am]
BILLING CODE 3510-60-P

National Telecommunications and Information Administration
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Source URL.: https://www.ntia.doc.gov/federal-register-notice/1998/improvement-technical-
management-internet-names-and-addresses-proposed-
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JMR-7

MEMORANDUM OF UNDERSTANDING BETWEEN
THE U.S. DEPARTMENT OF COMMERCE
AND
INTERNET CORPORATION FOR ASSIGNED NAMES AND NUMBERS

I. PARTIES

This document constitutes an agreement between the U.S. Department of Commerce (DOC or USG) and the Internet
Corporation for Assigned Names and Numbers (ICANN), a not-for-profit corporation.

1. PURPOSE

A. Background

On July 1, 1997, as part of the Administration's Framework for Global Electronic Commerce, the President directed the
Secretary of Commerce to privatize the management of the domain name system (DNS) in a manner that increases
competition and facilitates international participation in its management.

On June 5, 1998, the DOC published its Statement of Policy, Management of Internet Names and Addresses, 63 Fed. Reg.
31741(1998) (Statement of Policy). The Statement of Policy addressed the privatization of the technical management of the
DNS in a manner that allows for the development of robust competition in the management of Internet names and addresses.
In the Statement of Policy, the DOC stated its intent to enter an agreement with a not-for-profit entity to establish a process to
transition current U.S. Government management of the DNS to such an entity based on the principles of stability, competition,
bottom-up coordination, and representation.

B. Purpose

Before making a transition to private sector DNS management, the DOC requires assurances that the private sector has the
capability and resources to assume the important responsibilities related to the technical management of the DNS. To secure
these assurances, the Parties will collaborate on this DNS Project (DNS Project). In the DNS Project, the Parties will jointly
design, develop, and test the mechanisms, methods, and procedures that should be in place and the steps necessary to
transition management responsibility for DNS functions now performed by, or on behalf of, the U.S. Government to a private-
sector not-for-profit entity. Once testing is successfully completed, it is contemplated that management of the DNS will be
transitioned to the mechanisms, methods, and procedures designed and developed in the DNS Project.

In the DNS Project, the parties will jointly design, develop, and test the mechanisms, methods, and procedures to carry out the
following DNS management functions:

a. Establishment of policy for and direction of the allocation of IP number blocks;
b. Oversight of the operation of the authoritative root server system;

c. Oversight of the policy for determining the circumstances under which new top level domains would be added to the
root system;

d. Coordination of the assignment of other Internet technical parameters as needed to maintain universal connectivity on
the Internet; and

e. Other activities necessary to coordinate the specified DNS management functions, as agreed by the Parties.

The Parties will jointly design, develop, and test the mechanisms, methods, and procedures that will achieve the transition
without disrupting the functional operation of the Internet. The Parties will also prepare a joint DNS Project Report that
documents the conclusions of the design, development, and testing.

DOC has determined that this project can be done most effectively with the participation of ICANN. ICANN has a stated
purpose to perform the described coordinating functions for Internet names and addresses and is the organization that best
demonstrated that it can accommodate the broad and diverse interest groups that make up the Internet community.

C. The Principles

https://www.icann.org/resources/unthemed-pages/icann-mou-1998-11-25-en 2/14/2018
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The Parties will abide by the following principles:
1. Stability

This Agreement promotes the stability of the Internet and allows the Parties to plan for a deliberate move from the existing
structure to a private-sector structure without disruption to the functioning of the DNS. The Agreement calls for the design,
development, and testing of a new management system that will not harm current functional operations.

2. Competition

This Agreement promotes the management of the DNS in a manner that will permit market mechanisms to support competition
and consumer choice in the technical management of the DNS. This competition will lower costs, promote innovation, and
enhance user choice and satisfaction.

3. Private, Bottom-Up Coordination

This Agreement is intended to result in the design, development, and testing of a private coordinating process that is flexible
and able to move rapidly enough to meet the changing needs of the Internet and of Internet users. This Agreement is intended
to foster the development of a private sector management system that, as far as possible, reflects a system of bottom-up
management.

4. Representation.

This Agreement promotes the technical management of the DNS in a manner that reflects the global and functional diversity of
Internet users and their needs. This Agreement is intended to promote the design, development, and testing of mechanisms to
solicit public input, both domestic and international, into a private-sector decision making process. These mechanisms will
promote the flexibility needed to adapt to changes in the composition of the Internet user community and their needs.

IIl. AUTHORITIES
A. DOC has authority to participate in the DNS Project with ICANN under the following authorities:

(1) 15 U.S.C. § 1525, the DOC's Joint Project Authority, which provides that the DOC may enter into joint projects with
nonprofit, research, or public organizations on matters of mutual interest, the cost of which is equitably apportioned,;

(2) 15 U.S.C. § 1512, the DOC's authority to foster, promote, and develop foreign and domestic commerce;

(3) 47 U.S.C. § 902, which specifically authorizes the National Telecommunications and Information Administration (NTIA) to
coordinate the telecommunications activities of the Executive Branch and assist in the formulation of policies and standards for
those activities including, but not limited to, considerations of interoperability, privacy, security, spectrum use, and emergency
readiness;

(4) Presidential Memorandum on Electronic Commerce, 33 Weekly Comp. Presidential Documents 1006 (July 1, 1997), which
directs the Secretary of Commerce to transition DNS management to the private sector; and

(5) Statement of Policy, Management of Internet Names and Addresses, (63 Fed. Reg. 31741(1998) (Attachment A), which
describes the manner in which the Department of Commerce will transition DNS management to the private sector.

B. ICANN has the authority to participate in the DNS Project, as evidenced in its Articles of Incorporation (Attachment B) and
Bylaws (Attachment C). Specifically, ICANN has stated that its business purpose is to:

(i) coordinate the assignment of Internet technical parameters as needed to maintain universal connectivity on the Internet;
(ii) perform and oversee functions related to the coordination of the Internet Protocol (IP) address space;

(iif) perform and oversee functions related to the coordination of the Internet domain name system, including the development
of policies for determining the circumstances under which new top-level domains are added to the DNS root system;

(iv) oversee operation of the authoritative Internet DNS root server system; and

https://www.icann.org/resources/unthemed-pages/icann-mou-1998-11-25-en 2/14/2018



ICANN Page 3 of 6

(v) engage in any other related lawful activity in furtherance of Items (i) through (iv).

IV. MUTUAL INTEREST OF THE PARTIES

Both DOC and ICANN have a mutual interest in a transition that ensures that future technical management of the DNS
adheres to the principles of stability, competition, coordination, and representation as published in the Statement of Policy.
ICANN has declared its commitment to these principles in its Bylaws. This Agreement is essential for the DOC to ensure
continuity and stability in the performance of technical management of the DNS now performed by, or on behalf of, the U.S.
Government. Together, the Parties will collaborate on the DNS Project to achieve the transition without disruption.

V. RESPONSIBILITIES OF THE PARTIES

A. General.

1. The Parties agree to jointly participate in the DNS Project for the design, development, and testing of the mechanisms,
methods and procedures that should be in place for the private sector to manage the functions delineated in the Statement of
Policy in a transparent, non-arbitrary, and reasonable manner.

2. The Parties agree that the mechanisms, methods, and procedures developed under the DNS Project will ensure that
private-sector technical management of the DNS shall not apply standards, policies, procedures or practices inequitably or
single out any particular party for disparate treatment unless justified by substantial and reasonable cause and will ensure
sufficient appeal procedures for adversely affected members of the Internet community.

3. Before the termination of this Agreement, the Parties will collaborate on a DNS Project Report that will document ICANN's
test of the policies and procedures designed and developed pursuant to this Agreement.

4. The Parties agree to execute the following responsibilities in accordance with the Principles and Purpose of this Agreement
as set forth in section II.

B. DOC. The DOC agrees to perform the following activities and provide the following resources in support of the DNS Project:

1. Provide expertise and advice on existing DNS management functions.

2. Provide expertise and advice on methods and administrative procedures for conducting open, public proceedings
concerning policies and procedures that address the technical management of the DNS.

3. Identify with ICANN the necessary software, databases, know-how, other equipment, and intellectual property
necessary to design, develop, and test methods and procedures of the DNS Project.

4. Participate, as necessary, in the design, development, and testing of the methods and procedures of the DNS Project
to ensure continuity including coordination between ICANN and Network Solutions, Inc.

5. Collaborate on a study on the design, development, and testing of a process for making the management of the root
server system more robust and secure. This aspect of the DNS Project will address:

a. Operational requirements of root name servers, including host hardware capacities, operating system and name
server software versions, network connectivity, and physical environment.

b. Examination of the security aspects of the root name server system and review of the number, location, and
distribution of root name servers considering the total system performance, robustness, and reliability.

c. Development of operational procedures for the root server system, including formalization of contractual
relationships under which root servers throughout the world are operated.

6. Consult with the international community on aspects of the DNS Project.

7. Provide general oversight of activities conducted pursuant to this Agreement.
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8. Maintain oversight of the technical management of DNS functions currently performed either directly, or subject to
agreements with the U.S. Government, until such time as further agreement(s) are arranged as necessary, for the private
sector to undertake management of specific DNS technical management functions.

C. ICANN. ICANN agrees to perform the following activities and provide the following resources in support of the DNS Project
and further agrees to undertake the following activities pursuant to its procedures as set forth in Attachment B (Articles of
Incorporation) and Attachment C (By-Laws), as they may be revised from time to time in conformity with the DNS Project:

1. Provide expertise and advice on private sector functions related to technical management of the DNS such as the
policy and direction of the allocation of IP number blocks and coordination of the assignment of other Internet technical
parameters as needed to maintain universal connectivity on the Internet.

2. Collaborate on the design, development and testing of procedures by which members of the Internet community
adversely affected by decisions that are in conflict with the bylaws of the organization can seek external review of such
decisions by a neutral third party.

3. Collaborate on the design, development, and testing of a plan for introduction of competition in domain name
registration services, including:
a. Development of procedures to designate third parties to participate in tests conducted pursuant to this

Agreement.

b. Development of an accreditation procedure for registrars and procedures that subject registrars to consistent
requirements designed to promote a stable and robustly competitive DNS, as set forth in the Statement of Policy.

c. Identification of the software, databases, know-how, intellectual property, and other equipment necessary to
implement the plan for competition;

4. Collaborate on written technical procedures for operation of the primary root server including procedures that permit
modifications, additions or deletions to the root zone file.

5. Collaborate on a study and process for making the management of the root server system more robust and secure.

This aspect of the Project will address:

a. Operational requirements of root name servers, including host hardware capacities, operating system and name
server software versions, network connectivity, and physical environment.

b. Examination of the security aspects of the root name server system and review of the number, location , and
distribution of root name servers considering the total system performance; robustness, and reliability.

c. Development of operational procedures for the root system, including formalization of contractual relationships
under which root servers throughout the world are operated.

6. Collaborate on the design, development and testing of a process for affected parties to participate in the formulation of
policies and procedures that address the technical management of the Internet. This process will include methods for
soliciting, evaluating and responding to comments in the adoption of policies and procedures.

7. Collaborate on the development of additional policies and procedures designed to provide information to the public.
8. Collaborate on the design, development, and testing of appropriate membership mechanisms that foster accountability
to and representation of the global and functional diversity of the Internet and its users, within the structure of private-

sector DNS management organization.

9. Collaborate on the design, development and testing of a plan for creating a process that will consider the possible
expansion of the number of gTLDs. The designed process should consider and take into account the following:
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a. The potential impact of new gTLDs on the Internet root server system and Internet stability.
b. The creation and implementation of minimum criteria for new and existing gTLD registries.
c. Potential consumer benefits/costs associated with establishing a competitive environment for gTLD registries.

d. Recommendations regarding trademark/domain name policies set forth in the Statement of Policy;
recommendations made by the World Intellectual Property Organization (WIPO) concerning: (i) the development of
a uniform approach to resolving trademark/domain name disputes involving cyberpiracy; (ii) a process for protecting
famous trademarks in the generic top level domains; (iii) the effects of adding new gTLDs and related dispute
resolution procedures on trademark and intellectual property holders; and recommendations made by other
independent organizations concerning trademark/domain name issues.

10. Collaborate on other activities as appropriate to fulfill the purpose of this Agreement, as agreed by the Parties.
D. Prohibitions.

1. ICANN shall not act as a domain name Registry or Registrar or IP Address Registry in competition with entities affected by
the plan developed under this Agreement. Nothing, however, in this Agreement is intended to prevent ICANN or the USG from
taking reasonable steps that are necessary to protect the operational stability of the Internet in the event of the financial failure
of a Registry or Registrar or other emergency.

2. Neither Party, either in the DNS Project or in any act related to the DNS Project, shall act unjustifiably or arbitrarily to injure
particular persons or entities or particular categories of persons or entities.

3. Both Parties shall act in a non-arbitrary and reasonable manner with respect to design, development, and testing of the DNS
Project and any other activity related to the DNS Project.

VI. EQUITABLE APPORTIONMENT OF COSTS

The costs of this activity are equitably apportioned, and each party shall bear the costs of its own activities under this
Agreement. This Agreement contemplates no transfer of funds between the Parties. Each Party's estimated costs for the first
six months of this Agreement are attached hereto. The Parties shall review these estimated costs in light of actual
expenditures at the completion of the first six month period and will ensure costs will be equitably apportioned.

VII. PERIOD OF AGREEMENT AND MODIFICATION/TERMINATION

This Agreement will become effective when signed by all parties. The Agreement will terminate on September 30, 2000, but
may be amended at any time by mutual agreement of the parties. Either party may terminate this Agreement by providing one
hundred twenty (120) days written notice to the other party. In the event this Agreement is terminated, each party shall be
solely responsible for the payment of any expenses it has incurred. This Agreement is subject to the availability of funds.

J. Beckw th Burr
Assoc ate Adm n strator, NTIA
Joe Sms U.S. Department of Commerce

Counse to ICANN Wash ngton, D.C. 20230
Jones, Day, Reav s & Pogue

1450 G Street N.W.
Wash ngton, D.C. 20005-2088
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PARTIES ESTIMATED SIX MONTH COSTS
A. ICANN

Costs to be borne by ICANN over the first six months of this Agreement include: development of Accreditation Guidelines for
Registries; review of Technical Specifications for Shared Registries; formation and operation of Government, Root Server,
Membership and Independent Review Advisor Committees; advice on formation of and review of applications for recognition
by Supporting Organizations; promulgation of conflicts of interest policies; review and adoption of At-Large membership and
elections processes and independent review procedures, etc; quarterly regular Board meetings and associated costs (including
open forums, travel, staff support and communications infrastructure); travel, administrative support and infrastructure for
additional open forums to be determined; internal executive, technical and administrative costs; legal and other professional
services; and related other costs. The estimated six month budget (subject to change and refinement over time) is $750,000 -
1 million.

B. DOC

Costs to be borne by DOC over the first six months of this Agreement include: maintenance of DNS technical management
functions currently performed by, or subject to agreements with, the U.S. Government, expertise and advice on existing DNS
management functions; expertise and advice on administrative procedures; examination and review of the security aspects of
the Root Server System (including travel and technical expertise); consultations with the international community on aspects of
the DNS Project (including travel and communications costs); general oversight of activities conducted pursuant to the
Agreement; staff support equal to half-time dedication of 4-5 full time employees, travel, administrative support,
communications and related other costs. The estimate six month budget (subject to change and refinement over time) is
$250,000 - $350,000.

Comments concern ng the ayout, construct on and funct ona ty of ths ste
shou d be sent to webmaster@ cann.org.

Page Updated 31-December-99.

(c) 1999 The nerne Corpora ion for Assigned Names and Numbers All righ s reserved
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"l Board
This page is available in:
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I Governance As Revised November 21, 1998
I Governance 1. The name of this corporation is Internet Corporation for Assigned Names
Documents and Numbers (the "Corporation").
Guidelines
. 2. The name of the Corporation's initial agent for service of process in the
- Articles Of. State of California, United States of America is C T Corporation System.
Incorporation
Current 3. This Corporation is a nonprofit public benefit corporation and is not
Archive organized for the private gain of any person. It is organized under the
California Nonprofit Public Benefit Corporation Law for charitable and public
I Bylaws purposes. The Corporation is organized, and will be operated, exclusively for
Board Code charitable, educational, and scientific purposes within the meaning of § 501 (c)
of Conduct (3) of the Internal Revenue Code of 1986, as amended (the "Code"), or the
corresponding provision of any future United States tax code. Any reference in
Board these Articles to the Code shall include the corresponding provisions of any
Conflicts of . )
Interest further United States tax code. In furtherance of the foregoing purposes, and

Policy in recognition of the fact that the Internet is an international network of
networks, owned by no single nation, individual or organization, the

g?ai;dments of Corporation shall, except as limited by Article 5 hereof, pursue the charitable
Interest and public purposes of lessening the burdens of government and promoting

_ the global public interest in the operational stability of the Internet by
Lobbying

Disclosures & (i) coordinating the assignment of Internet technical parameters as needed to
Contribution maintain universal connectivity on the Internet; (ii) performing and overseeing
Reports functions related to the coordination of the Internet Protocol ("IP") address
Summary of space; (iii) performing and overseeing functions related to the coordination of
Conflicts of the Internet domain name system ("DNS"), including the development of
Interest and policies for determining the circumstances under which new top-level domains
Ethics are added to the DNS root system; (iv) overseeing operation of the
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related lawful activity in furtherance of items (i) through (iv).

4. The Corporation shall operate for the benefit of the Internet community as a
whole, carrying out its activities in conformity with relevant principles of
international law and applicable international conventions and local law and, to
the extent appropriate and consistent with these Articles and its Bylaws,
through open and transparent processes that enable competition and open
entry in Internet-related markets. To this effect, the Corporation shall
cooperate as appropriate with relevant international organizations.

5. Notwithstanding any other provision (other than Article 8) of these Articles:

a. The Corporation shall not carry on any other activities not permitted to be
carried on (i) by a corporation exempt from United States income tax under
§ 501 (c)(3) of the Code or (ii) by a corporation, contributions to which are
deductible under § 170 (c)(2) of the Code.

b. No substantial part of the activities of the Corporation shall be the
carrying on of propaganda, or otherwise attempting to influence legislation,
and the Corporation shall be empowered to make the election under § 501
(h) of the Code.

c. The Corporation shall not participate in, or intervene in (including the
publishing or distribution of statements) any political campaign on behalf of
or in opposition to any candidate for public office.

d. No part of the net earnings of the Corporation shall inure to the benefit of
or be distributable to its members, directors, trustees, officers, or other
private persons, except that the Corporation shall be authorized and
empowered to pay reasonable compensation for services rendered and to
make payments and distributions in furtherance of the purposes set forth in
Article 3 hereof.

e. In no event shall the Corporation be controlled directly or indirectly by
one or more "disqualified persons" (as defined in § 4946 of the Code) other
than foundation managers and other than one or more organizations
described in paragraph (1) or (2) of § 509 (a) of the Code.

6. To the full extent permitted by the California Nonprofit Public Benefit
Corporation Law or any other applicable laws presently or hereafter in effect,
no director of the Corporation shall be personally liable to the Corporation or
its members, should the Corporation elect to have members in the future, for
or with respect to any acts or omissions in the performance of his or her duties
as a director of the Corporation. Any repeal or modification of this Article 6
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shall not adversely affect any right or protection of a director of the Corporation
existing immediately prior to such repeal or modification.

7. Upon the dissolution of the Corporation, the Corporation's assets shall be
distributed for one or more of the exempt purposes set forth in Article 3 hereof
and, if possible, to a § 501 (c)(3) organization organized and operated
exclusively to lessen the burdens of government and promote the global public
interest in the operational stability of the Internet, or shall be distributed to a
governmental entity for such purposes, or for such other charitable and public
purposes that lessen the burdens of government by providing for the
operational stability of the Internet. Any assets not so disposed of shall be
disposed of by a court of competent jurisdiction of the county in which the
principal office of the Corporation is then located, exclusively for such
purposes or to such organization or organizations, as such court shall
determine, that are organized and operated exclusively for such purposes,
unless no such corporation exists, and in such case any assets not disposed
of shall be distributed to a § 501(c)(3) corporation chosen by such court.

8. Notwithstanding anything to the contrary in these Articles, if the Corporation
determines that it will not be treated as a corporation exempt from federal
income tax under § 501(c)(3) of the Code, all references herein to § 501(c)(3)
of the Code shall be deemed to refer to § 501(c)(6) of the Code and

Article 5(a)(ii), (b), (c) and (e) shall be deemed not to be a part of these
Articles.

9. These Articles may be amended by the affirmative vote of at least two-thirds
of the directors of the Corporation. When the Corporation has members, any
such amendment must be ratified by a two-thirds (2/3) majority of the
members voting on any proposed amendment.
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NUMBERS
A California Nonprofit Public-Benefit Corporation

As adopted effective 15 December 2002 (the "New Bylaws")
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ARTICLE I: MISSION AND CORE VALUES

Section 1. MISSION

The mission of The Internet Corporation for Assigned Names and Numbers
("ICANN") is to coordinate, at the overall level, the global Internet's systems of
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unique identifiers, and in particular to ensure the stable and secure operation of
the Internet's unique identifier systems. In particular, ICANN:

1. Coordinates the allocation and assignment of the three sets of
unique identifiers for the Internet, which are

a. Domain names (forming a system referred to as
IIDNSII);

b. Internet protocol ("IP") addresses and autonomous
system ("AS") numbers; and

c. Protocol port and parameter numbers.

2. Coordinates the operation and evolution of the DNS root name
server system.

3. Coordinates policy development reasonably and appropriately
related to these technical functions.

Section 2. CORE VALUES

In performing its mission, the following core values should guide the decisions
and actions of ICANN:

1. Preserving and enhancing the operational stability, reliability,
security, and global interoperability of the Internet.

2. Respecting the creativity, innovation, and flow of information made
possible by the Internet by limiting ICANN's activities to those matters
within ICANN's mission requiring or significantly benefiting from
global coordination.

3. To the extent feasible and appropriate, delegating coordination
functions to or recognizing the policy role of other responsible entities
that reflect the interests of affected parties.

4. Seeking and supporting broad, informed participation reflecting the
functional, geographic, and cultural diversity of the Internet at all
levels of policy development and decision-making.

5. Where feasible and appropriate, depending on market
mechanisms to promote and sustain a competitive environment.

6. Introducing and promoting competition in the registration of domain
names where practicable and beneficial in the public interest.

7. Employing open and transparent policy development mechanisms
that (i) promote well-informed decisions based on expert advice, and
(if) ensure that those entities most affected can assist in the policy
development process.

8. Making decisions by applying documented policies neutrally and
objectively, with integrity and fairness.
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9. Acting with a speed that is responsive to the needs of the Internet
while, as part of the decision-making process, obtaining informed
input from those entities most affected.

10. Remaining accountable to the Internet community through
mechanisms that enhance ICANN's effectiveness.

11. While remaining rooted in the private sector, recognizing that
governments and public authorities are responsible for public policy
and duly taking into account governments' or public authorities'
recommendations.

These core values are deliberately expressed in very general terms, so that they
may provide useful and relevant guidance in the broadest possible range of
circumstances. Because they are not narrowly prescriptive, the specific way in
which they apply, individually and collectively, to each new situation will
necessarily depend on many factors that cannot be fully anticipated or
enumerated; and because they are statements of principle rather than practice,
situations will inevitably arise in which perfect fidelity to all eleven core values
simultaneously is not possible. Any ICANN body making a recommendation or
decision shall exercise its judgment to determine which core values are most
relevant and how they apply to the specific circumstances of the case at hand,
and to determine, if necessary, an appropriate and defensible balance among
competing values.

ARTICLE II: POWERS
Section 1. GENERAL POWERS

Except as otherwise provided in the Articles of Incorporation or these Bylaws, the
powers of ICANN shall be exercised by, and its property controlled and its
business and affairs conducted by or under the direction of, the Board. With
respect to any matters that would fall within the provisions of Article Ill, Section 6,
the Board may act only by a majority vote of all members of the Board. In all
other matters, except as otherwise provided in these Bylaws or by law, the Board
may act by majority vote of those present at any annual, regular, or special
meeting of the Board. Any references in these Bylaws to a vote of the Board
shall mean the vote of only those members present at the meeting where a
guorum is present unless otherwise specifically provided in these Bylaws by
reference to "all of the members of the Board."

Section 2. RESTRICTIONS

ICANN shall not act as a Domain Name System Registry or Registrar or Internet
Protocol Address Registry in competition with entities affected by the policies of
ICANN. Nothing in this Section is intended to prevent ICANN from taking
whatever steps are necessary to protect the operational stability of the Internet in
the event of financial failure of a Registry or Registrar or other emergency.

Section 3. NON-DISCRIMINATORY TREATMENT

ICANN shall not apply its standards, policies, procedures, or practices
inequitably or single out any particular party for disparate treatment unless
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justified by substantial and reasonable cause, such as the promotion of effective
competition.

ARTICLE lll: TRANSPARENCY
Section 1. PURPOSE

ICANN and its constituent bodies shall operate to the maximum extent feasible in
an open and transparent manner and consistent with procedures designed to
ensure fairness.

Section 2. WEBSITE

ICANN shall maintain a publicly-accessible Internet World Wide Web site (the
"Website"), which may include, among other things, (i) a calendar of scheduled
meetings of the Board, Supporting Organizations, and Advisory Committees; (ii)
a docket of all pending policy development matters, including their schedule and
current status; (iii) specific meeting notices and agendas as described below; (iv)
information on ICANN's budget, annual audit, financial contributors and the
amount of their contributions, and related matters; (v) information about the
availability of accountability mechanisms, including reconsideration, independent
review, and Ombudsman activities, as well as information about the outcome of
specific requests and complaints invoking these mechanisms; (vi)
announcements about ICANN activities of interest to significant segments of the
ICANN community; (vii) comments received from the community on policies
being developed and other matters; (viii) information about ICANN's physical
meetings and public forums; and (ix) other information of interest to the ICANN
community.

Section 3. MANAGER OF PUBLIC PARTICIPATION

There shall be a staff position designated as Manager of Public Participation, or
such other title as shall be determined by the President, that shall be
responsible, under the direction of the President, for coordinating the various
aspects of public participation in ICANN, including the Website and various other
means of communicating with and receiving input from the general community of
Internet users.

Section 4. MEETING NOTICES AND AGENDAS

At least seven days in advance of each Board meeting (or if not practicable, as
far in advance as is practicable), a notice of such meeting and, to the extent
known, an agenda for the meeting shall be posted.

Section 5. MINUTES AND PRELIMINARY REPORTS

1. All minutes of meetings of the Board and Supporting Organizations
(and any councils thereof) shall be approved promptly by the
originating body and provided to the ICANN Secretary for posting on
the Website.

2. No later than five (5) days after each meeting, any actions taken by
the Board shall be made publicly available in a preliminary report on
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the Website; provided, however, that any actions relating to
personnel or employment matters, legal matters (to the extent the
Board determines it is necessary or appropriate to protect the
interests of ICANN), matters that ICANN is prohibited by law or
contract from disclosing publicly, and other matters that the Board
determines, by a three-quarters (3/4) vote of Directors present at the
meeting and voting, are not appropriate for public distribution, shall
not be included in the preliminary report made publicly available. For
any matters that the Board determines not to disclose, the Board
shall describe in general terms in the relevant preliminary report the
reason for such nondisclosure.

3. No later than the day after the date on which they are formally
approved by the Board, the minutes shall be made publicly available
on the Website; provided, however, that any minutes relating to
personnel or employment matters, legal matters (to the extent the
Board determines it is necessary or appropriate to protect the
interests of ICANN), matters that ICANN is prohibited by law or
contract from disclosing publicly, and other matters that the Board
determines, by a three-quarters (3/4) vote of Directors present at the
meeting and voting, are not appropriate for public distribution, shall
not be included in the minutes made publicly available. For any
matters that the Board determines not to disclose, the Board shall
describe in general terms in the relevant minutes the reason for such
nondisclosure.

Section 6. NOTICE AND COMMENT ON POLICY ACTIONS

1. With respect to any policies that are being considered by the Board
for adoption that substantially affect the operation of the Internet or
third parties, including the imposition of any fees or charges, ICANN
shall:

a. provide public notice on the Website explaining what
policies are being considered for adoption and why, at
least twenty-one days (and if practical, earlier) prior to any
action by the Board;

b. provide a reasonable opportunity for parties to
comment on the adoption of the proposed policies, to see
the comments of others, and to reply to those comments,
prior to any action by the Board; and

c. in those cases where the policy action affects public
policy concerns, to request the opinion of the
Governmental Advisory Committee and take duly into
account any advice timely presented by the Governmental
Advisory Committee on its own initiative or at the Board's
request.

2. Where both practically feasible and consistent with the relevant
policy development process, an in-person public forum shall also be
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held for discussion of any proposed policies as described in Section 6
(1)(b) of this Article, prior to any final Board action.

3. After taking action on any policy subject to this Section, the Board
shall publish in the meeting minutes the reasons for any action taken,
the vote of each Director voting on the action, and the separate
statement of any Director desiring publication of such a statement.

Section 7. TRANSLATION OF DOCUMENTS

As appropriate and to the extent provided in the ICANN budget, ICANN shall
facilitate the translation of final published documents into various appropriate
languages.

ARTICLE IV: ACCOUNTABILITY AND REVIEW
Section 1. PURPOSE

In carrying out its mission as set out in these Bylaws, ICANN should be
accountable to the community for operating in a manner that is consistent with
these Bylaws, and with due regard for the core values set forth in Article | of
these Bylaws. The provisions of this Article, creating processes for
reconsideration and independent review of ICANN actions and periodic review of
ICANN's structure and procedures, are intended to reinforce the various
accountability mechanisms otherwise set forth in these Bylaws, including the
transparency provisions of Article 11l and the Board and other selection
mechanisms set forth throughout these Bylaws.

Section 2. RECONSIDERATION

1. ICANN shall have in place a process by which any person or entity
materially affected by an action of ICANN may request review or
reconsideration of that action by the Board.

2. Any person or entity may submit a request for reconsideration or
review of an ICANN action or inaction ("Reconsideration Request") to
the extent that he, she, or it have been adversely affected by:

a. one or more staff actions or inactions that contradict
established ICANN policy(ies); or

b. one or more actions or inactions of the ICANN Board
that have been taken or refused to be taken without
consideration of material information, except where the
party submitting the request could have submitted, but did
not submit, the information for the Board's consideration
at the time of action or refusal to act.

3. There shall be a Committee of the Board consisting of not less
than three directors to review and consider any such requests
("Reconsideration Committee"). The Reconsideration Committee
shall have the authority to:
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a. evaluate requests for review or reconsideration;

b. determine whether a stay of the contested action
pending resolution of the request is appropriate;

c. conduct whatever factual investigation is deemed
appropriate;

d. request additional written submissions from the affected
party, or from other parties; and

e. make a recommendation to the Board of Directors on
the merits of the request.

4. ICANN shall absorb the normal administrative costs of the
reconsideration process. It reserves the right to recover from a party
requesting review or reconsideration any costs which are deemed to
be extraordinary in nature. When such extraordinary costs can be
foreseen, that fact and the reasons why such costs are necessary
and appropriate to evaluating the Reconsideration Request shall be
communicated to the party seeking reconsideration, who shall then
have the option of withdrawing the request or agreeing to bear such
costs.

5. All Reconsideration Requests must be submitted to an e-mail
address designated by the Board's Reconsideration Committee within
thirty days after:

a. for requests challenging Board actions, the date on
which information about the challenged Board action is
first published in a preliminary report or minutes of the
Board's meetings; or

b. for requests challenging staff actions, the date on which
the party submitting the request became aware of, or
reasonably should have become aware of, the challenged
staff action; or

c. for requests challenging either Board or staff inaction,
the date on which the affected person reasonably
concluded, or reasonably should have concluded, that
action would not be taken in a timely manner.

6. All Reconsideration Requests must include the information
required by the Reconsideration Committee, which shall include at
least the following information:

a. name, address, and contact information for the
requesting party, including postal and e-mail addresses;

b. the specific action or inaction of ICANN for which
review or reconsideration is sought;
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c. the date of the action or inaction;

d. the manner by which the requesting party will be
affected by the action or inaction;

e. the extent to which, in the opinion of the party
submitting the Request for Reconsideration, the action or
inaction complained of adversely affects others;

f. whether a temporary stay of any action complained of is
requested, and if so, the harms that will result if the action
IS not stayed;

g. in the case of staff action or inaction, a detailed
explanation of the facts as presented to the staff and the
reasons why the staff's action or inaction was inconsistent
with established ICANN policy(ies);

h. in the case of Board action or inaction, a detailed
explanation of the material information not considered by
the Board and, if the information was not presented to the
Board, the reasons the party submitting the request did
not submit it to the Board before it acted or failed to act;

I. what specific steps the requesting party asks ICANN to
take-i.e., whether and how the action should be reversed,
cancelled, or modified, or what specific action should be
taken;

j. the grounds on which the requested action should be
taken; and

k. any documents the requesting party wishes to submit in
support of its request.

7. All Reconsideration Requests shall be posted on the Website.

8. The Reconsideration Committee shall have authority to consider
Reconsideration Requests from different parties in the same
proceeding so long as (i) the requests involve the same general
action or inaction and (ii) the parties submitting Reconsideration
Requests are similarly affected by such action or inaction.

9. The Reconsideration Committee shall review Reconsideration
Requests promptly upon receipt and announce, within thirty days, its
intention to either decline to consider or proceed to consider a
Reconsideration Request after receipt of the Request. The
announcement shall be posted on the Website.

10. The Reconsideration Committee announcement of a decision not
to hear a Reconsideration Request must contain an explanation of
the reasons for its decision.
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11. The Reconsideration Committee may request additional
information or clarifications from the party submitting the Request for
Reconsideration.

12. The Reconsideration Committee may ask the ICANN staff for its
views on the matter, which comments shall be made publicly
available on the Website.

13. If the Reconsideration Committee requires additional information,
it may elect to conduct a meeting with the party seeking
Reconsideration by telephone, e-mail or, if acceptable to the party
requesting reconsideration, in person. To the extent any information
gathered in such a meeting is relevant to any recommendation by the
Reconsideration Committee, it shall so state in its recommendation.

14. The Reconsideration Committee may also request information
relevant to the request from third parties. To the extent any
information gathered is relevant to any recommendation by the
Reconsideration Committee, it shall so state in its recommendation.

15. The Reconsideration Committee shall act on a Reconsideration
Request on the basis of the public written record, including
information submitted by the party seeking reconsideration or review,
by the ICANN staff, and by any third party.

16. To protect against abuse of the reconsideration process, a
request for reconsideration may be dismissed by the Reconsideration
Committee where it is repetitive, frivolous, non-substantive, or
otherwise abusive, or where the affected party had notice and
opportunity to, but did not, participate in the public comment period
relating to the contested action, if applicable. Likewise, the
Reconsideration Committee may dismiss a request when the
requesting party does not show that it will be affected by ICANN's
action.

17. The Reconsideration Committee shall make a final
recommendation to the Board with respect to a Reconsideration
Request within ninety days following its receipt of the request, unless
impractical, in which case it shall report to the Board the
circumstances that prevented it from making a final recommendation
and its best estimate of the time required to produce such a final
recommendation. The final recommendation shall be posted on the
Website.

18. The Board shall not be bound to follow the recommendations of
the Reconsideration Committee. The final decision of the Board shall
be made public as part of the preliminary report and minutes of the
Board meeting at which action is taken.

19. The Reconsideration Committee shall submit a report to the
Board on an annual basis containing at least the following information
for the preceding calendar year:
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a. the number and general nature of Reconsideration
Requests received;

b. the number of Reconsideration Requests on which the
Committee has taken action;

c. the number of Reconsideration Requests that remained
pending at the end of the calendar year and the average
length of time for which such Reconsideration Requests
have been pending;

d. a description of any Reconsideration Requests that
were pending at the end of the calendar year for more
than ninety (90) days and the reasons that the Committee
has not taken action on them;

e. the number and nature of Reconsideration Requests
that the Committee declined to consider on the basis that
they did not meet the criteria established in this policy;

f. for Reconsideration Requests that were denied, an
explanation of any other mechanisms available to ensure
that ICANN is accountable to persons materially affected
by its decisions; and

g. whether or not, in the Committee's view, the criteria for
which reconsideration may be requested should be
revised, or another process should be adopted or
modified, to ensure that all persons materially affected by
ICANN decisions have meaningful access to a review
process that ensures fairness while limiting frivolous
claims.

20. Each annual report shall also aggregate the information on the
topics listed in paragraph 19(a)-(e) of this Section for the period
beginning 1 January 2003.

Section 3. INDEPENDENT REVIEW OF BOARD ACTIONS

1. In addition to the reconsideration process described in Section 2 of
this Article, ICANN shall have in place a separate process for
independent third-party review of Board actions alleged by an
affected party to be inconsistent with the Articles of Incorporation or
Bylaws.

2. Any person materially affected by a decision or action by the Board
that he or she asserts is inconsistent with the Articles of Incorporation
or Bylaws may submit a request for independent review of that
decision or action.

3. Requests for such independent review shall be referred to an
Independent Review Panel ("IRP"), which shall be charged with
comparing contested actions of the Board to the Articles of
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Incorporation and Bylaws, and with declaring whether the Board has
acted consistently with the provisions of those Articles of
Incorporation and Bylaws.

4. The IRP shall be operated by an international arbitration provider
appointed from time to time by ICANN ("the IRP Provider") using
arbitrators under contract with or nominated by that provider.

5. Subject to the approval of the Board, the IRP Provider shall
establish operating rules and procedures, which shall implement and
be consistent with this Section 3.

6. Either party may elect that the request for independent review be
considered by a three-member panel; in the absence of any such
election, the issue shall be considered by a one-member panel.

7. The IRP Provider shall determine a procedure for assigning
members to individual panels; provided that if ICANN so directs, the
IRP Provider shall establish a standing panel to hear such claims.

8. The IRP shall have the authority to:

a. request additional written submissions from the party
seeking review, the Board, the Supporting Organizations,
or from other parties;

b. declare whether an action or inaction of the Board was
inconsistent with the Articles of Incorporation or Bylaws;
and

c. recommend that the Board stay any action or decision,
or that the Board take any interim action, until such time
as the Board reviews and acts upon the opinion of the
IRP.

9. Individuals holding an official position or office within the ICANN
structure are not eligible to serve on the IRP.

10. In order to keep the costs and burdens of independent review as
low as possible, the IRP should conduct its proceedings by e-mail
and otherwise via the Internet to the maximum extent feasible. Where
necessary, the IRP may hold meetings by telephone.

11. The IRP shall adhere to conflicts-of-interest policy stated in the
IRP Provider's operating rules and procedures, as approved by the
Board.

12. Declarations of the IRP shall be in writing. The IRP shall make its
declaration based solely on the documentation, supporting materials,
and arguments submitted by the parties, and in its declaration shall
specifically designate the prevailing party. The party not prevailing
shall ordinarily be responsible for bearing all costs of the IRP
Provider, but in an extraordinary case the IRP may in its declaration
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allocate up to half of the costs of the IRP Provider to the prevailing
party based upon the circumstances, including a consideration of the
reasonableness of the parties' positions and their contribution to the
public interest. Each party to the IRP proceedings shall bear its own
expenses.

13. The IRP operating procedures, and all petitions, claims, and
declarations, shall be posted on the Website when they become
available.

14. The IRP may, in its discretion, grant a party's request to keep
certain information confidential, such as trade secrets.

15. Where feasible, the Board shall consider the IRP declaration at
the Board's next meeting.

Section 4. PERIODIC REVIEW OF ICANN STRUCTURE AND OPERATIONS

The Board shall cause a periodic review, if feasible no less frequently than every
three years, of the performance and operation of each Supporting Organization,
Supporting Organization Council, Advisory Committee (other than the
Governmental Advisory Committee) and Nominating Committee by an entity or
entities independent of the organization under review. The goal of the review, to
be undertaken pursuant to such criteria and standards as the Board shall direct,
shall be to determine (i) whether that organization has a continuing purpose in
the ICANN structure, and (ii) if so, whether any change in structure or operations
Is desirable to improve its effectiveness. The results of such reviews shall be
posted on the Website for public review and comment, and shall be considered
by the Board no later than the second scheduled meeting of the Board after such
results have been posted for 30 days. The first such reviews, to be initiated
within one year following the adoption of these Bylaws, shall be of the GNSO
Names Council and the ICANN Root Server System Advisory Committee. The
Governmental Advisory Committee shall provide its own review mechanisms.

ARTICLE V: OMBUDSMAN
Section 1. OFFICE OF OMBUDSMAN

1. There shall be an Office of Ombudsman, to be managed by an
Ombudsman and to include such staff support as the Board
determines is appropriate and feasible. The Ombudsman shall be a
full-time position, with salary and benefits appropriate to the function,
as determined by the Board.

2. The Ombudsman shall be appointed by the Board for an initial term
of two years, subject to renewal by the Board.

3. The Ombudsman shall be subject to dismissal by the Board only
upon a three-fourths (3/4) vote of the entire Board.

4. The annual budget for the Office of Ombudsman shall be
established by the Board as part of the annual ICANN budget
process. The Ombudsman shall submit a proposed budget to the
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President, and the President shall include that budget submission in
its entirety and without change in the general ICANN budget
recommended by the ICANN President to the Board. Nothing in this
Article shall prevent the President from offering separate views on the
substance, size, or other features of the Ombudsman's proposed
budget to the Board.

Section 2. CHARTER

The charter of the Ombudsman shall be to act as a neutral dispute resolution
practitioner for those matters for which the provisions of the Reconsideration
Policy set forth in Section 2 of Article IV or the Independent Review Policy set
forth in Section 3 of Article IV have not been invoked. The principal function of
the Ombudsman shall be to provide an independent internal evaluation of
complaints by members of the ICANN community who believe that the ICANN
staff, Board or an ICANN constituent body has treated them unfairly. The
Ombudsman shall serve as an objective advocate for fairness, and shall seek to
evaluate and where possible resolve complaints about unfair or inappropriate
treatment by ICANN staff, the Board, or ICANN constituent bodies, clarifying the
iIssues and using conflict resolution tools such as negotiation, facilitation, and
"shuttle diplomacy" to achieve these results.

Section 3. OPERATIONS
The Office of Ombudsman shall:

1. facilitate the fair, impartial, and timely resolution of problems and
complaints that affected members of the ICANN community
(excluding employees and vendors/suppliers of ICANN) may have
with specific actions or failures to act by the Board or ICANN staff
which have not otherwise become the subject of either the
Reconsideration or Independent Review Policies;

2. exercise discretion to accept or decline to act on a complaint or
question, including by the development of procedures to dispose of
complaints that are insufficiently concrete, substantive, or related to
ICANN's interactions with the community so as to be inappropriate
subject matters for the Ombudsman to act on. In addition, and without
limiting the foregoing, the Ombudsman shall have no authority to act
in any way with respect to internal administrative matters, personnel
matters, issues relating to membership on the Board, or issues
related to vendor/supplier relations;

3. have the right to have access to (but not to publish if otherwise
confidential) all necessary information and records from ICANN staff
and constituent bodies to enable an informed evaluation of the
complaint and to assist in dispute resolution where feasible (subject
only to such confidentiality obligations as are imposed by the
complainant or any generally applicable confidentiality policies
adopted by ICANN);
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4. heighten awareness of the Ombudsman program and functions
through routine interaction with the ICANN community and online
availability;

5. maintain neutrality and independence, and have no bias or
personal stake in an outcome; and

6. comply with all ICANN conflicts-of-interest and confidentiality
policies.

Section 4. INTERACTION WITH ICANN AND OUTSIDE ENTITIES

1. No ICANN employee, Board member, or other participant in
Supporting Organizations or Advisory Committees shall prevent or
impede the Ombudsman's contact with the ICANN community
(including employees of ICANN). ICANN employees and Board
members shall direct members of the ICANN community who voice
problems, concerns, or complaints about ICANN to the Ombudsman,
who shall advise complainants about the various options available for
review of such problems, concerns, or complaints.

2. ICANN staff and other ICANN participants shall observe and
respect determinations made by the Office of Ombudsman
concerning confidentiality of any complaints received by that Office.

3. Contact with the Ombudsman shall not constitute notice to ICANN
of any particular action or cause of action.

4. The Ombudsman shall be specifically authorized to make such
reports to the Board as he or she deems appropriate with respect to
any particular matter and its resolution or the inability to resolve it.
Absent a determination by the Ombudsman, in his or her sole
discretion, that it would be inappropriate, such reports shall be posted
on the Website.

5. The Ombudsman shall not take any actions not authorized in these
Bylaws, and in particular shall not institute, join, or support in any way
any legal actions challenging ICANN structure, procedures,
processes, or any conduct by the ICANN Board, staff, or constituent
bodies.

Section 5. ANNUAL REPORT

The Office of Ombudsman shall publish on an annual basis a consolidated
analysis of the year's complaints and resolutions, appropriately dealing with
confidentiality obligations and concerns. Such annual report should include a
description of any trends or common elements of complaints received during the
period in question, as well as recommendations for steps that could be taken to
minimize future complaints. The annual report shall be posted on the Website.

ARTICLE VI: BOARD OF DIRECTORS

Section 1. COMPOSITION OF THE BOARD
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The ICANN Board of Directors ("Board") shall consist of fifteen voting members
("Directors™). In addition, six non-voting liaisons ("Liaisons") shall be designated
for the purposes set forth in Section 9 of this Article. Only Directors shall be
included in determining the existence of quorums, and in establishing the validity
of votes taken by the ICANN Board.

Section 2. DIRECTORS AND THEIR SELECTION; ELECTION OF CHAIRMAN
AND VICE-CHAIRMAN

1. The Directors shall consist of:

a. Eight voting members selected by the Nominating
Committee established by Article VIl of these Bylaws.
These seats on the Board of Directors are referred to in
these Bylaws as Seats 1 through 8.

b. Two voting members selected by the Address
Supporting Organization according to the provisions of
Article VIl of these Bylaws. These seats on the Board of
Directors are referred to in these Bylaws as Seat 9 and
Seat 10.

c. Two voting members selected by the Country-Code
Names Supporting Organization according to the
provisions of Article IX of these Bylaws. These seats on
the Board of Directors are referred to in these Bylaws as
Seat 11 and Seat 12.

d. Two voting members selected by the Generic Names
Supporting Organization according to the provisions of
Article X of these Bylaws. These seats on the Board of
Directors are referred to in these Bylaws as Seat 13 and
Seat 14.

e. The President ex officio, who shall be a voting member.

2. In carrying out its responsibilities to fill Seats 1 through 8, the
Nominating Committee shall seek to ensure that the ICANN Board is
composed of members who in the aggregate display diversity in
geography, culture, skills, experience, and perspective, by applying
the criteria set forth in Section 3 of this Article. At no time shall the
Nominating Committee select a Director to fill any vacancy or expired
term whose selection would cause the total number of Directors (not
including the President) who are citizens of countries in any one
Geographic Region (as defined in Section 5 of this Article) to exceed
five; and the Nominating Committee shall ensure through its
selections that at all times the Board includes at least one Director
who is a citizen of a country in each ICANN Geographic Region.

3. In carrying out their responsibilities to fill Seats 9 through 14, the
Supporting Organizations shall seek to ensure that the ICANN Board
Is composed of members that in the aggregate display diversity in
geography, culture, skills, experience, and perspective, by applying
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the criteria set forth in Section 3 of this Article. At any given time, no
two Directors selected by a Supporting Organization shall be citizens
of the same country or of countries located in the same Geographic
Region.

4. The Board shall annually elect a Chairman and a Vice-Chairman
from among the Directors, not including the President.

Section 3. CRITERIA FOR SELECTION OF DIRECTORS
ICANN Directors shall be:

1. Accomplished persons of integrity, objectivity, and intelligence, with
reputations for sound judgment and open minds, and a demonstrated
capacity for thoughtful group decision-making;

2. Persons with an understanding of ICANN's mission and the
potential impact of ICANN decisions on the global Internet
community, and committed to the success of ICANN;

3. Persons who will produce the broadest cultural and geographic
diversity on the Board consistent with meeting the other criteria set
forth in this Section;

4. Persons who, in the aggregate, have personal familiarity with the
operation of gTLD registries and registrars; with ccTLD registries;
with IP address registries; with Internet technical standards and
protocols; with policy-development procedures, legal traditions, and
the public interest; and with the broad range of business, individual,
academic, and non-commercial users of the Internet;

5. Persons who are willing to serve as volunteers, without
compensation other than the reimbursement of certain expenses; and

6. Persons who are able to work and communicate in written and
spoken English.

Section 4. ADDITIONAL QUALIFICATIONS

Notwithstanding anything herein to the contrary, no official of a national
government or a multinational entity established by treaty or other agreement
between national governments may serve as a Director. As used herein, the
term "official” means a person (i) who holds an elective governmental office or (ii)
who is employed by such government or multinational entity and whose primary
function with such government or entity is to develop or influence governmental
or public policies.

Section 5. INTERNATIONAL REPRESENTATION

In order to ensure broad international representation on the Board, the selection
of Directors by the Nominating Committee and each Supporting Organization
shall comply with all applicable diversity provisions of these Bylaws or of any
Memorandum of Understanding referred to in these Bylaws concerning the
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Supporting Organization. One intent of these diversity provisions is to ensure
that at all times each Geographic Region shall have at least one Director, and at
all times no region shall have more than five Directors on the Board (not
including the President). As used in these Bylaws, each of the following is
considered to be a "Geographic Region": Europe; Asia/Australia/Pacific; Latin
America/Caribbean islands; Africa; and North America. The specific countries
included in each Geographic Region shall be determined by the Board, and this
Section shall be reviewed by the Board from time to time (but at least every three
years) to determine whether any change is appropriate, taking account of the
evolution of the Internet.

Section 6. DIRECTORS' CONFLICTS OF INTEREST

The Board, through a committee designated for that purpose, shall require a
statement from each Director not less frequently than once a year setting forth all
business and other affiliations which relate in any way to the business and other
affiliations of ICANN. Each Director shall be responsible for disclosing to ICANN
any matter that could reasonably be considered to make such Director an
"interested director” within the meaning of Section 5233 of the California
Nonprofit Public Benefit Corporation Law ("CNPBCL"). In addition, each Director
shall disclose to ICANN any relationship or other factor that could reasonably be
considered to cause the Director to be considered to be an "interested person”
within the meaning of Section 5227 of the CNPBCL. The Board shall adopt
policies specifically addressing Director, Officer, and Supporting Organization
conflicts of interest. No Director shall vote on any matter in which he or she has a
material and direct financial interest that would be affected by the outcome of the
vote.

Section 7. DUTIES OF DIRECTORS

Directors shall serve as individuals who have the duty to act in what they
reasonably believe are the best interests of ICANN and not as representatives of
the entity that selected them, their employers, or any other organizations or
constituencies.

Section 8. TERMS OF DIRECTORS

1. Subiject to the provisions of the Transition Article of these Bylaws,
the regular term of office of Director Seats 1 through 14 shall begin as
follows:

a. The regular terms of Seats 1 through 3 shall begin at
the conclusion of ICANN's annual meeting in 2003 and
each ICANN meeting every third year after 2003;

b. The regular terms of Seats 4 through 6 shall begin at
the conclusion of ICANN's annual meeting in 2004 and
each ICANN meeting every third year after 2004;

c. The regular terms of Seats 7 and 8 shall begin at the

conclusion of ICANN's annual meeting in 2005 and each
ICANN meeting every third year after 2005;
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d. The regular terms of Seats 9 and 12 shall begin on the
day six months after the conclusion of ICANN's annual
meeting in 2002 and each ICANN meeting every third
year after 2002;

e. The regular terms of Seats 10 and 13 shall begin on the
day six months after the conclusion of ICANN's annual
meeting in 2003 and each ICANN meeting every third
year after 2003; and

f. The regular terms of Seats 11 and 14 shall begin on the
day six months after the conclusion of ICANN's annual
meeting in 2004 and each ICANN meeting every third
year after 2004.

2. Each Director holding any of Seats 1 through 14, including a
Director selected to fill a vacancy, shall hold office for a term that
lasts until the next term for that Seat commences and until a
successor has been selected and qualified or until that Director
resigns or is removed in accordance with these Bylaws.

3. At least one month before the commencement of each annual
meeting, the Nominating Committee shall give the Secretary of
ICANN written notice of its selection of Directors for seats with terms
beginning at the conclusion of the annual meeting.

4. No later than five months after the conclusion of each annual
meeting, any Supporting Organization entitled to select a Director for
a Seat with a term beginning on the day six months after the
conclusion of the annual meeting shall give the Secretary of ICANN
written notice of its selection.

5. No Director may serve more than three consecutive terms.

6. The term as Director of the person holding the office of President
shall be for as long as, and only for as long as, such person holds the
office of President.

Section 9. NON-VOTING LIAISONS
1. The non-voting liaisons shall include:

a. One appointed by the Governmental Advisory
Committee;

b. One appointed by the Root Server System Advisory
Committee established by Article XI of these Bylaws;

c. One appointed by the Security and Stability Advisory
Committee established by Article XI of these Bylaws;

d. One appointed by the Technical Liaison Group
established by Article XI-A of these Bylaws;
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e. One appointed by the At-Large Advisory Committee
established by Article XI of these Bylaws; and

f. One appointed by the Internet Engineering Task Force.

2. Subject to the provisions of the Transition Article of these Bylaws,
the non-voting liaisons shall serve terms that begin at the conclusion
of each annual meeting. At least one month before the
commencement of each annual meeting, each body entitled to
appoint a non-voting liaison shall give the Secretary of ICANN written
notice of its appointment.

3. Non-voting liaisons shall serve as volunteers, without
compensation other than the reimbursement of certain expenses.

4. Each non-voting liaison may be reappointed, and shall remain in
that position until a successor has been appointed or until the liaison
resigns or is removed in accordance with these Bylaws.

5. The non-voting liaisons shall be entitled to attend Board meetings,
participate in Board discussions and deliberations, and have access
(under conditions established by the Board) to materials provided to
Directors for use in Board discussions, deliberations and meetings,
but shall otherwise not have any of the rights and privileges of
Directors. Non-voting liaisons shall be entitled (under conditions
established by the Board) to use any materials provided to them
pursuant to this Section for the purpose of consulting with their
respective committee or organization.

Section 10. RESIGNATION OF A DIRECTOR OR NON-VOTING LIAISON

Subject to Section 5226 of the CNPBCL, any Director or non-voting liaison may
resign at any time, either by oral tender of resignation at any meeting of the
Board (followed by prompt written notice to the Secretary of ICANN) or by giving
written notice thereof to the President or the Secretary of ICANN. Such
resignation shall take effect at the time specified, and, unless otherwise
specified, the acceptance of such resignation shall not be necessary to make it
effective. The successor shall be selected pursuant to Section 12 of this Article.

Section 11. REMOVAL OF A DIRECTOR OR NON-VOTING LIAISON

1. Any Director may be removed, following notice to that Director and,
if selected by a Supporting Organization, to that Supporting
Organization, by a three-fourths (3/4) majority vote of all Directors;
provided, however, that the Director who is the subject of the removal
action shall not be entitled to vote on such an action or be counted as
a voting member of the Board when calculating the required three-
fourths (3/4) vote; and provided further, that each vote to remove a
Director shall be a separate vote on the sole question of the removal
of that particular Director.

2. With the exception of the non-voting liaison appointed by the
Governmental Advisory Committee, any non-voting liaison may be
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removed, following notice to that liaison and to the organization by
which that liaison was selected, by a three-fourths (3/4) majority vote
of all Directors if the selecting organization fails to promptly remove
that liaison following such notice. The Board may request the
Governmental Advisory Committee to consider the replacement of
the non-voting liaison appointed by that Committee if the Board, by a
three-fourths (3/4) majority vote of all Directors, determines that such
an action is appropriate.

Section 12. VACANCIES

1. A vacancy or vacancies in the Board of Directors shall be deemed
to exist in the case of the death, resignation, or removal of any
Director; if the authorized number of Directors is increased; or if a
Director has been declared of unsound mind by a final order of court
or convicted of a felony or incarcerated for more than 90 days as a
result of a criminal conviction or has been found by final order or
judgment of any court to have breached a duty under Sections 5230
et seq. of the CNPBCL. Any vacancy occurring on the Board of
Directors shall be filled by the Nominating Committee, unless (a) that
Director was selected by a Supporting Organization, in which case
that vacancy shall be filled by that Supporting Organization, or (b)
that Director was the President, in which case the vacancy shall be
filled in accordance with the provisions of Article Xlll of these Bylaws.
The selecting body shall give written notice to the Secretary of ICANN
of their appointments to fill vacancies. A Director selected to fill a
vacancy on the Board shall serve for the unexpired term of his or her
predecessor in office and until a successor has been selected and
qualified. No reduction of the authorized number of Directors shall
have the effect of removing a Director prior to the expiration of the
Director's term of office.

2. The organizations selecting the non-voting liaisons identified in
Section 9 of this Article are responsible for determining the existence
of, and filling, any vacancies in those positions. They shall give the
Secretary of ICANN written notice of their appointments to fill
vacancies.

Section 13. ANNUAL MEETINGS

Annual meetings of ICANN shall be held for the purpose of electing Officers and
for the transaction of such other business as may come before the meeting.
Each annual meeting shall be held during the fourth quarter of the calendar year.
The annual meeting shall be held at the principal office of ICANN. The annual
meeting shall be open to the public. If the Board determines that it is practical,
the annual meeting should be distributed in real-time and archived video and
audio formats on the Internet.

Section 14. REGULAR MEETINGS

Regular meetings of the Board shall be held on dates to be determined by the
Board. In the absence of other designation, regular meetings shall be held at the
principal office of ICANN.
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Section 15. SPECIAL MEETINGS

Special meetings of the Board may be called by or at the request of one-quarter
(1/4) of the members of the Board or by the Chairman of the Board or the
President. A call for a special meeting shall be made by the Secretary of ICANN.
In the absence of designation, special meetings shall be held at the principal
office of ICANN.

Section 16. NOTICE OF MEETINGS

Notice of time and place of all meetings shall be delivered personally or by
telephone or by electronic mail to each Director and non-voting liaison, or sent by
first-class mail (air mail for addresses outside the United States) or facsimile,
charges prepaid, addressed to each Director and non-voting liaison at the
Director's or non-voting liaison's address as it is shown on the records of ICANN.
In case the notice is mailed, it shall be deposited in the United States mail at
least fourteen (14) days before the time of the holding of the meeting. In case the
notice is delivered personally or by telephone or facsimile or electronic mail it
shall be delivered personally or by telephone or facsimile or electronic mail at
least forty-eight (48) hours before the time of the holding of the meeting.
Notwithstanding anything in this Section to the contrary, notice of a meeting need
not be given to any Director who signed a waiver of notice or a written consent to
holding the meeting or an approval of the minutes thereof, whether before or
after the meeting, or who attends the meeting without protesting, prior thereto or
at its commencement, the lack of notice to such Director. All such waivers,
consents and approvals shall be filed with the corporate records or made a part
of the minutes of the meetings.

Section 17. QUORUM

At all annual, regular, and special meetings of the Board, a majority of the total
number of Directors then in office shall constitute a quorum for the transaction of
business, and the act of a majority of the Directors present at any meeting at
which there is a quorum shall be the act of the Board, unless otherwise provided
herein or by law. If a quorum shall not be present at any meeting of the Board,
the Directors present thereat may adjourn the meeting from time to time to
another place, time, or date. If the meeting is adjourned for more than twenty-
four (24) hours, notice shall be given to those Directors not at the meeting at the
time of the adjournment.

Section 18. ACTION BY TELEPHONE MEETING OR BY OTHER
COMMUNICATIONS EQUIPMENT

Members of the Board or any Committee of the Board may participate in a
meeting of the Board or Committee of the Board through use of (i) conference
telephone or similar communications equipment, provided that all Directors
participating in such a meeting can speak to and hear one another or (ii)
electronic video screen communication or other communication equipment;
provided that (a) all Directors participating in such a meeting can speak to and
hear one another, (b) all Directors are provided the means of fully participating in
all matters before the Board or Committee of the Board, and (c) ICANN adopts
and implements means of verifying that (x) a person participating in such a
meeting is a Director or other person entitled to participate in the meeting and (y)
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all actions of, or votes by, the Board or Committee of the Board are taken or cast
only by the members of the Board or Committee and not persons who are not
members. Participation in a meeting pursuant to this Section constitutes
presence in person at such meeting. ICANN shall make available at the place of
any meeting of the Board the telecommunications equipment necessary to
permit members of the Board to participate by telephone.

Section 19. ACTION WITHOUT MEETING

Any action required or permitted to be taken by the Board or a Committee of the
Board may be taken without a meeting if all of the Directors entitled to vote
thereat shall individually or collectively consent in writing to such action. Such
written consent shall have the same force and effect as the unanimous vote of
such Directors. Such written consent or consents shall be filed with the minutes
of the proceedings of the Board.

Section 20. ELECTRONIC MAIL

If permitted under applicable law, communication by electronic mail shall be
considered equivalent to any communication otherwise required to be in writing.
ICANN shall take such steps as it deems appropriate under the circumstances to
assure itself that communications by electronic mail are authentic.

Section 21. RIGHTS OF INSPECTION

Every Director shall have the right at any reasonable time to inspect and copy all
books, records and documents of every kind, and to inspect the physical
properties of ICANN. ICANN shall establish reasonable procedures to protect
against the inappropriate disclosure of confidential information.

Section 22. COMPENSATION

The Directors shall receive no compensation for their services as Directors. The
Board may, however, authorize the reimbursement of actual and necessary
reasonable expenses incurred by Directors and non-voting liaisons performing
their duties as Directors or non-voting liaisons.

Section 23. PRESUMPTION OF ASSENT

A Director present at a Board meeting at which action on any corporate matter is
taken shall be presumed to have assented to the action taken unless his or her
dissent or abstention is entered in the minutes of the meeting, or unless such
Director files a written dissent or abstention to such action with the person acting
as the secretary of the meeting before the adjournment thereof, or forwards such
dissent or abstention by registered mail to the Secretary of ICANN immediately
after the adjournment of the meeting. Such right to dissent or abstain shall not
apply to a Director who voted in favor of such action.

ARTICLE VII: NOMINATING COMMITTEE

Section 1. DESCRIPTION
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There shall be a Nominating Committee of ICANN, responsible for the selection
of all ICANN Directors except the President and those Directors selected by
ICANN's Supporting Organizations, and for such other selections as are set forth
in these Bylaws.

Section 2. COMPOSITION
The Nominating Committee shall be composed of the following delegates:
1. A non-voting Chair, appointed by the ICANN Board,;

2. The immediately previous Nominating Committee Chair, as a non-
voting advisor;

3. A non-voting liaison appointed by the ICANN Root Server System
Advisory Committee established by Article XI of these Bylaws;

4. A non-voting liaison appointed by the ICANN Security and Stability
Advisory Committee established by Article XI of these Bylaws;

5. A non-voting liaison appointed by the Governmental Advisory
Committee;

6. Subject to the provisions of the Transition Article of these Bylaws,
five voting delegates selected by the At-Large Advisory Committee
established by Article XI of these Bylaws;

7. Two voting delegates, one representing small business users and
one representing large business users, selected by the Business
Users Constituency of the Generic Names Supporting Organization
established by Article X of these Bylaws; and

8. One voting delegate each selected by the following entities:

a. The gTLD Registry Constituency of the Generic Names
Supporting Organization established by Article X of these

Bylaws;

b. The gTLD Registrars Constituency of the Generic
Names Supporting Organization established by Article X
of these Bylaws;

c. The Council of the Country Code Names Supporting
Organization established by Article IX of these Bylaws;

d. The Internet Service Providers Constituency of the
Generic Names Supporting Organization established by
Article X of these Bylaws;

e. The Intellectual Property Constituency of the Generic
Names Supporting Organization established by Article X
of these Bylaws;
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f. The Council of the Address Supporting Organization
established by Article VIII of these Bylaws;

g. An entity designated by the Board to represent
academic and similar organizations;

h. Consumer and civil society groups, selected by the
Non-commercial Users Constituency of the Generic
Names Supporting Organization established by Article X
of these Bylaws;

I. The Internet Engineering Task Force; and

j. The ICANN Technical Liaison Group established by
Article XI-A of these Bylaws.

Section 3. TERMS

Subject to the provisions of the Transition Article of these Bylaws:

1. Each voting delegate shall serve a one-year term. A delegate may
serve at most two successive one-year terms, after which at least two
years must elapse before the individual is eligible to serve another
term.

2. The regular term of each voting delegate shall begin at the
conclusion of an ICANN annual meeting and shall end at the
conclusion of the immediately following ICANN annual meeting.

3. Non-voting liaisons shall serve during the term designated by the
entity that appoints them.

4. Vacancies on the Nominating Committee shall be filled by the
entity entitled to select the delegate, non-voting liaison, or Chair
involved.

5. The existence of any vacancies shall not affect the obligation of the
Nominating Committee to carry out the responsibilities assigned to it
in these Bylaws.

Section 4. CRITERIA FOR SELECTION OF NOMINATING COMMITTEE
DELEGATES

Delegates to the ICANN Nominating Committee shall be:

1. Accomplished persons of integrity, objectivity, and intelligence, with
reputations for sound judgment and open minds, and with experience
and competence with collegial large group decision-making;

2. Persons with wide contacts, broad experience in the Internet
community, and a commitment to the success of ICANN;

3. Persons whom the selecting body is confident will consult widely
and accept input in carrying out their responsibilities;
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4. Persons who are neutral and objective, without any fixed personal
commitments to particular individuals, organizations, or commercial
objectives in carrying out their Nominating Committee responsibilities;

5. Persons with an understanding of ICANN's mission and the
potential impact of ICANN's activities on the broader Internet
community who are willing to serve as volunteers, without
compensation other than the reimbursement of certain expenses; and

6. Persons who are able to work and communicate in written and
spoken English.

Section 5. DIVERSITY

In carrying out its responsibilities to select members of the ICANN Board (and
selections to any other ICANN bodies as the Nominating Committee is
responsible for under these Bylaws), the Nominating Committee shall take into
account the continuing membership of the ICANN Board (and such other
bodies), and seek to ensure that the persons selected to fill vacancies on the
ICANN Board (and each such other body) shall, to the extent feasible and
consistent with the other criteria required to be applied by Section 4 of this
Article, make selections guided by Core Value 4 in Article |, Section 2.

Section 6. ADMINISTRATIVE AND OPERATIONAL SUPPORT

ICANN shall provide administrative and operational support necessary for the
Nominating Committee to carry out its responsibilities.

Section 7. PROCEDURES

The Nominating Committee shall adopt such operating procedures as it deems
necessary, which shall be published on the Website.

ARTICLE VIII: ADDRESS SUPPORTING ORGANIZATION [Note: This article
IS subject to amendment as a result of continuing discussion and the
Regional Internet Registries.]

Section 1. DESCRIPTION

1. The Address Supporting Organization (ASO) shall advise the
Board with respect to policy issues relating to the operation,
assignment, and management of Internet addresses.

2. The ASO shall be the entity established by the Memorandum of
Understanding originally entered on 18 October 1999 between
ICANN and a group of regional Internet registries (RIRs), and
amended in October 2000.

Section 2. ADDRESS COUNCIL

1. The ASO shall have an Address Council, consisting of
representatives of the RIRs that are signatories to the Memorandum
of Understanding.
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2. The Address Council shall, at least annually, host a meeting (the
"General Assembly") open to participation by all interested
individuals.

3. The Address Council shall select Directors to those seats on the
Board designated to be filled by the ASO.

ARTICLE IX: COUNTRY CODE NAMES SUPPORTING ORGANIZATION

[Note: This article is still under development within the community and is
expected to be added at a later date. See Article XX, Section 4 for transition
details.]

ARTICLE X: GENERIC NAMES SUPPORTING ORGANIZATION
Section 1. DESCRIPTION

There shall be a policy-development body known as the Generic Names
Supporting Organization (GNSO), which shall be responsible for developing and
recommending to the ICANN Board substantive policies relating to generic top-
level domains.

Section 2. ORGANIZATION

The GNSO shall consist of (i) various Constituencies representing particular
groups of stakeholders, as described in Section 5 of this Article and (ii) a GNSO
Council responsible for managing the policy development process of the GNSO.

Section 3. GNSO COUNCIL

1. Subiject to the provisions of the Transition Article of these Bylaws,
the GNSO Council shall consist of two representatives selected by
each of the Constituencies described in Section 5 of this Article, and
three persons selected by the ICANN Nominating Committee. There
may also be two liaisons to the GNSO Council, one appointed by
each of the Governmental Advisory Committee and the At-Large
Advisory Committee from time to time, who shall not be members of
or entitled to vote on the GNSO Council, but otherwise shall be
entitled to participate on equal footing with members of the GNSO
Council.

2. Subject to the provisions of the Transition Article of these Bylaws:
(a) the regular term of each GNSO Council member shall begin at the
conclusion of an ICANN annual meeting and shall end at the
conclusion of the second ICANN annual meeting thereafter; (b) the
regular term of one representative selected by each Constituency
shall begin in an even-numbered year and the regular term of the
other representative selected by the Constituency shall begin in an
odd-numbered year; and (c) the regular term of one of the three
members selected by the Nominating Committee shall begin in even-
numbered years and the regular term of the other two of the three
members selected by the Nominating Committee shall begin in odd-
numbered years. Each GNSO Council member shall hold office
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during his or her regular term and until a successor has been
selected and qualified or until that member resigns or is removed in
accordance with these Bylaws.

3. A GNSO Council member may resign at any time by giving written
notice to the ICANN Secretary. A GNSO Council member selected by
a Constituency may be removed by that Constituency according to its
published procedures. A GNSO Council member selected by the
Nominating Committee may be removed for cause stated by a three-
fourths (3/4) vote of all members of the GNSO Council (excluding the
member to be removed), subject to approval by the ICANN Board. A
vacancy on the GNSO Council shall be deemed to exist in the case of
the death, resignation, or removal of any member. Vacancies shall be
filled for the unexpired term involved by the Nominating Committee
giving the ICANN Secretary written notice of its selection, unless the
member holding the position before the vacancy occurred was
selected by a Constituency, in which case that Constituency shall fill
the unexpired term by giving the ICANN Secretary written notice of its
selection.

4. The GNSO Council is responsible for managing the policy
development process of the GNSO. It shall adopt such procedures as
it sees fit to carry out that responsibility, provided that such
procedures are approved by the Board, and further provided that,
until any modifications are recommended by the GNSO Council and
approved by the Board, the applicable procedures shall be as set
forth in Section 6 of this Article. In addition, the GNSO Council is
responsible for managing open forums, in the form of mailing lists or
otherwise, for the participation of all who are willing to contribute to
the work of the GNSO; such forums shall be appropriately moderated
to ensure maximum focus on the business of the GNSO and to
minimize non-substantive and abusive postings.

5. No more than one officer, director or employee of any particular
corporation or other organization (including its subsidiaries and
affiliates) shall serve on the GNSO Council at any given time.

6. The GNSO Council shall make selections to fill Seats 13 and 14 on
the ICANN Board by written ballot or by action at a meeting; any such
selection must have the affirmative votes of a majority of all the
members of the GNSO Council. Notification of the GNSO Council's
selections shall be given by the GNSO Chair in writing to the ICANN
Secretary, consistent with Article VI, Sections 8(4) and 12(1).

7. The GNSO Council shall select the GNSO Chair, for a term the
GNSO Council specifies but not longer than one year, by written
ballot or by action at a meeting. Any such selection must have the
affirmative votes of a majority of all the members of the GNSO
Council.

8. Except as provided by paragraph 6 of this Section, the GNSO
Council shall act at meetings. Members of the GNSO Council may
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participate in a meeting of the GNSO Council through use of (i)
conference telephone or similar communications equipment, provided
that all members participating in such a meeting can speak to and
hear one another or (ii) electronic video screen communication or
other communication equipment; provided that (a) all members
participating in such a meeting can speak to and hear one another,
(b) all members are provided the means of fully participating in all
matters before the GNSO Council, and (c) ICANN adopts and
implements means of verifying that (x) a person participating in such
a meeting is a member of the GNSO Council or other person entitled
to participate in the meeting and (y) all actions of, or votes by, the
GNSO Council are taken or cast only by the members of the GNSO
Council and not persons who are not members. A majority of the total
number of GNSO Council members then in office shall constitute a
quorum for the transaction of business, and the act of a majority of
the GNSO Council members present at any meeting at which there is
a quorum shall be the act of the GNSO Council, unless otherwise
provided herein. Advance notice of such meetings shall be posted on
the Website, if reasonably practicable, at least 7 days in advance of
the meeting. Except where determined by a majority vote of members
of the GNSO Council present that a closed session is appropriate,
meetings shall be open to physical or electronic attendance by all
interested persons. The GNSO Council shall transmit minutes of its
meetings to the ICANN Secretary, who shall cause those minutes to
be posted to the Website as soon as practicable following the
meeting, and no later than 21 days following the meeting.

Section 4. STAFF SUPPORT AND FUNDING

1. A member of the ICANN staff shall be assigned to support the
GNSO, whose work on substantive matters shall be assigned by the
Chair of the GNSO Council, and shall be designated as the GNSO
Staff Manager (Staff Manager).

2. ICANN shall provide administrative and operational support
necessary for the GNSO to carry out its responsibilities. Such support
shall not include an obligation for ICANN to fund travel expenses
incurred by GNSO patrticipants for travel to any meeting of the GNSO
or for any other purpose.

Section 5. CONSTITUENCIES

1. The following self-organized Constituencies are hereby recognized
as representative of a specific and significant group of stakeholders
and, subject to the provisions of the Transition Article of these
Bylaws, shall each select two representatives to the GNSO Council:

a. gTLD Registries (representing all gTLD registries under
contract to ICANN);

b. Registrars (representing all registrars accredited by and
under contract to ICANN);
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c. Internet Service and Connectivity Providers
(representing all entities providing Internet service and
connectivity to Internet users);

d. Commercial and Business Users (representing both
large and small commercial entity users of the Internet);

e. Non-Commercial Users (representing the full range of
non-commercial entity users of the Internet); and

f. Intellectual Property Interests (representing the full
range of trademark and other intellectual property
interests relating to the DNS).

2. The number of votes that members of the GNSO Council may cast
shall be equalized so that the aggregate number of votes of
representatives selected by the Constituencies (currently the gTLD
Registries and Registrars) that are under contract with ICANN
obligating them to implement ICANN-adopted policies is equal to the
number of votes of representatives selected by other Constituencies.
Initially, each member of the GNSO Council selected by the gTLD
Registries Constituency or the Registrars Constituency shall be
entitled to cast two votes and all other members (including those
selected by the Nominating Committee) shall be entitled to cast one
vote. In the event that there is a change in the Constituencies that are
entitled to select voting members of the Names Council, the Board
shall review the change in circumstances and by resolution revise the
procedure for equalization of votes in a manner consistent with this
paragraph 2.

3. Each Constituency identified in paragraph 1 of this Section shall
maintain its recognition, and thus its ability to select GNSO Council
representatives, only so long as it in fact represents the interests
globally of the stakeholder communities it purports to represent, and
shall operate to the maximum extent feasible in an open and
transparent manner and consistent with procedures designed to
ensure fairness. No individual or entity shall be excluded from
participation in a Constituency merely because of participation in
another Constituency.

4. Any group of individuals or entities may petition the Board for
recognition as a new or separate Constituency. Any such petition
shall contain a detailed explanation of:

a. Why the addition of such a Constituency will improve
the ability of the GNSO to carry out its policy-development
responsibilities; and

b. Why the proposed new Constituency would adequately
represent, on a global basis, the stakeholders it seeks to
represent.

https://www.icann.org/resources/unthemed-pages/bylaws-2002-12-15-en Page 29 of 60



ICANN 9/10/2018

Any petition for the recognition of a new Constituency shall be posted
for public comment.

5. The Board may create new Constituencies in response to such a
petition, or on its own motion, if it determines that such action would
serve the purposes of ICANN. In the event the Board is considering
acting on its own motion it shall post a detailed explanation of why
such action is necessary or desirable, set a reasonable time for public
comment, and not make a final decision on whether to create such
new Constituency until after reviewing all comments received.
Whenever the Board posts a petition or recommendation for a new
Constituency for public comment, it shall notify the GNSO Council
and shall consider any response to that notification prior to taking
action.

Section 6. POLICY DEVELOPMENT PROCESS

Initially, the policy-development procedures to be followed by the GNSO shall be
as stated in Annex A to these Bylaws. These procedures may be supplemented
or revised in the manner stated in Section 3(4) of this Article.

ARTICLE XI: ADVISORY COMMITTEES
Section 1. GENERAL

The Board may create one or more Advisory Committees in addition to those set
forth in this Article. Advisory Committee membership may consist of Directors
only, Directors and non-directors, or non-directors only, and may also include
non-voting or alternate members. Advisory Committees shall have no legal
authority to act for ICANN, but shall report their findings and recommendations to
the Board.

Section 2. SPECIFIC ADVISORY COMMITTEES
There shall be at least the following Advisory Committees:
1. Governmental Advisory Committee

a. The Governmental Advisory Committee should
consider and provide advice on the activities of ICANN as
they relate to concerns of governments, particularly
matters where there may be an interaction between
ICANN's policies and various laws and international
agreements or where they may affect public policy issues.

b. Membership in the Governmental Advisory Committee
shall be open to all national governments. Membership
shall also be open to Distinct Economies as recognized in
international fora, and multinational governmental
organizations and treaty organizations, on the invitation of
the Governmental Advisory Committee through its Chair.
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c. The Governmental Advisory Committee may adopt its
own charter and internal operating principles or
procedures to guide its operations, to be published on the
Website.

d. The chair of the Governmental Advisory Committee
shall be elected by the members of the Governmental
Advisory Committee pursuant to procedures adopted by
such members.

e. Each member of the Governmental Advisory
Committee shall appoint one accredited representative to
the Committee. The accredited representative of a
member must hold a formal official position with the
member's public administration. The term "official”
includes a holder of an elected governmental office, or a
person who is employed by such government, public
authority, or multinational governmental or treaty
organization and whose primary function with such
government, public authority, or organization is to develop
or influence governmental or public policies.

f. The Governmental Advisory Committee shall annually
appoint one non-voting liaison to the ICANN Board of
Directors, without limitation on reappointment, and shall
annually appoint one delegate to the ICANN Nominating
Committee.

g. The Governmental Advisory Committee may designate
a non-voting liaison to each of the Supporting
Organization Councils and Advisory Committees, to the
extent the Governmental Advisory Committee deems it
appropriate and useful to do so.

h. The Board shall notify the Chair of the Governmental
Advisory Committee in a timely manner of any proposal
raising public policy issues on which it or any of ICANN's
supporting organizations or advisory committees seeks
public comment, and shall take duly into account any
timely response to that notification prior to taking action.

I. The Governmental Advisory Committee may put issues
to the Board directly, either by way of comment or prior
advice, or by way of specifically recommending action or
new policy development or revision to existing policies.

j. The advice of the Governmental Advisory Committee on
public policy matters shall be duly taken into account, both
in the formulation and adoption of policies. In the event
that the ICANN Board determines to take an action that is
not consistent with the Governmental Advisory Committee
advice, it shall so inform the Committee and state the
reasons why it decided not to follow that advice. The
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Governmental Advisory Committee and the ICANN Board
will then try, in good faith and in a timely and efficient
manner, to find a mutually acceptable solution.

K. If no such solution can be found, the ICANN Board will
state in its final decision the reasons why the
Governmental Advisory Committee advice was not
followed, and such statement will be without prejudice to
the rights or obligations of Governmental Advisory
Committee members with regard to public policy issues
falling within their responsibilities.

2. Security and Stability Advisory Committee

a. The role of the Security and Stability Advisory
Committee ("SAC") is to advise the ICANN community
and Board on matters relating to the security and integrity
of the Internet's naming and address allocation systems. It
shall have the following responsibilities:

1. To develop a security framework for Internet
naming and address allocation services that
defines the key focus areas, and identifies
where the responsibilities for each area lie.
The committee shall focus on the operational
considerations of critical naming infrastructure.

2. To communicate on security matters with
the Internet technical community and the
operators and managers of critical DNS
infrastructure services, to include the root
name server operator community, the top-level
domain registries and registrars, the operators
of the reverse delegation trees such as in-
addr.arpa and ip6.arpa, and others as events
and developments dictate. The Committee
shall gather and articulate requirements to
offer to those engaged in technical revision of
the protocols related to DNS and address
allocation and those engaged in operations
planning.

3. To engage in ongoing threat assessment
and risk analysis of the Internet naming and
address allocation services to assess where
the principal threats to stability and security lie,
and to advise the ICANN community
accordingly. The Committee shall recommend
any necessary audit activity to assess the
current status of DNS and address allocation
security in relation to identified risks and
threats.
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4. To communicate with those who have direct
responsibility for Internet naming and address
allocation security matters (IETF, RSSAC,
RIRs, name registries, etc.), to ensure that its
advice on security risks, issues, and priorities
is properly synchronized with existing
standardization, deployment, operational, and
coordination activities. The Committee shall
monitor these activities and inform the ICANN
community and Board on their progress, as
appropriate.

5. To report periodically to the Board on its
activities.

6. To make policy recommendations to the
ICANN community and Board.

b. The SAC's chair and members shall be appointed by
the Board.

c. The SAC shall annually appoint a non-voting liaison to
the ICANN Board according to Section 9 of Article VI.

3. Root Server System Advisory Committee

a. The role of the Root Server System Advisory
Committee ("RSSAC") shall be to advise the Board about
the operation of the root name servers of the domain
name system. The RSSAC shall consider and provide
advice on the operational requirements of root name
servers, including host hardware capacities, operating
systems and name server software versions, network
connectivity and physical environment. The RSSAC shall
examine and advise on the security aspects of the root
name server system. Further, the RSSAC shall review the
number, location, and distribution of root name servers
considering the total system performance, robustness,
and reliability.

b. Membership in the RSSAC shall consist of (i) each
operator of an authoritative root name server (as listed at
<ftp://ftp.internic.net/domain/named.root>), and (ii) such
other persons as are appointed by the ICANN Board.

c. The initial chairman of the DNS Root Server System
Advisory Committee shall be appointed by the Board,;
subsequent chairs shall be elected by the members of the
DNS Root Server System Advisory Committee pursuant to
procedures adopted by the members.

d. The Root Server System Advisory Committee shall
annually appoint one non-voting liaison to the ICANN
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Board of Directors, without limitation on re-appointment,
and shall annually appoint one non-voting liaison to the
ICANN Nominating Committee.

4. At-Large Advisory Committee

a. The role of the At-Large Advisory Committee ("ALAC")

shall be to consider and provide advice on the activities of
ICANN, insofar as they relate to the interests of individual
Internet users.

b. The ALAC shall consist of (i) two members selected by
each of the Regional At-Large Organizations ("RALOs")
established according to paragraph 4(g) of this Section,
and (ii) five members selected by the Nominating
Committee. The five members selected by the Nominating
Committee shall include one citizen of a country within
each of the five Geographic Regions established
according to Section 5 of Article VI.

c. Subject to the provisions of the Transition Article of
these Bylaws, the regular terms of members of the ALAC
shall be as follows:

1. The term of one member selected by each
RALO shall begin at the conclusion of an
ICANN annual meeting in an even-numbered
year.

2. The term of the other member selected by
each RALO shall begin at the conclusion of an
ICANN annual meeting in an odd-numbered
year.

3. The terms of three of the members selected
by the Nominating Committee shall begin at
the conclusion of an annual meeting in an odd-
numbered year and the terms of the other two
members selected by the Nominating
Committee shall begin at the conclusion of an
annual meeting in an even-numbered year.

4. The regular term of each member shall end
at the conclusion of the second ICANN annual
meeting after the term began.

d. The Chair of the ALAC shall be elected by the members
of the ALAC pursuant to procedures adopted by the
Committee.

e. The ALAC shall annually appoint one non-voting liaison
to the ICANN Board of Directors, without limitation on re-
appointment, and shall, after consultation with each
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RALO, annually appoint five voting delegates (no two of
whom shall be citizens of countries in the same
Geographic Region, as defined according to Section 5 of
Article V1) to the Nominating Committee.

f. Subject to the provisions of the Transition Article of
these Bylaws, the At-Large Advisory Committee may
designate a non-voting liaison to the GNSO Council.

g. There shall be one RALO for each Geographic Region
established according to Section 5 of Article VI. Each
RALO shall serve as the main forum and coordination
point for public input to ICANN in its Geographic Region
and shall be a non-profit organization certified by ICANN
according to criteria and standards established by the
Board based on recommendations of the At-Large
Advisory Committee. An organization shall become the
recognized RALO for its Geographic Region upon
entering a Memorandum of Understanding with ICANN
addressing the respective roles and responsibilities of
ICANN and the RALO regarding the process for selecting
ALAC members and requirements of openness,
participatory opportunities, transparency, accountability,
and diversity in the RALO's structure and procedures, as
well as criteria and standards for the RALO's constituent
At-Large Structures.

h. Each RALO shall be comprised of self-supporting At-
Large Structures within its Geographic Region, certified
according to paragraph 4(i) of this Section, that involve
individual Internet users at the local or issue level and
that, in the aggregate, are open to participation by all (but
only) individual Internet users who are citizens and
residents of the RALO's Geographic Region (as defined in
Section 5 of Article VI). If so provided by its Memorandum
of Understanding with ICANN, a RALO may also have as
its members individual Internet users who are citizens and
residents of the RALO's Geographic Region.

I. The ALAC is responsible for certifying organizations as
meeting the criteria and standards for At-Large Structures.
The criteria and standards for certification of At-Large
Structures within a each Geographic Region shall be
established by the Board based on recommendations of
the ALAC and shall be stated in the Memorandum of
Understanding between ICANN and the RALO for that
Geographic Region, so that each RALO is afforded the
type of structure that best fits its Geographic Region's
customs and characteristics. Decisions to certify or de-
certify an At-Large Structure as meeting the applicable
criteria and standards shall require a 2/3 vote of all the
members of the ALAC and shall be subject to review
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according to procedures the Board may establish. The
ALAC may also give advice as to whether a prospective
At-Large Structure meets the applicable criteria and
standards.

J. The ALAC is also responsible, working in conjunction
with the RALOs, for coordinating the following activities:

1. Keeping the community of individual Internet
users informed about the significant news from
ICANN;

2. Distributing (through posting or otherwise)
an updated agenda, news about ICANN, and
information about items in the ICANN policy-
development process;

3. Promoting outreach activities in the
community of individual Internet users;

4. Developing and maintaining on-going
information and education programs, regarding
ICANN and its work;

5 Establishing an outreach strategy about
ICANN issues in each RALO's Region;

6. Making public, and analyzing, ICANN's
proposed policies and its decisions and their
(potential) regional impact and (potential)
effect on individuals in the region;

7. Offering Internet-based mechanisms that
enable discussions among members of At-
Large structures; and

8. Establishing mechanisms and processes
that enable two-way communication between
members of At-Large Structures and those
involved in ICANN decision-making, so
interested individuals can share their views on
pending ICANN issues.

Section 3. PROCEDURES

Each Advisory Committee shall determine its own rules of procedure and
quorum requirements.

Section 4. TERM OF OFFICE

The chair and each member of a committee shall serve until his or her successor
is appointed, or until such committee is sooner terminated, or until he or she is
removed, resigns, or otherwise ceases to qualify as a member of the committee.
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Section 5. VACANCIES

Vacancies on any committee shall be filled in the same manner as provided in
the case of original appointments.

Section 6. COMPENSATION

Committee members shall receive no compensation for their services as a
member of a committee. The Board may, however, authorize the reimbursement
of actual and necessary expenses incurred by committee members, including
Directors, performing their duties as committee members.

ARTICLE XI-A: OTHER ADVISORY MECHANISMS
Section 1. EXTERNAL EXPERT ADVICE

1. Purpose. The purpose of seeking external expert advice is to allow
the policy-development process within ICANN to take advantage of
existing expertise that resides in the public or private sector but
outside of ICANN. In those cases where there are relevant public
bodies with expertise, or where access to private expertise could be
helpful, the Board and constituent bodies should be encouraged to
seek advice from such expert bodies or individuals.

2. Types of Expert Advisory Panels.

a. On its own initiative or at the suggestion of any ICANN
body, the Board may appoint, or authorize the President
to appoint, Expert Advisory Panels consisting of public or
private sector individuals or entities. If the advice sought
from such Panels concerns issues of public policy, the
provisions of Section 1(3)(b) of this Article shall apply.

b. In addition, in accordance with Section 1(3) of this
Article, the Board may refer issues of public policy
pertinent to matters within ICANN's mission to a
multinational governmental or treaty organization.

3. Process for Seeking Advice-Public Policy Matters.

a. The Governmental Advisory Committee may at any
time recommend that the Board seek advice concerning
one or more issues of public policy from an external
source, as set out above.

b. In the event that the Board determines, upon such a
recommendation or otherwise, that external advice should
be sought concerning one or more issues of public policy,
the Board shall, as appropriate, consult with the
Governmental Advisory Committee regarding the
appropriate source from which to seek the advice and the
arrangements, including definition of scope and process,
for requesting and obtaining that advice.
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c. The Board shall, as appropriate, transmit any request
for advice from a multinational governmental or treaty
organization, including specific terms of reference, to the
Governmental Advisory Committee, with the suggestion
that the request be transmitted by the Governmental
Advisory Committee to the multinational governmental or
treaty organization.

4. Process for Seeking and Advice-Other Matters. Any reference of
Issues not concerning public policy to an Expert Advisory Panel by
the Board or President in accordance with Section 1(2)(a) of this
Article shall be made pursuant to terms of reference describing the
issues on which input and advice is sought and the procedures and
schedule to be followed.

5. Receipt of Expert Advice and its Effect. External advice pursuant to
this Section shall be provided in written form. Such advice is advisory
and not binding, and is intended to augment the information available
to the Board or other ICANN body in carrying out its responsibilities.

6. Opportunity to Comment. The Governmental Advisory Committee,
in addition to the Supporting Organizations and other Advisory
Committees, shall have an opportunity to comment upon any external
advice received prior to any decision by the Board.

Section 2. TECHNICAL LIAISON GROUP

1. Purpose. The quality of ICANN's work depends on access to
complete and authoritative information concerning the technical
standards that underlie ICANN's activities. ICANN's relationship to
the organizations that produce these standards is therefore
particularly important. The Technical Liaison Group (TLG) shall
connect the Board with appropriate sources of technical advice on
specific matters pertinent to ICANN's activities.

2. TLG Organizations. The TLG shall consist of four organizations:
the European Telecommunications Standards Institute (ETSI), the
International Telecommunications Union's Telecommunication
Standardization Sector (ITU-T), the World Wide Web Consortium
(W3C), and the Internet Architecture Board (IAB).

3. Role. The role of the TLG organizations shall be to channel
technical information and guidance to the Board and to other ICANN
entities. This role has both a responsive component and an active
"watchdog" component, which involve the following responsibilities:

a. In response to a request for information, to connect the
Board or other ICANN body with appropriate sources of
technical expertise. This component of the TLG role
covers circumstances in which ICANN seeks an
authoritative answer to a specific technical question.
Where information is requested regarding a particular
technical standard for which a TLG organization is
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responsible, that request shall be directed to that TLG
organization.

b. As an ongoing "watchdog" activity, to advise the Board
of the relevance and progress of technical developments
in the areas covered by each organization's scope that
could affect Board decisions or other ICANN actions, and
to draw attention to global technical standards issues that
affect policy development within the scope of ICANN's
mission. This component of the TLG role covers
circumstances in which ICANN is unaware of a new
development, and would therefore otherwise not realize
that a question should be asked.

4. TLG Procedures. The TLG shall not have officers or hold meetings,
nor shall it provide policy advice to the Board as a committee
(although TLG organizations may individually be asked by the Board
to do so as the need arises in areas relevant to their individual
charters). Neither shall the TLG debate or otherwise coordinate
technical issues across the TLG organizations; establish or attempt to
establish unified positions; or create or attempt to create additional
layers or structures within the TLG for the development of technical
standards or for any other purpose.

5. Technical Work of the IANA. The TLG shall have no involvement
with the IANA's work for the Internet Engineering Task Force, Internet
Research Task Force, or the Internet Architecture Board, as
described in the Memorandum of Understanding Concerning the
Technical Work of the Internet Assigned Numbers Authority ratified
by the Board on 10 March 2000.

6. Individual Technical Experts. Each TLG organization shall
designate two individual technical experts who are familiar with the
technical standards issues that are relevant to ICANN's activities.
These 8 experts shall be available as necessary to determine,
through an exchange of e-mail messages, where to direct a technical
question from ICANN when ICANN does not ask a specific TLG
organization directly.

7. Board Liaison and Nominating Committee Delegate. Annually, in
rotation, one TLG organization shall appoint one non-voting liaison to
the Board according to Article VI, Section 9(1)(d). Annually, in
rotation, one TLG organization shall select one voting delegate to the
ICANN Nominating Committee according to Article VII, Section 2(8)
(). The rotation order for the appointment of the non-voting liaison to
the Board shall be ETSI, ITU-T, and W3C. The rotation order for the
selection of the Nominating Committee delegate shall be W3C, ETSI,
and ITU-T. (IAB does not participate in these rotations because the
IETF otherwise appoints a non-voting liaison to the Board and selects
a delegate to the ICANN Nominating Committee.)

ARTICLE XlI: BOARD AND TEMPORARY COMMITTEES
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Section 1. BOARD COMMITTEES

The Board may establish one or more committees of the Board, which shall
continue to exist until otherwise determined by the Board. Only Directors may be
appointed to a Committee of the Board. If a person appointed to a Committee of
the Board ceases to be a Director, such person shall also cease to be a member
of any Committee of the Board. Each Committee of the Board shall consist of
two or more Directors. The Board may designate one or more Directors as
alternate members of any such committee, who may replace any absent member
at any meeting of the committee. Committee members may be removed from a
committee at any time by a two-thirds (2/3) majority vote of all members of the
Board; provided, however, that any Director or Directors which are the subject of
the removal action shall not be entitled to vote on such an action or be counted
as a member of the Board when calculating the required two-thirds (2/3) vote;
and, provided further, however, that in no event shall a Director be removed from
a committee unless such removal is approved by not less than a majority of all
members of the Board.

Section 2. POWERS OF BOARD COMMITTEES

1. The Board may delegate to Committees of the Board all legal
authority of the Board except with respect to:

a. The filling of vacancies on the Board or on any
committee;

b. The amendment or repeal of Bylaws or the Articles of
Incorporation or the adoption of new Bylaws or Articles of
Incorporation;

c. The amendment or repeal of any resolution of the
Board which by its express terms is not so amendable or
repealable;

d. The appointment of committees of the Board or the
members thereof;

e. The approval of any self-dealing transaction, as such
transactions are defined in Section 5233(a) of the
CNPBCL;

f. The approval of the annual budget required by Article
XVI; or

g. The compensation of any officer described in Article
Il

X

2. The Board shall have the power to prescribe the manner in which
proceedings of any Committee of the Board shall be conducted. In
the absence of any such prescription, such committee shall have the
power to prescribe the manner in which its proceedings shall be
conducted. Unless these Bylaws, the Board or such committee shall
otherwise provide, the regular and special meetings shall be
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governed by the provisions of Article VI applicable to meetings and
actions of the Board. Each committee shall keep regular minutes of
its proceedings and shall report the same to the Board from time to
time, as the Board may require.

Section 3. TEMPORARY COMMITTEES

The Board may establish such temporary committees as it sees fit, with
membership, duties, and responsibilities as set forth in the resolutions or
charters adopted by the Board in establishing such committees.

ARTICLE XlII: OFFICERS
Section 1. OFFICERS

The officers of ICANN shall be a President (who shall serve as Chief Executive
Officer), a Secretary, and a Chief Financial Officer. ICANN may also have, at the
discretion of the Board, any additional officers that it deems appropriate. Any
person, other than the President, may hold more than one office, except that no
member of the Board (other than the President) shall simultaneously serve as an
officer of ICANN.

Section 2. ELECTION OF OFFICERS

The officers of ICANN shall be elected annually by the Board, pursuant to the
recommendation of the President or, in the case of the President, of the
Chairman of the ICANN Board. Each such officer shall hold his or her office until
he or she resigns, is removed, is otherwise disqualified to serve, or his or her
successor is elected.

Section 3. REMOVAL OF OFFICERS

Any Officer may be removed, either with or without cause, by a two-thirds (2/3)
majority vote of all the members of the Board. Should any vacancy occur in any
office as a result of death, resignation, removal, disqualification, or any other
cause, the Board may delegate the powers and duties of such office to any
Officer or to any Director until such time as a successor for the office has been
elected.

Section 4. PRESIDENT

The President shall be the Chief Executive Officer (CEO) of ICANN in charge of
all of its activities and business. All other officers and staff shall report to the
President or his or her delegate, unless stated otherwise in these Bylaws. The
President shall serve as an ex officio member of the Board, and shall have all the
same rights and privileges of any Board member. The President shall be
empowered to call special meetings of the Board as set forth herein, and shall
discharge all other duties as may be required by these Bylaws and from time to
time may be assigned by the Board.

Section 5. SECRETARY
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The Secretary shall keep or cause to be kept the minutes of the Board in one or
more books provided for that purpose, shall see that all notices are duly given in
accordance with the provisions of these Bylaws or as required by law, and in
general shall perform all duties as from time to time may be prescribed by the
President or the Board.

Section 6. CHIEF FINANCIAL OFFICER

The Chief Financial Officer ("CFQO") shall be the chief financial officer of ICANN.
If required by the Board, the CFO shall give a bond for the faithful discharge of
his or her duties in such form and with such surety or sureties as the Board shall
determine. The CFO shall have charge and custody of all the funds of ICANN
and shall keep or cause to be kept, in books belonging to ICANN, full and
accurate amounts of all receipts and disbursements, and shall deposit all money
and other valuable effects in the name of ICANN in such depositories as may be
designated for that purpose by the Board. The CFO shall disburse the funds of
ICANN as may be ordered by the Board or the President and, whenever
requested by them, shall deliver to the Board and the President an account of all
his or her transactions as CFO and of the financial condition of ICANN. The CFO
shall be responsible for ICANN's financial planning and forecasting and shall
assist the President in the preparation of ICANN's annual budget. The CFO shall
coordinate and oversee ICANN's funding, including any audits or other reviews
of ICANN or its Supporting Organizations. The CFO shall be responsible for all
other matters relating to the financial operation of ICANN.

Section 7. ADDITIONAL OFFICERS

In addition to the officers described above, any additional or assistant officers
who are elected or appointed by the Board shall perform such duties as may be
assigned to them by the President or the Board.

Section 8. COMPENSATION AND EXPENSES

The compensation of any Officer of ICANN shall be approved by the Board.
Expenses incurred in connection with performance of their officer duties may be
reimbursed to Officers upon approval of the President (in the case of Officers
other than the President), by another Officer designated by the Board (in the
case of the President), or the Board.

Section 9. CONFLICTS OF INTEREST

The Board, through a committee designated for that purpose, shall establish a
policy requiring a statement from each Officer not less frequently than once a
year setting forth all business and other affiliations which relate in any way to the
business and other affiliations of ICANN.

ARTICLE XIV: INDEMNIFICATION OF DIRECTORS, OFFICERS,
EMPLOYEES, AND OTHER AGENTS

ICANN shall, to maximum extent permitted by the CNPBCL, indemnify each of
its agents against expenses, judgments, fines, settlements, and other amounts
actually and reasonably incurred in connection with any proceeding arising by

reason of the fact that any such person is or was an agent of ICANN. For
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purposes of this Article, an "agent" of ICANN includes any person who is or was
a Director, Officer, employee, or any other agent of ICANN, including a member
of any Supporting Organization acting within the scope of his or her responsibility
and on behalf of the best interests of ICANN; or is or was serving at the request
of ICANN as a Director, Officer, employee, or agent of another corporation,
partnership, joint venture, trust or other enterprise. The Board may adopt a
resolution authorizing the purchase and maintenance of insurance on behalf of
any agent of ICANN against any liability asserted against or incurred by the
agent in such capacity or arising out of the agent's status as such, whether or not
ICANN would have the power to indemnify the agent against that liability under
the provisions of this Article.

ARTICLE XV: GENERAL PROVISIONS
Section 1. CONTRACTS

The Board may authorize any Officer or Officers, agent or agents, to enter into
any contract or execute or deliver any instrument in the name of and on behalf of
ICANN, and such authority may be general or confined to specific instances. In
the absence of a contrary Board authorization, contracts and instruments may
only be executed by the following Officers: President, any Vice President, or the
CFO. Unless authorized or ratified by the Board, no other Officer, agent, or
employee shall have any power or authority to bind ICANN or to render it liable
for any debts or obligations.

Section 2. DEPOSITS

All funds of ICANN not otherwise employed shall be deposited from time to time
to the credit of ICANN in such banks, trust companies, or other depositories as
the Board, or the President under its delegation, may select.

Section 3. CHECKS

All checks, drafts, or other orders for the payment of money, notes, or other
evidences of indebtedness issued in the name of ICANN shall be signed by such
Officer or Officers, agent or agents, of ICANN and in such a manner as shall
from time to time be determined by resolution of the Board.

Section 4. LOANS

No loans shall be made by or to ICANN and no evidences of indebtedness shall
be issued in its name unless authorized by a resolution of the Board. Such
authority may be general or confined to specific instances; provided, however,
that no loans shall be made by ICANN to its Directors or Officers.

ARTICLE XVI: FISCAL MATTERS
Section 1. ACCOUNTING
The fiscal year end of ICANN shall be determined by the Board.

Section 2. AUDIT
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At the end of the fiscal year, the books of ICANN shall be closed and audited by
certified public accountants. The appointment of the fiscal auditors shall be the
responsibility of the Board.

Section 3. ANNUAL REPORT AND ANNUAL STATEMENT

The Board shall publish, at least annually, a report describing its activities,
including an audited financial statement and a description of any payments made
by ICANN to Directors (including reimbursements of expenses). ICANN shall
cause the annual report and the annual statement of certain transactions as
required by the CNPBCL to be prepared and sent to each member of the Board
and to such other persons as the Board may designate, no later than one
hundred twenty (120) days after the close of ICANN's fiscal year.

Section 4. ANNUAL BUDGET

At least forty-five (45) days prior to the commencement of each fiscal year, the
President shall prepare and submit to the Board, a proposed annual budget of
ICANN for the next fiscal year, which shall be posted on the Website. The
proposed budget shall identify anticipated revenue sources and levels and shall,
to the extent practical, identify anticipated material expense items by line item.
The Board shall adopt an annual budget and shall publish the adopted Budget
on the Website.

Section 5. FEES AND CHARGES

The Board may set fees and charges for the services and benefits provided by
ICANN, with the goal of fully recovering the reasonable costs of the operation of
ICANN and establishing reasonable reserves for future expenses and
contingencies reasonably related to the legitimate activities of ICANN. Such fees
and charges shall be fair and equitable, shall be published for public comment
prior to adoption, and once adopted shall be published on the Website in a
sufficiently detailed manner so as to be readily accessible.

ARTICLE XVII: MEMBERS

ICANN shall not have members, as defined in the California Nonprofit Public
Benefit Corporation Law ("CNPBCL"), notwithstanding the use of the term
"Member" in these Bylaws, in any ICANN document, or in any action of the
ICANN Board or staff.

ARTICLE XVIII: OFFICES AND SEAL
Section 1. OFFICES

The principal office for the transaction of the business of ICANN shall be in the
County of Los Angeles, State of California, United States of America. ICANN
may also have an additional office or offices within or outside the United States
of America as it may from time to time establish.

Section 2. SEAL
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The Board may adopt a corporate seal and use the same by causing it or a
facsimile thereof to be impressed or affixed or reproduced or otherwise.

ARTICLE XIX: AMENDMENTS

Except as otherwise provided in the Articles of Incorporation or these Bylaws, the
Articles of Incorporation or Bylaws of ICANN may be altered, amended, or
repealed and new Atrticles of Incorporation or Bylaws adopted only upon action
by a two-thirds (2/3) vote of all members of the Board.

ARTICLE XX: TRANSITION ARTICLE
Section 1. PURPOSE

This Transition Article sets forth the provisions for the transition from the
processes and structures defined by the ICANN Bylaws, as amended and
restated on 29 October 1999 and amended through 12 February 2002 (the "Old
Bylaws"), to the processes and structures defined by the Bylaws of which this
Article is a part (the "New Bylaws").

Section 2. BOARD OF DIRECTORS

1. For the period beginning on the adoption of this Transition Article
and ending on the Effective Date and Time of the New Board, as
defined in paragraph 5 of this Section 2, the Board of Directors of the
Corporation ("Transition Board") shall consist of the members of the
Board who would have been Directors under the Old Bylaws
immediately after the conclusion of the annual meeting in 2002,
except that those At-Large members of the Board under the Old
Bylaws who elect to do so by notifying the Secretary of the Board on
15 December 2002 or in writing or by e-mail no later than 23
December 2002 shall also serve as members of the Transition Board.
Notwithstanding the provisions of Article VI, Section 12 of the New
Bylaws, vacancies on the Transition Board shall not be filled. The
Transition Board shall not have liaisons as provided by Article VI
Section 9 of the New Bylaws. The Board Committees existing on the
date of adoption of this Transition Article shall continue in existence,
subject to any change in Board Committees or their membership that
the Transition Board may adopt by resolution.

2. The Transition Board shall elect a Chair and Vice-Chair to serve
until the Effective Date and Time of the New Board.

3. The "New Board" is that Board described in Article VI, Section 2(1)
of the New Bylaws.

4. Promptly after the adoption of this Transition Article, a Nominating
Committee shall be formed including, to the extent feasible, the
delegates and liaisons described in Article VII, Section 2 of the New
Bylaws, with terms to end at the conclusion of the ICANN annual
meeting in 2003. The Nominating Committee shall proceed without
delay to select Directors to fill Seats 1 through 8 on the New Board,
with terms to conclude upon the commencement of the first regular
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terms specified for those Seats in Article VI, Section 8(1)(a)-(c) of the
New Bylaws, and shall give the ICANN Secretary written notice of
that selection.

5. The Effective Date and Time of the New Board shall be a time, as
designated by the Transition Board, during the first regular meeting of
ICANN in 2003 that begins not less than seven calendar days after
the ICANN Secretary has received written notice of the selection of
Directors to fill at least ten of Seats 1 through 14 on the New Board.
As of the Effective Date and Time of the New Board, it shall assume
from the Transition Board all the rights, duties, and obligations of the
ICANN Board of Directors. Subject to Section 4 of this Article, the
Directors (Article VI, Section 2(1)(a)-(d)) and non-voting liaisons
(Article VI, Section 9) as to which the ICANN Secretary has received
notice of selection shall, along with the President (Article VI, Section
2(1)(e)), be seated upon the Effective Date and Time of the New
Board, and thereafter any additional Directors and non-voting liaisons
shall be seated upon the ICANN Secretary’s receipt of notice of their
selection.

6. The New Board shall elect a Chairman and Vice-Chairman as its
first order of business. The terms of those Board offices shall expire
at the end of the annual meeting in 2003.

7. Committees of the Board in existence as of the Effective Date and
Time of the New Board shall continue in existence according to their
existing charters, but the terms of all members of those committees
shall conclude at the Effective Date and Time of the New Board.
Temporary committees in existence as of the Effective Date and Time
of the New Board shall continue in existence with their existing
charters and membership, subject to any change the New Board may
adopt by resolution.

Section 3. ADDRESS SUPPORTING ORGANIZATION

The Address Supporting Organization shall continue in operation according to
the provisions of the Memorandum of Understanding originally entered on 18
October 1999 between ICANN and a group of regional Internet registries (RIRS),
and amended in October 2000, until a replacement Memorandum of
Understanding becomes effective. Promptly after the adoption of this Transition
Article, the Address Supporting Organization shall make selections, and give the
ICANN Secretary written notice of those selections, of:

1. Directors to fill Seats 9 and 10 on the New Board, with terms to
conclude upon the commencement of the first regular terms specified
for each of those Seats in Article VI, Section 8(1)(d) and (e) of the

New Bylaws; and

2. the delegate to the Nominating Committee selected by the Council
of the Address Supporting Organization, as called for in Article VII
Section 2(8)(f) of the New Bylaws.
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With respect to the ICANN Directors that it is entitled to select, and taking into
account the need for rapid selection to ensure that the New Board becomes
effective as soon as possible, the Address Supporting Organization may select
those Directors from among the persons it previously selected as ICANN
Directors pursuant to the Old Bylaws. To the extent the Address Supporting
Organization does not provide the ICANN Secretary written notice, on or before
31 March 2003, of its selections for Seat 9 and Seat 10, the Address Supporting
Organization shall be deemed to have selected for Seat 9 the person it selected
as an ICANN Director pursuant to the Old Bylaws for a term beginning in 2001
and for Seat 10 the person it selected as an ICANN Director pursuant to the Old
Bylaws for a term beginning in 2002.

Section 4. COUNTRY-CODE NAMES SUPPORTING ORGANIZATION

Until such time as a Country-Code Names Supporting Organization is
established, Seats 11 and 12 on the New Board shall remain vacant, and the
delegate to the Nominating Committee established by the New Bylaws
designated to be selected by such an organization shall be appointed by the
Transition or New Board, depending on which is in existence at the time any
particular appointment is required, after due consultation with members of the
ccTLD community. Upon the organization and recognition by the ICANN Board
of a Country-Code Names Supporting Organization, that Supporting
Organization shall promptly select persons to fill Seats 11 and 12 on the New
Board, and give written notice of those selections to the ICANN Secretary. Any
delegate to the Nominating Committee appointed by the Transition or New Board
according to this Section 4 then serving shall remain in office, but subsequent
appointments of the Nominating Committee delegate described in Article VII
Section 2(8)(c) shall be made by the Council of the Country Code Names
Supporting Organization.

Section 5. GENERIC NAMES SUPPORTING ORGANIZATION

1. The Domain Name Supporting Organization shall cease operations
upon the adoption of this Transition Article, except that the Names
Council of the Domain Name Supporting Organization may act for the
limited purpose of authorizing the transfer of any funds it has
collected to the benefit of the Generic Names Supporting
Organization.

2. The Generic Names Supporting Organization ("GNSQO") shall
commence operations upon the adoption of this Transition Article,
and the following six DNSO constituencies shall automatically
become constituencies of the GNSO, initially under their existing
charter:

a. The commercial and business entities constituency of
the DNSO shall become the Commercial and Business
Users constituency of the GNSO.

b. The gTLD reqistries constituency of the DNSO shall
become the gTLD Reqistries constituency of the GNSO.
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c. The ISP and connectivity providers constituency of the
DNSO shall become the Internet Service and Connectivity
Providers constituency of the GNSO.

d. The non-commercial domain name holders
constituency of the DNSO shall become the Non-
Commercial Users constituency of the GNSO.

e. The reqistrars constituency of the DNSO shall become
the Reqistrars constituency of the GNSO.

f. The trademark, other intellectual property and anti-
counterfeiting interests constituency of the DNSO shall
become the Intellectual Property Interests constituency of
the GNSO.

3. Notwithstanding the adoption or effectiveness of the New Bylaws,
each GNSO constituency described in paragraph 2 of this Section 5
shall continue operating as before and no constituency official, task
force, or other activity shall be changed until further action of the
constituency, provided that each GNSO constituency shall submit to
the ICANN Secretary a new charter and statement of operating
procedures, adopted according to the constituency's processes and
consistent with the New Bylaws, no later than 15 July 2003.

4. Until the conclusion of the ICANN annual meeting in 2003, the
GNSO Council shall consist of three representatives of each
constituency of the GNSO plus, upon their selection by the
Nominating Committee, three persons selected by that committee. It
may also have liaisons appointed by the Governmental Advisory
Committee and (Interim) At-Large Advisory Committee, as provided
in Article X, Section 3(1) of the New Bylaws. Thereafter, the
composition of the GNSO Council shall be as provided in the New
Bylaws, as they may be amended from time to time, without regard to
this Transition Article. All committees, task forces, working groups,
drafting committees, and similar groups established by the DNSO
Names Council and in existence immediately before the adoption of
this Transition Article shall continue in existence as groups of the
GNSO Council with the same charters, membership, and activities,
subject to any change by action of the GNSO Council.

5. Upon the adoption of this Transition Article, the three
representatives on the Domain Name Supporting Organization
("DNSO") Names Council from each of six DNSO constituencies shall
be seated as representatives of constituencies on the GNSO Council,
as follows:

a. The three representatives of the commercial and
business entities constituency of the DNSO shall be
seated as representatives of the Commercial and
Business Users constituency of the GNSO.
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b. The three representatives of the gTLD registries
constituency of the DNSO shall be seated as
representatives of the gTLD Registries constituency of the
GNSO.

c. The three representatives of the ISP and connectivity
providers constituency of the DNSO shall be seated as
representatives of the Internet Service and Connectivity
Providers constituency of the GNSO.

d. The three representatives of the non-commercial
domain name holders constituency of the DNSO shall be
seated as representatives of the Non-Commercial Users
constituency of the GNSO.

e. The three representatives of the registrars constituency
of the DNSO shall be seated as representatives of the
Registrars constituency of the GNSO.

f. The three representatives of the trademark, other
intellectual property and anti-counterfeiting interests
constituency of the DNSO shall be seated as
representatives of the Intellectual Property Interests
constituency of the GNSO.

6. The terms of the GNSO Council members described in paragraph
5 of this Section 5 shall last for the remainder of their terms under the
Old Bylaws, except that all terms of GNSO Council members shall
conclude at the conclusion of the ICANN annual meeting in 2003.
Any vacancy occurring in a position on the GNSO Council before that
time shall be filled by the constituency which the vacant position
represents for the remainder of the term lasting until the conclusion of
the ICANN annual meeting in 2003.

7. Promptly after the adoption of this Transition Article, the Generic
Names Supporting Organization shall, through the GNSO Council,
make selections of Directors to fill Seats 13 and 14 on the New
Board, with terms to conclude upon the commencement of the first
regular terms specified for each of those Seats in Article VI, Section 8
(1)(d) and (e) of the New Bylaws, and shall give the ICANN Secretary
written notice of its selections.

8. In the absence of further action on the topic by the New Board,
each of the GNSO constituencies shall select two representatives to
the GNSO Council no later than 1 October 2003, and shall provide
the ICANN Secretary written notice of its selections. Each
constituency shall designate one of those representatives to serve a
one-year term, and one to serve a two year-term. Each successor to
those representatives shall serve a two-year term.

9. Upon the adoption of this Transition Article, and until further action
by the ICANN Board, the GNSO Council shall assume responsibility
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for the DNSO General Assembly e-mail announcement and
discussion lists.

10. Each of the constituencies identified in paragraph 5 of this
Section 5 that are designated to select a delegate to the Nominating
Committee under Article VII, Section 2 of the New Bylaws shall
promptly, upon adoption of this Transition Article, notify the ICANN
Secretary of the person(s) selected to serve as delegates.

Section 6. PROTOCOL SUPPORTING ORGANIZATION

The Protocol Supporting Organization referred to in the Old Bylaws is
discontinued.

Section 7. ADVISORY COMMITTEES AND TECHNICAL LIAISON GROUP

1. Upon the adoption of the New Bylaws, the Governmental Advisory
Committee shall continue in operation according to its existing
operating principles and practices, until further action of the
committee. The Governmental Advisory Committee may designate
liaisons to serve with other ICANN bodies as contemplated by the
New Bylaws by providing written notice to the ICANN Secretary.
Promptly upon the adoption of this Transition Article, the
Governmental Advisory Committee shall notify the ICANN Secretary
of the person selected as its delegate to the Nominating Committee,
as set forth in Article VII, Section 2 of the New Bylaws.

2. The organizations designated as members of the Technical Liaison
Group under Article XI-A, Section 2(2) of the New Bylaws shall each
designate the two individual technical experts described in Article
XI-A, Section 2(6) of the New Bylaws, by providing written notice to
the ICANN Secretary. As soon as feasible, the delegate from the
Technical Liaison Group to the Nominating Committee shall be
selected according to Article XI-A, Section 2(7) of the New Bylaws.

3. Upon the adoption of the New Bylaws, the Security and Stability
Advisory Committee shall continue in operation according to its
existing operating principles and practices, until further action of the
committee. Promptly upon the adoption of this Transition Article, the
Security and Stability Advisory Committee shall notify the ICANN
Secretary of the person selected as its delegate to the Nominating
Committee, as set forth in Article VII, Section 2(4) of the New Bylaws.

4. Upon the adoption of the New Bylaws, the Root Server System
Advisory Committee shall continue in operation according to its
existing operating principles and practices, until further action of the
committee. Promptly upon the adoption of this Transition Article, the
Root Server Advisory Committee shall notify the ICANN Secretary of
the person selected as its delegate to the Nominating Committee, as
set forth in Article VII, Section 2(3) of the New Bylaws.

5. At-Large Advisory Committee
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a. Until such time as ICANN recognizes, through the entry
of a Memorandum of Understanding, the Regional At-
Large Organizations (RALOSs) identified in Article Xl
Section 2(4) of the New Bylaws, there shall exist an
Interim At-Large Advisory Committee composed of ten
individuals (two from each ICANN region) selected by the
ICANN Board following nominations by the At-Large
Organizing Committee. The Nominating Committee shall
select five more individuals, one from each region, as
soon as feasible, to serve terms on the (Interim) At-Large
Advisory Committee as specified by Article XI, Section (2)
(4)(c)(3) of the New Bylaws in accordance with the
principles established in Article VII, Section 5 of the New

Bylaws.

b. Upon the entry of each RALO into such a Memorandum
of Understanding, that entity shall be entitled to select two
persons who are citizens and residents of that Region to
be members of the At-Large Advisory Committee
established by Article XI, Section 2(4) of the New Bylaws.
Upon the entity's written notification to the ICANN
Secretary of such selections, those persons shall
immediately assume the seats held until that notification
by the Interim At-Large Advisory Committee members
previously selected by the Board from the RALO's region.

c. Upon the seating of persons selected by all five RALOs,
the Interim At-Large Advisory Committee shall become
the At-Large Advisory Committee, as established by
Article XI, Section 2(4) of the New Bylaws. The five
individuals selected to the Interim At-Large Advisory
Committee by the Nominating Committee shall become
members of the At-Large Advisory Committee for the
remainder of the terms for which they were selected.

d. Promptly upon its creation, the Interim At-Large

Advisory Committee shall notify the ICANN Secretary of
the persons selected as its delegates to the Nominating
Committee, as set forth in Article VII, Section 2(6) of the

New Bylaws.

Section 8. OFFICERS

ICANN officers (as defined in Article XIII of the New Bylaws) shall be elected by
the then-existing Board of ICANN at the annual meeting in 2002 to serve until the
annual meeting in 2003.

Section 9. GROUPS APPOINTED BY THE PRESIDENT
Notwithstanding the adoption or effectiveness of the New Bylaws, task forces

and other groups appointed by the ICANN President shall continue unchanged in
membership, scope, and operation until changes are made by the President.
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Section 10. CONTRACTS WITH ICANN

Notwithstanding the adoption or effectiveness of the New Bylaws, all
agreements, including employment and consulting agreements, entered by
ICANN shall continue in effect according to their terms.

Annex A: GNSO Policy Development Process

The following process shall govern the GNSO policy development process
("PDP") until such time as modifications are recommended to and approved by
the ICANN Board of Directors ("Board").

1. Raising an Issue

An issue may be raised for consideration as part of the PDP by any of the
following:

a. Board Initiation. The Board may initiate the PDP by instructing the
GNSO Council ("Council) to begin the process outlined in this
Annex.

b. Council Initiation. The GNSO Council may initiate the PDP by a
vote of at least twenty-five percent (25%) of the members of the
Council present at any meeting in which a motion to initiate the PDP
IS made.

c. Advisory Committee Initiation. An Advisory Committee may raise
an issue for policy development by action of such committee to
commence the PDP, and transmission of that request to the GNSO
Council.

2. Creation of the Issue Report

Within fifteen (15) calendar days after receiving either (i) an instruction from the
Board; (ii) a properly supported motion from a Council member; or (iii) a properly
supported motion from an Advisory Committee, the Staff Manager will create a
report (an "Issue Report"). Each Issue Report shall contain at least the following:

a. The proposed issue raised for consideration;
b. The identity of the party submitting the issue;
c. How that party is affected by the issue;

d. Support for the issue to initiate the PDP;

e. A recommendation from the Staff Manager as to whether the
Council should initiate the PDP for this issue (the "Staff
Recommendation™). Each Staff Recommendation shall include the
opinion of the ICANN General Counsel regarding whether the issue
proposed to initiate the PDP is properly within the scope of the
ICANN policy process and within the scope of the GNSO. In

https://www.icann.org/resources/unthemed-pages/bylaws-2002-12-15-en Page 52 of 60



ICANN 9/10/2018

determining whether the issue is properly within the scope of the
ICANN policy process, the General Counsel shall examine whether
such issue:

1. is within the scope of ICANN's mission statement;

2. is broadly applicable to multiple situations or
organizations;

3. is likely to have lasting value or applicability, albeit with
the need for occasional updates;

4. will establish a guide or framework for future decision-
making; or

5. implicates or affects an existing ICANN policy.

f. On or before the fifteen (15) day deadline, the Staff Manager shall
distribute the Issue Report to the full Council for a vote on whether to
initiate the PDP, as discussed below.

3. Initiation of PDP
The Council shall initiate the PDP as follows:

a. Issue Raised by the Board. If the Board directs the Council to
initiate the PDP, then the Council shall meet and do so within fifteen
(15) calendar days after receipt of the Issue Report, with no
intermediate vote of the Council.

b. Issue Raised by Other than by the Board. If a policy issue is
presented to the Council for consideration via an Issue Report, then
the Council shall meet within fifteen (15) calendar days after receipt
of such Report to vote on whether to initiate the PDP. Such meeting
may be convened in any manner deemed appropriate by the Council,
including in person, via conference call or via electronic mail.

c. Vote of the Council. A vote of more than 33% of the Council
members present in favor of initiating the PDP will suffice to initiate
the PDP; unless the Staff Recommendation stated that the issue is
not properly within the scope of the ICANN policy process or the
GNSO, in which case a Supermajority Vote of the Council members
present in favor of initiating the PDP will be required to initiate the
PDP.

4. Commencement of the PDP
At the meeting of the Council initiating the PDP, the Council shall decide, by a
majority vote of members present at the meeting, whether to appoint a task force

to address the issue. If the Council votes:

a. In favor of convening a task force, it shall do so in accordance with
the provisions of Item 7 below.
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b. Against convening a task force, then it will collect information on
the policy issue in accordance with the provisions of ltem 8 below.

5. Composition and Selection of Task Forces

a. Upon voting to appoint a task force, the Council shall invite each of
the constituencies of the GNSO to appoint one individual to
participate in the task force. Additionally, the Council may appoint up
to three outside advisors to sit on the task force. (Each task force
member is referred to in this Annex as a "Representative” and
collectively, the "Representatives”). The Council may increase the
number of Representatives per constituency that may sit on a task
force in its discretion in circumstances that it deems necessary or
appropriate.

b. Any constituency wishing to appoint a Representative to the task
force must submit the name of the constituency designee to the Staff
Manager within ten (10) calendar days after such request in order to
be included on the task force. Such designee need not be a member
of the Council, but must be an individual who has an interest, and
ideally knowledge and expertise, in the area to be developed,
coupled with the ability to devote a substantial amount of time to task
force activities.

c. The Council may also pursue other options that it deems
appropriate to assist in the PDP, including appointing a particular
individual or organization to gather information on the issue or
scheduling meetings for deliberation or briefing. All such information
shall be submitted to the Staff Manager within thirty-five (35) calendar
days after initiation of the PDP.

6. Public Notification of Initiation of the PDP

After initiation of the PDP, ICANN shall post a notification of such action to the
Website. A public comment period shall be commenced for the issue for a period
of twenty (20) calendar days after initiation of the PDP. The Staff Manager, or
some other designated representative of ICANN shall review the public
comments and incorporate them into a report (the "Public Comment Report") to
be included in either the Preliminary Task Force Report or the Initial Report, as
applicable.

7. Task Forces

a. Role of Task Force. If a task force is created, its role will generally
be to (i) gather information detailing the positions of formal
constituencies and provisional constituencies, if any, within the
GNSO; and (ii) otherwise obtain relevant information that will enable
the Task Force Report to be as complete and informative as possible.

The task force shall not have any formal decision-making authority.
Rather, the role of the task force shall be to gather information that
will document the positions of various parties or groups as specifically
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and comprehensively as possible, thereby enabling the Council to
have a meaningful and informed deliberation on the issue.

b. Task Force Charter or Terms of Reference. The Council, with the
assistance of the Staff Manager, shall develop a charter or terms of
reference for the task force (the "Charter") within ten (10) calendar
days after initiation of the PDP. Such Charter will include:

1. the issue to be addressed by the task force, as such
issue was articulated for the vote before the Council that
commenced the PDP;

2. the specific timeline that the task force must adhere to,
as set forth below, unless the Board determines that there
is a compelling reason to extend the timeline; and

3. any specific instructions from the Council for the task
force, including whether or not the task force should solicit
the advice of outside advisors on the issue.

The task force shall prepare its report and otherwise conduct its
activities in accordance with the Charter. Any request to deviate from
the Charter must be formally presented to the Council and may only
be undertaken by the task force upon a vote of a majority of the
Council members present.

c. Appointment of Task Force Chair. The Staff Manager shall
convene the first meeting of the task force within five (5) calendar
days after receipt of the Charter. At the initial meeting, the task force
members will, among other things, vote to appoint a task force chair.
The chair shall be responsible for organizing the activities of the task
force, including compiling the Task Force Report. The chair of a task
force need not be a member of the Council.

d. Collection of Information.

1. Constituency Statements. The Representatives will
each be responsible for soliciting the position of their
constituencies, at a minimum, and other comments as
each Representative deems appropriate, regarding the
iIssue under consideration. This position and other
comments, as applicable, should be submitted in a formal
statement to the task force chair (each, a "Constituency
Statement™) within thirty-five (35) calendar days after
initiation of the PDP. Every Constituency Statement shall
include at least the following:

(i) If a Supermajority Vote was reached, a clear
statement of the constituency's position on the
Issue;
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(i) If a Supermajority Vote was not reached, a
clear statement of all positions espoused by
constituency members;

(iii) A clear statement of how the constituency
arrived at its position(s). Specifically, the
statement should detail specific constituency
meetings, teleconferences, or other means of
deliberating an issue, and a list of all members
who participated or otherwise submitted their
views;

(iv) An analysis of how the issue would affect
the constituency, including any financial impact
on the constituency; and

(v) An analysis of the period of time that would
likely be necessary to implement the policy.

2. Outside Advisors. The task force, should it deem it
appropriate or helpful, may solicit the opinions of outside
advisors, experts, or other members of the public, in
addition to those of constituency members. Such opinions
should be set forth in a report prepared by such outside
advisors, and (i) clearly labeled as coming from outside
advisors; (ii) accompanied by a detailed statement of the
advisors' (A) qualifications and relevant experience; and
(B) potential conflicts of interest. These reports should be
submitted in a formal statement to the task force chair
within thirty-five (35) calendar days after initiation of the
PDP.

e. Task Force Report. The chair of the task force, working with the
Staff Manager, shall compile the Constituency Statements, Public
Comment Report, and other information or reports, as applicable, into
a single document ("Preliminary Task Force Report") and distribute
the Preliminary Task Force Report to the full task force within forty
(40) calendar days after initiation of the PDP. The task force shall
have a final task force meeting within five (5) days after the date of
distribution of the Preliminary Task Force Report to deliberate the
issues and try and reach a Supermajority Vote. Within five (5)
calendar days after the final task force meeting, the chair of the task
force and the Staff Manager shall create the final task force report
(the "Task Force Report") and post it on the Comment Site. Each
Task Force Report must include:

1. A clear statement of any Supermajority Vote position of
the task force on the issue;

2. If a Supermajority Vote was not reached, a clear
statement of all positions espoused by task force
members submitted within the twenty-day timeline for
submission of constituency reports. Each statement
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should clearly indicate (i) the reasons underlying the
position and (ii) the constituency(ies) that held the
position;

3. An analysis of how the issue would affect each
constituency of the task force, including any financial
impact on the constituency;

4. An analysis of the period of time that would likely be
necessary to implement the policy; and

5. The advice of any outside advisors appointed to the
task force by the Council, accompanied by a detailed
statement of the advisors' (i) qualifications and relevant
experience; and (ii) potential conflicts of interest.

8. Procedure if No Task Force is Formed

a. If the Council decides not to convene a task force, the Council will
request that, within ten (10) calendar days thereafter, each
constituency appoint a representative to solicit the constituency's
views on the issue. Each such representative shall be asked to
submit a Constituency Statement to the Staff Manager within thirty-
five (35) calendar days after initiation of the PDP.

b. The Council may also pursue other options that it deems
appropriate to assist in the PDP, including appointing a particular
individual or organization to gather information on the issue or
scheduling meetings for deliberation or briefing. All such information
shall be submitted to the Staff Manager within thirty-five (35) calendar
days after initiation of the PDP.

c. The Staff Manager will take all Constituency Statements, Public
Comment Statements, and other information and compile (and post
on the Comment Site) an Initial Report within fifty (50) calendar days
after initiation of the PDP. Thereafter, the PDP shall follow the
provisions of Item 9 below in creating a Final Report.

9. Public Comments to the Task Force Report or Initial Report

a. The public comment period will last for twenty (20) calendar days
after posting of the Task Force Report or Initial Report. Any individual
or organization may submit comments during the public comment
period, including any constituency that did not participate in the task
force. All comments shall be accompanied by the name of the author
of the comments, the author's relevant experience, and the author's
interest in the issue.

b. At the end of the twenty (20) day period, the Staff Manager will be
responsible for reviewing the comments received and adding those
deemed appropriate for inclusion in the Staff Manager's reasonable
discretion to the Task Force Report or Initial Report (collectively, the
"Final Report"). The Staff Manager shall not be obligated to include
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all comments made during the comment period, including each
comment made by any one individual or organization.

c. The Staff Manager shall prepare the Final Report and submit it to
the Council chair within ten (10) calendar days after the end of the
public comment period.

10. Council Deliberation

a. Upon receipt of a Final Report, whether as the result of a task force
or otherwise, the Council chair will (i) distribute the Final Report to all
Council members; and (ii) call for a Council meeting within ten (10)
calendar days thereafter. The Council may commence its deliberation
on the issue prior to the formal meeting, including via in-person
meetings, conference calls, e-mail discussions or any other means
the Council may choose. The deliberation process shall culminate in
a formal Council meeting either in person or via teleconference,
wherein the Council will work towards achieving a Supermajority Vote
to present to the Board.

b. The Council may, if it so chooses, solicit the opinions of outside
advisors at its final meeting. The opinions of these advisors, if relied
upon by the Council, shall be (i) embodied in the Council's report to
the Board, (ii) specifically identified as coming from an outside
advisor; and (iii) be accompanied by a detailed statement of the
advisor's (x) qualifications and relevant experience; and (y) potential
conflicts of interest.

11. Council Report to the Board

The Staff Manager will be present at the final meeting of the Council, and will
have five (5) calendar days after the meeting to incorporate the views of the
Council into a report to be submitted to the Board (the "Board Report"). The
Board Report must contain at least the following:

a. A clear statement of any Supermajority Vote recommendation of
the Council,

b. If a Supermajority Vote was not reached, a clear statement of all
positions held by Council members. Each statement should clearly
indicate (i) the reasons underlying each position and (ii) the
constituency(ies) that held the position;

c. An analysis of how the issue would affect each constituency,
including any financial impact on the constituency;

d. An analysis of the period of time that would likely be necessary to
implement the policy;

e. The advice of any outside advisors relied upon, which should be
accompanied by a detailed statement of the advisor's (i) qualifications
and relevant experience; and (ii) potential conflicts of interest;

https://www.icann.org/resources/unthemed-pages/bylaws-2002-12-15-en Page 58 of 60



ICANN

9/10/2018

f. The Final Report submitted to the Council; and

g. A copy of the minutes of the Council deliberation on the policy
issue, including the all opinions expressed during such deliberation,
accompanied by a description of who expressed such opinions.

12. Agreement of the Council

A Supermajority Vote of the Council members will be deemed to reflect the view
of the Council, and may be conveyed to the Board as the Council's
recommendation. Abstentions shall not be permitted; thus all Council members
must cast a vote unless they identify a financial interest in the outcome of the
policy issue. Notwithstanding the foregoing, as set forth above, all viewpoints
expressed by Council members during the PDP must be included in the Board
Report.

13. Board Vote

a. The Board will meet to discuss the GNSO Council
recommendation as soon as feasible after receipt of the Board Report
from the Staff Manager.

b. In the event that the Council reached a Supermajority Vote, the
Board shall adopt the policy according to the Council Supermajority
Vote recommendation unless by a vote of more than sixty-six (66%)
percent of the Board determines that such policy is not in the best
interests of the ICANN community or ICANN.

c. In the event that the Board determines not to act in accordance
with the Council Supermajority Vote recommendation, the Board shall
(i) articulate the reasons for its determination in a report to the
Council (the "Board Statement"); and (ii) submit the Board Statement
to the Council.

d. The Council shall review the Board Statement for discussion with
the Board within twenty (20) calendar days after the Council's receipt
of the Board Statement. The Board shall determine the method (e.qg.,
by teleconference, e-mail, or otherwise) by which the Council and
Board will discuss the Board Statement.

e. At the conclusion of the Council and Board discussions, the
Council shall meet to affirm or modify its recommendation, and
communicate that conclusion (the "Supplemental Recommendation™)
to the Board, including an explanation for its current recommendation.
In the event that the Council is able to reach a Supermajority Vote on
the Supplemental Recommendation, the Board shall adopt the
recommendation unless more than sixty-six (66%) percent of the
Board determines that such policy is not in the interests of the ICANN
community or ICANN.

f. In any case in which the Council is not able to reach Supermajority,
a majority vote of the Board will be sufficient to act.
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g. When a final decision on a GNSO Council Recommendation or
Supplemental Recommendation is timely, the Board shall take a
preliminary vote and, where practicable, will publish a tentative
decision that allows for a ten (10) day period of public comment prior
to a final decision by the Board.

14. Implementation of the Policy

Upon a final decision of the Board, the Board shall, as appropriate, give
authorization or direction to the ICANN staff to take all necessary steps to
implement the policy.

15. Maintenance of Records

Throughout the PDP, from policy suggestion to a final decision by the Board,
ICANN will maintain on the Website, a status web page detailing the progress of
each PDP issue, which will describe:

a. The initial suggestion for a policy;

b. A list of all suggestions that do not result in the creation of an Issue
Report;

c. The timeline to be followed for each policy;
d. All discussions among the Council regarding the policy;

e. All reports from task forces, the Staff Manager, the Council and the
Board; and

f. All public comments submitted.
16. Additional Definitions

"Comment Site" and "Website" refer to one or more web sites designated by
ICANN on which notifications and comments regarding the PDP will be posted.

"Staff Manager" means an ICANN staff person(s) who manages the PDP.

"Supermajority Vote" means a vote of more than sixty-six (66) percent of the
members present at a meeting of the applicable body.

Comments concerning the layout, construction and functionality of this site
should be sent to webmaster@icann.org.

Page Updated 15-Mar-2003
©1998 2002 The nternet Corporation for Assigned Names and Numbers All rights reserved
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ICANN-NSI Registry
5 Agreement

(Approved November 4, 1999)

ICANN (Signed November 10, 1999)

(Posted November 10, 1999)

On September 28, 1999, ICANN announced tentative agreement with the United States Department of
Commerce and Network Solutions, Inc. on a series of agreements that will put the newly introduced
competition among registrars in the .com, .net, and .org TLDs on a permanant and firmer footing. After
written and oral public comments, these agreements were revised in several respects and were adopted
by the ICANN Board on November 4, 1999.

One of these agreements is a registry agreement under which NSI will operate the registry for the .com,
.net, and .org top-level domains according to requirements stated in the agreement and developed in the
future through the ICANN consensus-based process. All ICANN-accredited registrars will have equal
access to this registry.

The text of the registry agreement appears below.

REGISTRY AGREEMENT

This REGISTRY AGREEMENT ("Agreement”) is by and between the Internet Corporation for Assigned
Names and Numbers, a not-for-profit corporation, and Network Solutions, Inc., a Delaware corporation.

Definitions
For purposes of this Agreement, the following definitions shall apply:
1. A"Consensus Policy" is one adopted by ICANN as follows:

(a) "Consensus Policies" are those adopted based on a consensus among Internet
stakeholders represented in the ICANN process, as demonstrated by (1) the adoption of the
policy by the ICANN Board of Directors, (2) a recommendation that the policy should be
adopted by at least a two-thirds vote of the council of the ICANN Supporting Organization to
which the matter is delegated, and (3) a written report and supporting materials (which must
include all substantive submissions to the Supporting Organization relating to the proposal)
that (i) documents the extent of agreement and disagreement among impacted groups, (ii)
documents the outreach process used to seek to achieve adequate representation of the views
of groups that are likely to be impacted, and (iii) documents the nature and intensity of
reasoned support and opposition to the proposed policy.
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(b) In the event that NSI disputes the presence of such a consensus, it shall seek review of
that issue from an Independent Review Panel established under ICANN's bylaws. Such review
must be sought within fifteen working days of the publication of the Board's action adopting the
policy. The decision of the panel shall be based on the report and supporting materials
required by subsection (a) above. In the event that NSI seeks review and the Panel sustains
the Board's determination that the policy is based on a consensus among Internet
stakeholders represented in the ICANN process, then NSI must implement such policy unless
it promptly seeks and obtains injunctive relief under Section 13 below.

(c) If, following a decision by the Independent Review Panel convened under subsection (b)
above, NSI still disputes the presence of such a consensus, it may seek further review of that
issue within fifteen working days of publication of the decision in accordance with the dispute
resolution procedures set forth in Section 13 below; provided, however, that NSI must continue
to implement the policy unless it has obtained injunctive relief under Section 13 below or a final
decision is rendered in accordance with the provisions of Section 13 that relieves NSI of such
obligation. The decision in any such further review shall be based on the report and supporting
materials required by subsection (a) above.

(d) A policy adopted by the ICANN Board of Directors on a temporary basis, without a prior
recommendation by the council of an ICANN Supporting Organization, shall also be
considered to be a Consensus Policy if adopted by the ICANN Board of Directors by a vote of
at least two-thirds of its members, and if immediate temporary adoption of a policy on the
subject is necessary to maintain the stability of the Internet or the operation of the domain
name system, and if the proposed policy is as narrowly tailored as feasible to achieve those
objectives. In adopting any policy under this provision, the ICANN Board of Directors shall
state the period of time for which the policy is temporarily adopted and shall immediately refer
the matter to the appropriate Supporting Organization for its evaluation and review with a
detailed explanation of its reasons for adopting the temporary policy and why the Board
believes the policy should receive the consensus support of Internet stakeholders. If the period
of time for which the policy is adopted exceeds 45 days, the Board shall reaffirm its temporary
adoption every 45 days for a total period not to exceed 180 days, in order to maintain such
policy in effect until such time as it meets the standard set forth in subsection (a) above. If the
standard set forth in subsection (a) above is not met within the temporary period set by the
Board, or the council of the Supporting Organization to which it has been referred votes to
reject the temporary policy, it will no longer be a "Consensus Policy."

(e) For all purposes under this Agreement, the policies identified in Appendix A adopted by the
ICANN Board of Directors before the effective date of this Agreement shall be treated in the
same manner and have the same effect as "Consensus Policies."

(f) In the event that, at the time the ICANN Board adopts a policy under subsection (a) above
during the term of this Agreement, ICANN does not have in place an Independent Review
Panel established under ICANN's bylaws, the fifteen working day period allowed under
subsection (b) above to seek review shall be extended until fifteen working days after ICANN
does have such an Independent Review Panel in place and NSI shall not be obligated to
comply with the policy in the interim.

2. The "Effective Date" is the date on which the Agreement is signed by ICANN and NSI.

3. The "Expiration Date" is the date specified in Section 23 below.

4. "gTLDs" means the .com, .net, and .org TLDs, and any new gTLDs established by ICANN.
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5. "ICANN" refers to the Internet Corporation for Assigned Names and Numbers, a party to this
Agreement.

6. "NSI" refers to Network Solutions, Inc., in its capacity as a domain name registry for the Registry TLDs,
a party to this Agreement.

7. "Personal Data" refers to data about any identified or identifiable natural person.

8. "Registry Data" means all data maintained in electronic form in the registry database, and shall include
Zone File Data, all data submitted by registrars in electronic form, and all other data concerning particular
registrations or nameservers maintained in electronic form in the registry database.

9. "Registry Services" means operation of the registry for the Registry TLDs and shall include receipt of
data concerning registrations and nameservers from registrars, provision of status information to
registrars, operation of the registry TLD zone servers, and dissemination of TLD zone files.

10. "Registry TLDs" refers to the .com, .net, and .org TLDs.
11. "SLD" refers to a second-level domain in the Internet domain name system.

12. "Term of this Agreement" begins on the Effective Date and runs through the earliest of (a) the
Expiration Date, (b) termination of this Agreement under Section 14 or Section 16(B), or (c) termination of
this Agreement pursuant to withdrawal of the Department of Commerce's recognition of ICANN under
Section 24.

13. "TLD" refers to a top-level domain in the Internet domain name system.

14. "Zone File Data" means all data contained in domain name system zone files for the Registry TLDs as
provided to TLD nameservers on the Internet.

Agreements
NSI and ICANN agree as follows:

1. Designation of Registry. ICANN acknowledges and agrees that NSI is and will remain the registry for
the Registry TLD(s) throughout the Term of this Agreement.

2. Recognition in Authoritative Root Server System. In the event and to the extent that ICANN is
authorized to set policy with regard to an authoritative root server system, it will ensure that (A) the
authoritative root will point to the TLD zone servers designated by NSI for the Registry TLDs throughout
the Term of this Agreement and (B) any changes to TLD zone server designation submitted to ICANN by
NSI will be implemented by ICANN within five business days of submission. In the event that this
Agreement is terminated (A) under Section 14 or 16(B) by NSI or (B) under Section 24 due to the
withdrawal of recognition of ICANN by the United States Department of Commerce, ICANN's obligations
concerning TLD zone server designations for the .com, .net, and .org TLDs in the authoritative root server
system shall be as stated in a separate agreement between ICANN and the Department of Commerce.

3. General Obligations of NSI.

(A) During the Term of this Agreement:

(i) NSI agrees that it will operate the registry for the Registry TLDs in accordance
with this Agreement;
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(i) NSI shall comply, in its operation of the registry, with all Consensus Policies
insofar as they:

(a) are adopted by ICANN in compliance with Section 4 below,

(b) relate to one or more of the following: (1) issues for which uniform or
coordinated resolution is reasonably necessary to facilitate
interoperability, technical reliability and/or stable operation of the
Internet or domain-name system, (2) registry policies reasonably
necessary to implement Consensus Policies relating to registrars, or (3)
resolution of disputes regarding the registration of domain names (as
opposed to the use of such domain names), and

(c) do not unreasonably restrain competition.

(B) NSI acknowledges and agrees that upon the earlier of (i) the Expiration Date or (i)
termination of this Agreement by ICANN pursuant to Section 14, it will cease to be the registry
for the Registry TLDs, unless prior to the end of the term of this Agreement NSI is chosen as
the Successor Registry in accordance with the provisions of this Agreement.

(C) To the extent that Consensus Policies are adopted in conformance with Section 4 of this
Agreement, the measures permissible under Section 3(A)(ii)(b) shall include, without limitation:

() principles for allocation of SLD names (e.g., first-come/first-served, timely
renewal, holding period after expiration);

(ii) prohibitions on warehousing of or speculation in domain names by registries or
registrars;

(iii) reservation of SLD names that may not be registered initially or that may not be
renewed due to reasons reasonably related to (a) avoidance of confusion among or
misleading of users, (b) intellectual property, or (c) the technical management of
the DNS or the Internet (e.g., "example.com" and single-letter/digit names);

(iv) the allocation among continuing registrars of the SLD names sponsored in the
registry by a registrar losing accreditation; and

(v) dispute resolution policies that take into account the use of a domain name.

Nothing in this Section 3 shall limit or otherwise affect NSI's obligations as set forth elsewhere
in this Agreement.

4. General Obligations of ICANN. With respect to all matters that impact the rights, obligations, or role of

NSI, ICANN shall during the Term of this Agreement:
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(A) exercise its responsibilities in an open and transparent manner;

(B) not unreasonably restrain competition and, to the extent feasible, promote and encourage
robust competition;

(C) not apply standards, policies, procedures or practices arbitrarily, unjustifiably, or inequitably
and not single out NSI for disparate treatment unless justified by substantial and reasonable
cause; and
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(D) ensure, through its reconsideration and independent review policies, adequate appeal
procedures for NSI, to the extent it is adversely affected by ICANN standards, policies,
procedures or practices.

5. Protection from Burdens of Compliance With ICANN Policies. ICANN hereby agrees to indemnify and
hold harmless NSI, and its directors, officers, employees and agents from and against any and all claims,
damages or liabilities arising solely from NSI's compliance as required by this Agreement with an ICANN
policy adopted after both parties have entered into this Agreement, except that NSI shall not be
indemnified or held harmless hereunder to the extent that the claims, damages or liabilities arise from the
particular manner in which NSI has chosen to comply with the policy. In addition, NSI shall be given a
reasonable period after receiving notice of adoption of an ICANN Consensus Policy in which to comply
with that policy.

6. NSI Regqistry-Level Financial Support of ICANN. NSI, in its role as operator of the registry for the
Registry TLDs, shall pay the gTLD registry-level fees adopted by ICANN in conformance with Section 4 of
this Agreement, provided such fees are reasonably allocated among all gTLD registries that contract with
ICANN and provided further that, if NSI's share of the total gTLD registry-level fees are or are budgeted to
be in excess of $250,000 in any given year, any such excess must be expressly approved by gTLD
registries accounting, in aggregate, for payment of two-thirds of all gTLD registry-level fees. NSI shall pay
such fees in a timely manner throughout the Term of this Agreement, and notwithstanding the pendency
of any dispute between NSI and ICANN. NSI agrees to prepay $250,000 toward its share of gTLD
registry-level fees at the time of signing of this Agreement.

7. Data Escrow. NSI shall deposit into escrow all Registry Data on a schedule (not more frequently than
weekly for a complete set of Registry Data, and daily for incremental updates) and in an electronic format
mutually approved from time to time by NSI and ICANN, such approval not to be unreasonably withheld
by either party. The escrow shall be maintained, at NSI's expense, by a reputable escrow agent mutually
approved by NSI and ICANN, such approval also not to be unreasonably withheld by either party. The
escrow shall be held under an agreement among ICANN, NSI, the United States Department of
Commerce, and the escrow agent providing that (A) the data shall be received and held in escrow, with no
use other than verification that the deposited data is complete and in proper format, until released to
ICANN or to the United States Department of Commerce; (B) the data shall be released to ICANN upon
termination of this Agreement by ICANN under Section 14 or upon the Expiration Date if (1) this
Agreement has not sooner been terminated and (2) it has been finally determined by the ICANN Board
(and no injunction obtained pursuant to Section 13 has been obtained) that NSI will not be designated as
the successor registry under Section 22 of this Agreement; and (C), in the alternative, the data shall be
released to the United States Department of Commerce according to the terms of the cooperative
agreement between NSI and the United States Government.

8. NSI Handling of Personal Data. NSI agrees to notify registrars sponsoring registrations in the registry of
the purposes for which Personal Data submitted to the registry by registrars is collected, the recipients (or
categories of recipients) of such Personal Data, and the mechanism for access to and correction of such
Personal Data. NSI shall take reasonable steps to protect Personal Data from loss, misuse, unauthorized
disclosure, alteration or destruction. NSI shall not use or authorize the use of Personal Data in a way that
Is incompatible with the notice provided to registrars.

9. Publication by NSI of Registry Data.

(A) NSI shall provide an interactive web page and a port 43 Whois service providing free public
query-based access to up-to-date (i.e. updated at least daily) registry database data which, in
response to input of an SLD name, shall report at least the following data elements in
response to queries: (a) the SLD name registered, (b) the TLD in which the SLD is registered;
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(c) the IP addresses and corresponding names of the primary nhameserver and secondary
nameserver(s) for such SLD, (d) the identity of the sponsoring Registrar, and (e) the date of
the most recent modification to the domain name record in the registry database; provided,
however, that if ICANN adopts a Consensus Policy that adds to or subtracts from these
elements, NSI will implement that policy.

(B) To ensure operational stability of the registry, NSI may temporarily limit access under
subsection (A), in which case NSI shall immediately notify ICANN of the nature of and reason
for the limitation. NSI shall not continue the limitation longer than three business days if ICANN
objects in writing, which objection shall not be unreasonably made. Such temporary limitations
shall be applied in a nonarbitrary manner and shall apply fairly to any registrar similarly
situated, including NSI.

(C) NSI as registry shall comply with Consensus Policies providing for development and
operation of a capability that provides distributed free public query-based (web and command-
line) access to current registration data implemented by registrars providing for capabilities
comparable to WHOIS, including (if called for by the Consensus Policy) registry database
lookup capabilities according to a specified format. If such a service implemented by registrars
on a distributed basis does not within a reasonable time provide reasonably robust, reliable
and convenient access to accurate and up-to-date registration data, NSI as registry shall
cooperate and, if reasonably determined to be necessary by ICANN (considering such
possibilities as remedial action by specific registrars), provide data from the registry database
to facilitate the development of a centralized service providing equivalent functionality in a
manner established by a Consensus Policy.

10. Rights in Data. Except as permitted by the Registrar License and Agreement, NSI shall not be entitled
to claim any intellectual property rights in data in the registry supplied by or through registrars other than
NSI. In the event that Registry Data is released from escrow under Section 7 or transferred to a
Successor Registry under Section 22(D), any rights held by NSI as registry in the data shall automatically
be licensed on a non-exclusive, irrevocable, royalty-free, paid-up basis to the recipient of the data.

11. Limitation of Liability. Neither party shall be liable to the other under this Agreement for any special,
indirect, incidental, punitive, exemplary or consequential damages.

12. Specific Performance. During the Term of this Agreement, either party may seek specific performance
of any provision of this Agreement as provided by Section 13, provided the party seeking such
performance is not in material breach of its obligations.

13. Resolution of Disputes Under This Agreement. Disputes arising under or in connection with this
Agreement, including requests for specific performance, shall be resolved in a court of competent
jurisdiction or, at the election of both parties (except for any dispute over whether a policy adopted by the
Board is a Consensus Policy, in which case at the election of either party), by an arbitration conducted as
provided in this Section pursuant to the International Arbitration Rules of the American Arbitration
Association ("AAA"). The arbitration shall be conducted in English and shall occur in Los Angeles County,
California, USA. There shall be three arbitrators: each party shall choose one arbitrator and, if the two
arbitrators are not able to agree on a third arbitrator, the third shall be chosen by the AAA. The parties
shall bear the costs of the arbitration in equal shares, subject to the right of the arbitrators to reallocate the
costs in their award as provided in the AAA rules. The parties shall bear their own attorneys' fees in
connection with the arbitration, and the arbitrators may not reallocate the attorneys' fees in conjunction
with their award. The arbitrators shall render their decision within ninety days of the initiation of arbitration.
In all litigation involving ICANN concerning this Agreement (whether in a case where arbitration has not
been elected or to enforce an arbitration award), jurisdiction and exclusive venue for such litigation shall
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be in a court located in Los Angeles, California, USA; however, the parties shall also have the right to
enforce a judgment of such a court in any court of competent jurisdiction. For the purpose of aiding the
arbitration and/or preserving the rights of the parties during the pendency of an arbitration, the parties
shall have the right to seek temporary or preliminary injunctive relief from the arbitration panel or a court
located in Los Angeles, California, USA, which shall not be a waiver of this arbitration agreement.

14. Termination.

(A) In the event an arbitration award or court judgment is rendered specifically enforcing any
provision of this Agreement or declaring a party's rights or obligations under this Agreement,
either party may, by giving written notice, demand that the other party comply with the award
or judgment. In the event that the other party fails to comply with the order or judgment within
ninety days after the giving of notice (unless relieved of the obligation to comply by a court or
arbitration order before the end of that ninety-day period), the first party may terminate this
Agreement immediately by giving the other party written notice of termination.

(B) In the event of termination by DOC of its Cooperative Agreement with NSI pursuant to
Section I.B.8 of Amendment 19 to that Agreement, ICANN shall, after receiving express
notification of that fact from DOC and a request from DOC to terminate NSI as the operator of
the registry database for the Registry TLDs, terminate NSI's rights under this Agreement, and
shall cooperate with DOC to facilitate the transfer of the operation of the registry database to a
successor registry.

15. Assignment. Neither party may assign this Agreement without the prior written approval of the other
party, such approval not to be unreasonably withheld. Notwithstanding the foregoing sentence, a party
may assign this Agreement by giving written notice to the other party in the following circumstances,
provided the assignee agrees in writing with the other party to assume the assigning party's obligations
under this Agreement: (a) NSI may assign this Agreement as part of the transfer of its registry business
approved under Section 25 and (b) ICANN may, in conjunction with a reorganization or reincorporation of
ICANN and with the written approval of the Department of Commerce, assign this Agreement to another
non-profit corporation organized for the same or substantially the same purposes as ICANN.

16. Relationship to Cooperative Agreement Between NSI and U.S. Government.

(A) NSI's obligations under this Agreement are conditioned on the agreement by NSI and the
Department of Commerce to Amendment 19 to the Cooperative Agreement in the form
attached to this Agreement as Appendix C.

(B) If within a reasonable period of time ICANN has not made substantial progress towards
having entered into agreements with competing registries and NSl is adversely affected from a
competitive perspective, NSI may terminate this Agreement with the approval of the U.S.
Department of Commerce. In such event, as provided in Section 16(A) above, the Cooperative
Agreement shall replace this Agreement.

(C) In the case of conflict while they are both in effect, and to the extent that they address the
same subject in an inconsistent manner, the term(s) of the Cooperative Agreement shall take
precedence over this Agreement.

17. NSI Agreements with Registrars. NSI shall make access to the Shared Registration System available
to all ICANN-accredited registrars subject to the terms of the NSI/Registrar License and Agreement
(attached as Appendix B). Such agreement may be revised by NSI, provided however, that any such
changes must be approved in advance by ICANN. Such agreement shall also be revised to incorporate
any Registry Service Level Agreement implemented under Section 18.
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18. Performance and Functional Specifications for Reqistry Services. Unless and until ICANN adopts
different standards as a Consensus Policy pursuant to Section 4, NSI shall provide registry services to
ICANN-accredited registrars meeting the performance and functional specifications set forth in SRS
specification version 1.0.6 dated September 10, 1999, as supplemented by Appendix E and any Registry
Service Level Agreement established according to this Section 18. In the event ICANN adopts different
performance and functional standards for the registry as a Consensus Policy in compliance with Section
4, NSI shall comply with those standards to the extent practicable, provided that compensation pursuant
to the provisions of Section 20 has been resolved prior to implementation and provided further that NSl is
given a reasonable time for implementation. In no event shall NSI be required to implement any different
functional standards before 3 years from the Effective Date of this Agreement.

Within 45 days after the Effective Date, (i) representatives designated by ICANN of registrars accredited
by ICANN for the Registry TLDs and (ii) NSI will establish a Registry Service Level Agreement for the
registry system that shall include, at least:

(A) identified service level parameters and measurements regarding performance of the
registry system, including, for example, system availability;

(B) responsibilities of registrars using the registry system and NSI (e.qg., the obligation of the
registrars to notify NSI of any experienced registry system outages and the obligation of NSI to
respond in a timely manner to registry system outages);

(C) an appropriate service-level dispute-resolution process; and
(D) remedies for failure to comply with the Registry Service Level Agreement.

Unless the Registry Service Level Agreement requires fundamental architecture changes to the registry
system or extraordinary increases in costs to NSI beyond what is generally required to implement a
service level agreement (which is not the intent of the parties) the creation and implementation of the
Registry Service Level Agreement shall not result in a price increase under Section 20.

The 45-day drafting process for the Registry Service Level Agreement shall be structured as follows: (E)
the designated representatives and NSI (the "SLA Working Group") shall promptly meet and shall within
20 days after the Effective Date complete a draft of the Registry Service Level Agreement; (F) all
registrars accredited by ICANN for the Registry TLDs shall have 10 days after distribution of that draft to
submit comments to the SLA Working Group; and (G) the SLA Working Group shall meet again to finalize
the Registry Service Level Agreement, taking into account the comments of the registrars. The 45-day
period shall be subject to extension by mutual agreement of the members of the SLA Working Group. The
SLA shall be implemented as soon as reasonably feasible after its completion and approval by ICANN,
including by implementation in stages if appropriate.

After it is approved by the SLA Working Group and ICANN, the Registry Service Level Agreement shall be
incorporated in the NSI/Registrar License and Agreement referred to in Section 17.

19. Bulk Access to Zone Files. NSI shall provide third parties bulk access to the zone files for .com, .net,
and .org TLDs on the terms set forth in the zone file access agreement (attached as Appendix D). Such
agreement may be revised by NSI, provided however, that any such changes must be approved in
advance by ICANN.

20. Price for Reqistry Services. The price(s) to accredited registrars for entering initial and renewal SLD
registrations into the registry database and for transferring a SLD registration from one accredited

registrar to another will be as set forth in Section 5 of the Registrar License and Agreement (attached as
Appendix B). These prices shall be increased through an amendment to this Agreement as approved by
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ICANN and NSI, such approval not to be unreasonably withheld, to reflect demonstrated increases in the
net costs of operating the registry arising from (1) ICANN policies adopted after the date of this
Agreement, or (2) legislation specifically applicable to the provision of Registry Services adopted after the
date of this Agreement, to ensure that NSI recovers such costs and a reasonable profit thereon; provided
that such increases exceed any reductions in costs arising from (1) or (2) above.

21. Additional NSI Obligations.

(A) NSI shall provide all licensed Accredited Registrars (including NSI acting as registrar) with
equivalent access to the Shared Registration System. NSI further agrees that it will make a
certification to ICANN every six months, using the objective criteria set forth in Appendix F that
NSI is providing all licensed Accredited Registrars with equivalent access to its registry
services.

(B) NSI will ensure, in a form and through ways described in Appendix F that the revenues and
assets of the registry are not utilized to advantage NSI's registrar activities to the detriment of
other registrars.

22. Designation of Successor Reqistry.

(A) Not later than one year prior to the end of the term of this Agreement, ICANN shall, in
accordance with Section 4, adopt an open, transparent procedure for designating a Successor
Registry. The requirement that this procedure be opened one year prior to the end of the
Agreement shall be waived in the event that the Agreement is terminated prior to its expiration.

(B) NSI or its assignee shall be eligible to serve as the Successor Registry and neither the
procedure established in accordance with subsection (A) nor the fact that NSl is the incumbent
shall disadvantage NSI in comparison to other entities seeking to serve as the Successor
Registry.

(C) If NSI or its assignee is not designated as the Successor Registry, NSI or its assignee shall
cooperate with ICANN and with the Successor Registry in order to facilitate the smooth
transition of operation of the registry to Successor Registry. Such cooperation shall include the
timely transfer to the Successor Registry of an electronic copy of the registry database and of
a full specification of the format of the data.

(D) ICANN shall select as the Successor Registry the eligible party that it reasonably
determines is best qualified to perform the registry function under terms and conditions
developed as a Consensus Policy, taking into account all factors relevant to the stability of the
Internet, promotion of competition, and maximization of consumer choice, including without
limitation: functional capabilities and performance specifications proposed by the eligible party
for its operation of the registry, the price at which registry services are proposed to be provided
by the party, relevant experience of the party, and demonstrated ability of the party to handle
operations at the required scale. ICANN shall not charge any additional fee to the Successor
Registry.

(E) In the event that a party other than NSI or its assignee is designated as the Successor
Registry, NSI shall have the right to challenge the reasonableness of ICANN's failure to
designate NSI or its assignee as the Successor Registry under the provisions of Section 13 of
this Agreement.

23. Expiration of this Agreement. The Expiration Date shall be four years after the Effective Date, unless
extended as provided below. In the event that NSI completes the legal separation of ownership of its
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Registry Services business from its registrar business by divesting all the assets and operations of one of
those businesses within 18 months after Effective Date to an unaffiliated third party that enters an
agreement enforceable by ICANN and the Department of Commerce (i) not to be both a registry and a
registrar in the Registry TLDs, and (ii) not to control, own or have as an affiliate any individual(s) or entity
(ies) that, collectively, act as both a registry and a registrar in the Registry TLDs, the Expiration Date shall
be extended for an additional four years, resulting in a total term of eight years. For the purposes of this
Section, "unaffiliated third party" means any entity in which NSI (including its successors and assigns,
subsidiaries and divisions, and their respective directors, officers, employees, agents and representatives)
does not have majority equity ownership or the ability to exercise managerial or operational control, either
directly or indirectly through one or more intermediaries. "Control," as used in this Section 23, means any
of the following: (1) ownership, directly or indirectly, or other interest entitling NSI to exercise in the
aggregate 25% or more of the voting power of an entity; (2) the power, directly or indirectly, to elect 25%
or more of the board of directors (or equivalent governing body) of an entity; or (3) the ability, directly or
indirectly, to direct or cause the direction of the management, operations, or policies of an entity.

24. Withdrawal of Recognition of ICANN by the Department of Commerce. In the event that, prior to the
expiration or termination of this Agreement under Section 14 or 16(B), the United States Department of
Commerce withdraws its recognition of ICANN as NewCo under the Statement of Policy pursuant to the
procedures set forth in Section 5 of Amendment 1 (dated November 10, 1999) to the Memorandum of
Understanding between ICANN and the Department of Commerce, this Agreement shall terminate.

25. Assignment of Regqistry Assets. NSI may assign and transfer its registry assets in connection with the
sale of its registry business only with the approval of the Department of Commerce.

26. Option to Substitute Generic Agreement. At NSI's option, it may substitute any generic
ICANN/Registry agreement that may be adopted by ICANN for this Agreement; provided, however, that

by NSI.

27. Notices, Designations, and Specifications. All notices to be given under this Agreement shall be given
in writing at the address of the appropriate party as set forth below, unless that party has given a notice of
change of address in writing. Any notice required by this Agreement shall be deemed to have been
properly given when delivered in person, when sent by electronic facsimile, or when scheduled for delivery
by internationally recognized courier service. Designations and specifications by ICANN under this
Agreement shall be effective when written notice of them is deemed given to Registry.

If to ICANN, addressed to:

Internet Corporation for Assigned Names and Numbers
4676 Admiralty Way, Suite 330

Marina Del Rey, California 90292

Telephone: 1/310/823-9358

Facsimile: 1/310/823-8649

Attention: Chief Executive Officer

If to Registry, addressed to:

1. Network Solutions, Inc.
Contact Information Redacted

Telephone Con ac nforma ion Redac ed
Facsim"e_ éon ac nforma ion Redac ed
Attention: General Counsel
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2.Network Solutions, Inc.
Contact Information Redacted

Con ac nforma ion Redac ed

Telephone:
Facsim"e_ Con ac nforma ion Redac ed
Attention: Registry General Manager

28. Dates and Times. All dates and times relevant to this Agreement or its performance shall be computed
based on the date and time observed in Los Angeles, California, USA.

29. Language. All notices, designations, and specifications made under this Agreement shall be in the
English language.

30. Entire Agreement. This Agreement constitutes the entire agreement of the parties hereto pertaining to
the registry for the Registry TLDs and supersedes all prior agreements, understandings, negotiations and
discussions, whether oral or written, between the parties on that subject. This Agreement is intended to
coexist with any Registrar Accreditation Agreement between the parties.

31. Amendments and Waivers. No amendment, supplement, or modification of this Agreement or any
provision hereof shall be binding unless executed in writing by both parties. No waiver of any provision of
this Agreement shall be binding unless evidenced by a writing signed by the party waiving compliance
with such provision. No waiver of any of the provisions of this Agreement shall be deemed or shall
constitute a waiver of any other provision hereof, nor shall any such waiver constitute a continuing waiver
unless otherwise expressly provided.

32. Counterparts. This Agreement may be executed in one or more counterparts, each of which shall be
deemed an original, but all of which together shall constitute one and the same instrument.

IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed in duplicate by
their duly authorized representatives.

INTERNET CORPORATION FOR ASSIGNED NAMES AND NUMBERS

By:

Michael M. Roberts
President and CEO

Date: November 10, 1999

NETWORK SOLUTIONS, INC.

By:

Jonathan W. Emery
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Senior Vice President, General
Counsel & Secretary

Date: November 10, 1999

Page modified 10-November-1999
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Date:
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UNITED STATES DEPARTMENT OF COMMERCE

Management of Internet Names and Addresses

Docket Number: 980212036-8146-02

AGENCY:: National Telecommunications and Information Administration
ACTION: Statement of Policy

SUMMARY:: On July 1, 1997, as part of the Clinton Administration's Framework for Global

Electronic Commerce,(2) the President directed the Secretary of Commerce to privatize the
domain name system (DNS) in a manner that increases competition and facilitates
international participation in its management.

Accordingly, on July 2, 1997, the Department of Commerce issued a Request for Comments
(RFC) on DNS administration. The RFC solicited public input on issues relating to the overall
framework of the DNS administration, the creation of new top-level domains, policies for
domain name registrars, and trademark issues. During the comment period, more than 430

comments were received, amounting to some 1500 pages.2

On January 30, 1998, the National Telecommunications and Information Administration
(NTIA), an agency of the Department of Commerce, issued for comment, A Proposal to
Improve the Technical Management of Internet Names and Addresses. The proposed
rulemaking, or "Green Paper," was published in the Federal Register on February 20, 1998,
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providing opportunity for public comment. NTIA received more than 650 comments, as of
March 23, 1998, when the comment period closed Q

The Green Paper proposed certain actions designed to privatize the management of Internet
names and addresses in a manner that allows for the development of robust competition and
facilitates global participation in Internet management. The Green Paper proposed for
discussion a variety of issues relating to DNS management including private sector creation of
a new not-for-profit corporation (the "new corporation") managed by a globally and
functionally representative Board of Directors.

EFFECTIVE DATE: This general statement of policy is not subject to the delay in effective
date required of substantive rules under 5 U.S.C. § 553(d). It does not contain mandatory

provisions and does not itself have the force and effect of law “@ Therefore, the effective date
of this policy statement is [insert date of publication in the Federal Register].

FOR FURTHER INFORMATION CONTACT: Karen Rose, Office of International
Affairs (OIA), Rm 4701, National Telecommunications and Information Administration

Contact Information Redacted

(NTTA), U.S. Department of Commerce,

Telephone' Contact nformation Redacted E-mail: Con@ct miornauon riegacied [2]

AUTHORITY: 15US.C.§1512; 15U.S.C. § 1525; 47 US.C. § 902(b)(2)(H); 47 USC. §
902(b)(2)(T); 47 US.C. § 902(b)(2)(M); 47 U.S.C. § 904(c)(1).

SUPPLEMENTARY INFORMATION:
Background:

Domain names are the familiar and easy-to-remember names for Internet computers (e.g.,
"www.ecommerce.gov"). They map to unique Internet Protocol (IP) numbers (e.g.,
98.37.241.30) that serve as routing addresses on the Internet. The domain name system (DNS)
translates Internet names into the IP numbers needed for transmission of information across
the network.

U.S. Role in DNS Development:

More than 25 years ago, the U.S. Government began funding research necessary to develop
packet-switching technology and communications networks, starting with the "ARPANET"
network established by the Department of Defense's Advanced Research Projects Agency
(DARPA) n the 1960s. ARPANET was later linked to other networks established by other
government agencies, universities and research facilities. During the 1970s, DARPA also
funded the development of a "network of networks;" this became known as the Internet, and
the protocols that allowed the networks to intercommunicate became known as Internet
protocols (IP).
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As part of the ARPANET devel opment work contracted to the University of Californiaat Los
Angeles (UCLA), Dr. Jon Postel, then a graduate student at the university, undertook the
maintenance of alist of host names and addresses and also alist of documents prepared by
ARPANET researchers, called Requests for Comments (RFCs). The lists and the RFCs were
made available to the network community through the auspices of SRI International, under
contract to DARPA and later the Defense Communication Agency (DCA) (now the Defense
Information Systems Agency (DISA)) for performing the functions of the Network
Information Center (the NIC).

After Dr. Postel moved from UCLA to the Information Sciences Institute (I1Sl) at the
University of Southern California (USC), he continued to maintain the list of assigned Internet
numbers and names under contracts with DARPA. SRI International continued to publish the
lists. Asthe lists grew, DARPA permitted Dr. Postel to delegate additional administrative
aspects of the list maintenance to SRI, under continuing technical oversight. Dr. Postel, under
the DARPA contracts, also published alist of technical parameters that had been assigned for
use by protocol developers. Eventually these functions collectively became known as the
Internet Assigned Numbers Authority (IANA).

Until the early 1980s, the Internet was managed by DARPA, and used primarily for research
purposes. Nonetheless, the task of maintaining the name list became onerous, and the Domain
Name System (DNS) was devel oped to improve the process. Dr. Postel and SRI participated in
DARPA's development and establishment of the technology and practices used by the DNS.
By 1990, ARPANET was completely phased out.

The Nationa Science Foundation (NSF) has statutory authority for supporting and
strengthening basic scientific research, engineering, and educational activitiesin the United
States, including the maintenance of computer networks to connect research and educational
institutions. Beginning in 1987, IBM, MCI and Merit developed NSFNET, a national high-
speed network based on Internet protocols, under an award from NSF. NSFNET, the largest of
the governmental networks, provided a "backbone" to connect other networks serving more
than 4,000 research and educational institutions throughout the country. The National
Aeronautics and Space Administration (NASA) and the U.S. Department of Energy also
contributed backbone facilities.

In 1991-92, NSF assumed responsibility for coordinating and funding the management of the
non-military portion of the Internet infrastructure. NSF solicited competitive proposals to
provide avariety of infrastructure services, including domain name registration services. On
December 31, 1992, NSF entered into a cooperative agreement with Network Solutions, Inc.
(NSI) for some of these services, including the domain name registration services. Since that
time, NSI has managed key registration, coordination, and maintenance functions of the
Internet domain name system. NSI registers domain names in the generic top level domains
(gTLDs) on afirst come, first served basis and also maintains a directory linking domain
names with the IP numbers of domain name servers. NSI also currently maintains the
authoritative database of Internet registrations.

In 1992, the U.S. Congress gave NSF statutory authority to allow commercial activity on the
NSFNET.() This facilitated connections between NSFNET and newly forming commercial
network service providers, paving the way for today's Internet. Thus, the U.S. Government has
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played a pivota rolein creating the Internet as we know it today. The U.S. Government
consistently encouraged bottom-up development of networking technologies, and throughout
the course of its development, computer scientists from around the world have enriched the
Internet and facilitated exploitation of its true potential. For example, scientists at CERN, in
Switzerland, developed software, protocols and conventions that formed the basis of today's
vibrant World Wide Web. This type of pioneering Internet research and development
continues in cooperative organizations and consortia throughout the world.

DNS Management Today:

In recent years, commercia use of the Internet has expanded rapidly. As alegacy, however,
major components of the domain name system are still performed by, or subject to,
agreements with agencies of the U.S. Government.

Every Internet computer has a unique |P number. IANA, headed by Dr. Jon Postel,
coordinates this system by allocating blocks of numerical addressesto regional |P registries
(ARIN in North America, RIPE in Europe, and APNIC in the Asia/Pacific region), under
contract with DARPA. In turn, larger Internet service providers apply to the regional IP
registries for blocks of 1P addresses. The recipients of those address blocks then reassign
addresses to smaller Internet service providers and to end users.

e 1) Assignment of numerical addresses to Internet users.

The domain name space is constructed as a hierarchy. It isdivided into top-level domains
(TLDs), with each TLD then divided into second-level domains (SLDs), and so on. More than
200 national, or country-code, TLDs (ccTLDs) are administered by their corresponding
governments or by private entities with the appropriate national government's acquiescence. A
small set of gTLDs do not carry any national identifier, but denote the intended function of
that portion of the domain space. For example, .com was established for commercial users,
.org for not-for-profit organizations, and .net for network service providers. The registration
and propagation of these key gTLDs are performed by NSI, under afive-year cooperative
agreement with NSF. This agreement expires on September 30, 1998.

e 2) Management of the system of registering names for Internet users.

Theroot server system is aset of thirteen file servers, which together contain authoritative
databases listing al TLDs. Currently, NSI operatesthe "A" root server, which maintains the
authoritative root database and replicates changes to the other root servers on adaily basis.

Different organizations, including NSI, operate the other 12 root servers® The U.S,
Government plays arole in the operation of about half of the Internet's root servers. Universal
name consistency on the Internet cannot be guaranteed without a set of authoritative and
consistent roots. Without such consistency messages could not be routed with any certainty to
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the intended addresses.

o 3) Operation of the root server system.

The Internet protocol suite, as defined by the Internet Engineering Task Force (IETF),
contains many technical parameters, including protocol numbers, port numbers, autonomous
system numbers, management information base object identifiers and others. The common use
of these protocols by the Internet community requires that the particular values used in these
fields be assigned uniquely. Currently, IANA, under contract with DARPA, makes these
assignments and maintains aregistry of the assigned values.

e 4) Protocol Assignment.

The Need for Change:

From its origins as a U.S.-based research vehicle, the Internet is rapidly becoming an
international medium for commerce, education and communication. The traditional means of
organizing its technical functions need to evolve as well. The pressures for change are coming
from many different quarters:

_ Thereiswidespread dissatisfaction about the absence of competition in domain name
registration.

_ Conflicts between trademark holders and domain name holders are becoming more
common. Mechanisms for resolving these conflicts are expensive and cumbersome.

_ Many commercial interests, staking their future on the successful growth of the Internet, are
calling for amore formal and robust management structure.

__Anincreasing percentage of Internet users reside outside of the U.S., and those stakeholders
want to participate in Internet coordination.

__AslInternet names increasingly have commercial value, the decision to add new top-level
domains cannot be made on an ad hoc basis by entities or individuals that are not formally
accountabl e to the Internet community.

_ Asthe Internet becomes commercial, it becomes less appropriate for U.S. research agencies
to direct and fund these functions.

The Internet technical community has been actively debating DNS management policy for
several years. Experimental registry systems offering name registration servicesin an
[Page 5]



alternative set of exclusive domains developed as early as January 1996. Although visible to
only afraction of Internet users, alternative systems such as the name.space, AlterNIC, and

eDNS affiliated registriest? contributed to the community's dial ogue on the evolution of DNS
administration.

In May of 1996, Dr. Postel proposed the creation of multiple, exclusive, competing top-level
domain name registries. This proposal called for the introduction of up to 50 new competing
domain name registries, each with the exclusive right to register namesin up to three new top-
level domains, for atotal of 150 new TLDs. While some supported the proposal, the plan drew
much criticism from the Internet technical community.(8) The paper was revised and
reissued.(9) The Internet Society's (ISOC) board of trustees endorsed, in principle, the slightly
revised but substantively similar version of the draft in June of 1996.

After considerable debate and redrafting failed to produce a consensus on DNS change, IANA
and the Internet Society (1SOC) organized the International Ad Hoc Committee(10) (IAHC or
the Ad Hoc Committee) in September 1996, to resolve DNS management issues. The World
Intellectual Property Organization (WI1PO) and the International Telecommunications Union
(ITU) participated in the IAHC. The Federal Networking Council (FNC) participated in the
early deliberations of the Ad Hoc Committee.

The IAHC issued a draft plan in December 1996 that introduced unique and thoughtful
concepts for the evolution of DNS administration.(11) The final report proposed a
memorandum of understanding (MoU) that would have established, initially, seven new
gTLDsto be operated on a nonexclusive basis by a consortium of new private domain name
registrars called the Council of Registrars (CORE).(12) Policy oversight would have been
undertaken in a separate council called the Policy Oversight Committee (POC) with seats
allocated to specified stakeholder groups. Further, the plan formally introduced mechanisms
for resolving trademark/domain name disputes. Under the MoU, registrants for second-level
domains would have been required to submit to mediation and arbitration, facilitated by
WIPOQ, in the event of conflict with trademark holders.

Although the IAHC proposal gained support in many quarters of the Internet community, the
|AHC process was criticized for its aggressive technology development and implementation
schedule, for being dominated by the Internet engineering community, and for lacking
participation by and input from business interests and othersin the Internet community.(13)
Others criticized the plan for failing to solve the competitive problems that were such a source
of dissatisfaction among Internet users and for imposing unnecessary burdens on trademark
holders. Although the POC responded by revising the original plan, demonstrating a
commendabl e degree of flexibility, the proposal was not able to overcome initial criticism of
both the plan and the process by which the plan was developed.(14) Important segments of
the Internet community remained outside the IAHC process, criticizing it as insufficiently
representative.(15)

Asaresult of the pressure to change DNS management, and in order to facilitate its
withdrawal from DNS management, the U.S. Government, through the Department of
Commerce and NTIA, sought public comment on the direction of U.S. policy with respect to
DNS, issuing the Green Paper on January 30, 1998.(16) The approach outlined in the Green
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Paper adopted elements of other proposals, such as the early Postel drafts and the IAHC
gTLD- MoU.

Comments and Response: The following are summaries of and responses to the major
comments that were received in response to NTIA's issuance of A Proposal to Improve the
Technical Management of Internet Names and Addresses. As used herein, quantitative terms
such as "some," "many," and "the majority of," reflect, roughly speaking, the proportion of
comments addressing a particular issue but are not intended to summarize all comments
received or the complete substance of all such comments.

1. Principles for a New System. The Green Paper set out four principlesto guide the
evolution of the domain name system: stability, competition, private bottom-up coordination,
and representation.

Comments: In general, commenters supported these principles, in some cases highlighting the
importance of one or more of the principles. For example, a number of commenters
emphasized the importance of establishing a body that fully reflects the broad diversity of the
Internet community. Others stressed the need to preserve the bottom-up tradition of Internet
governance. A limited number of commenters proposed additional principles for the new
system, including principles related to the protection of human rights, free speech, open
communication, and the preservation of the Internet as a public trust. Finally, some
commenters who agreed that Internet stability isan important principle, nonethel ess objected
to the U.S. Government's assertion of any participatory role in ensuring such stability.

Response: The U.S. Government policy applies only to management of Internet names and
addresses and does not set out a system of Internet "governance.” Existing human rights and
free speech protections will not be disturbed and, therefore, need not be specifically included
in the core principles for DNS management. In addition, this policy is not intended to displace
other legal regimes (international law, competition law, tax law and principles of international
taxation, intellectual property law, etc.) that may already apply. The continued applicability of
these systems as well as the principle of representation should ensure that DNS management
proceeds in the interest of the Internet community as awhole. Finally, the U.S. Government
believes that it would be irresponsible to withdraw from its existing management role without
taking steps to ensure the stability of the Internet during its transition to private sector
management. On balance, the comments did not present any consensus for amending the
principles outlined in the Green Paper.

2. The Coordinated Functions. The Green Paper identified four DNS functionsto be
performed on a coordinated, centralized basisin order to ensure that the Internet runs
smoothly:

2. To oversee the operation of the Internet root server system;

3. To oversee policy for determining the circumstances under which new top level domains
would be added to the root system; and
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4. To coordinate the devel opment of other technical protocol parameters as needed to maintain
universal connectivity on the Internet.

e 1. Toset policy for and direct the allocation of 1P number blocks;

Comments: Most commenters agreed that these functions should be coordinated centrally,
although afew argued that a system of authoritative roots is not technically necessary to
ensure DNS stability. A number of commenters, however, noted that the fourth function, as
delineated in the Green Paper, overstated the functions currently performed by IANA,
attributing to it central management over an expanded set of functions, some of which are now
carried out by the IETF.

Response: In order to preserve universal connectivity and the smooth operation of the
Internet, the U.S. Government continues to believe, along with most commenters, that these
four functions should be coordinated. In the absence of an authoritative root system, the
potential for name collisions among competing sources for the same domain name could
undermine the smooth functioning and stability of the Internet.

The Green Paper was not, however, intended to expand the responsibilities associated with
Internet protocols beyond those currently performed by IANA. Specifically, management of
DNS by the new corporation does not encompass the development of Internet technical
parameters for other purposes by other organizations such as |IETF. The fourth function should
be restated accordingly:

- to coordinate the assignment of other Internet technical parameters as needed to
maintain universal connectivity on the Internet.

3. Separation of Name and Number Authority.

Comments: A number of commenters suggested that management of the domain name system
should be separated from management of the IP number system. These commenters expressed
the view that the numbering system isrelatively technical and straightforward. They feared
that tight linkage of domain name and 1P number policy development would embraoil the IP
numbering system in the kind of controversy that has surrounded domain name issuance in
recent months. These commenters also expressed concern that the devel opment of alternative
name and number systems could be inhibited by this controversy or delayed by those with
vested interests in the existing system.

Response: The concerns expressed by the commenters are legitimate, but domain names and
I P numbers must ultimately be coordinated to preserve universal connectivity on the Internet.
Also, there are significant costs associated with establishing and operating two separate
management entities.
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However, there are organizational structures that could minimize the risks identified by
commenters. For example, separate name and number councils could be formed within a
single organization. Policy could be determined within the appropriate council that would
submit its recommendations to the new corporation's Board of Directors for ratification.

4. Creation of the New Corporation and Management of the DNS. The Green Paper called
for the creation of a new private, not-for-profit corporation(17) responsible for coordinating
specific DNS functions for the benefit of the Internet as awhole. Under the Green Paper
proposal, the U.S. Government(18) would gradually transfer these functions to the new
corporation beginning as soon as possible, with the goal of having the new corporation carry
out operational responsibility by October 1998. Under the Green Paper proposal, the U.S.
Government would continue to participate in policy oversight until such time as the new
corporation was established and stable, phasing out as soon as possible, but in no event later
than September 30, 2000. The Green Paper suggested that the new corporation be incorporated
in the United States in order to promote stability and facilitate the continued reliance on
technical expertise residing in the United States, including IANA staff at USC/ISI.

Comments: Almost all commenters supported the creation of a new, private not-for-profit
corporation to manage DNS. Many suggested that IANA should evolve into the new
corporation. A small number of commenters asserted that the U.S. Government should
continue to manage Internet names and addresses. Another small number of commenters
suggested that DNS should be managed by international governmental institutions such as the
United Nations or the International Telecommunications Union. Many commenters urged the
U.S. Government to commit to a more aggressive timeline for the new corporation’s
assumption of management responsibility. Some commenters also suggested that the proposal
to headquarter the new corporation in the United States represented an inappropriate attempt
to impose U.S. law on the Internet as awhole.

Response: The U.S. Government is committed to atransition that will allow the private sector
to take leadership for DNS management. Most commenters shared this goal. While
international organizations may provide specific expertise or act as advisors to the new
corporation, the U.S. continues to believe, as do most commenters, that neither national
governments acting as sovereigns nor intergovernmental organizations acting as
representatives of governments should participate in management of Internet names and
addresses. Of course, national governments now have, and will continue to have, authority to
manage or establish policy for their own ccTLDs.

The U.S. Government would prefer that this transition be complete before the year 2000. To
the extent that the new corporation is established and operationally stable, September 30, 2000
isintended to be, and remains, an "outside" date.

IANA has functioned as a government contractor, albeit with considerable latitude, for some
time now. Moreover, IANA is not formally organized or constituted. It describes afunction
more than an entity, and as such does not currently provide alegal foundation for the new
corporation. Thisis not to say, however, that IANA could not be reconstituted by a broad-
based, representative group of Internet stakeholders or that individuals associated with IANA
should not themselves play important foundation roles in the formation of the new
corporation. We believe, and many commenters al so suggested, that the private sector
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organizers will want Dr. Postel and other IANA staff to be involved in the creation of the new
corporation.

Because of the significant U.S.-based DNS expertise and in order to preserve stability, it
makes sense to headquarter the new corporation in the United States. Further, the mere fact
that the new corporation would be incorporated in the United States would not remove it from
the jurisdiction of other nations. Finally, we note that the new corporation must be
headquartered somewhere, and similar objections would inevitably arise if it were
incorporated in another location.

5. Structure of the New Corporation. The Green Paper proposed a 15-member Board,
consisting of three representatives of regional number registries, two members designated by
the Internet Architecture Board (IAB), two members representing domain name registries and
domain name registrars, seven members representing Internet users, and the Chief Executive
Officer of the new corporation.

Comments: Commenters expressed a variety of positions on the composition of the Board of
Directors for the new corporation. In general, however, most commenters supported the
establishment of a Board of Directors that would be representative of the functional and
geographic diversity of the Internet. For the most part, commenters agreed that the groups
listed in the Green Paper included individuals and entities likely to be materially affected by
changesin DNS. Most of those who criticized the proposed allocation of Board seats called
for increased representation of their particular interest group on the Board of Directors.
Specifically, anumber of commenters suggested that the allocation set forth in the Green
Paper did not adequately reflect the specia interests of (1) trademark holders, (2) Internet
service providers, or (3) the not-for-profit community. Others commented that the Green Paper
did not adequately ensure that the Board would be globally representative.

Response: The Green Paper attempted to describe a manageably sized Board of Directors that
reflected the diversity of the Internet. It is probably impossible to allocate Board seats in away
that satisfies all parties concerned. On balance, we believe the concerns raised about the
representation of specific groups are best addressed by a thoughtful allocation of the "user"
seats as determined by the organizers of the new corporation and its Board of Directors, as
discussed below.

The Green Paper identified several international membership associations and organizations to
designate Board members such as APNIC, ARIN, RIPE, and the Internet Architecture Board.
We continue to believe that as use of the Internet expands outside the United States, it is
increasingly likely that a properly open and transparent DNS management entity will have
board members from around the world. Although we do not set any mandatory minimums for
global representation, this policy statement is designed to identify global representativeness as
an important priority.

6. Registrars and Registries. The Green Paper proposed moving the system for registering
second level domains and the management of generic top-level domainsinto a competitive

environment by creating two market-driven businesses, registration of second level domain
names and the management of gTLD registries.

a. Competitive Registrars. Comments: Commenters strongly supported establishment of a
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competitive registrar system whereby registrars would obtain domain names for customersin
any gTLD. Few disagreed with this position. The Green Paper proposed a set of requirements
to be imposed by the new corporation on all would-be registrars. Commenters for the most
part did not take exception to the proposed criteria, but a number of commenters suggested
that it was inappropriate for the United States government to establish them.

Response: In response to the comments received, the U.S. Government believes that the new
corporation, rather than the U.S. Government, should establish minimum criteriafor registrars
that are pro-competitive and provide some measure of stability for Internet users without being
SO onerous as to prevent entry by would-be domain name registrars from around the world.
Accordingly, the proposed criteria are not part of this policy statement.

b. Competitive Registries. Comments: Many commenters voiced strong opposition to the
idea of competitive and/or for-profit domain name registries, citing one of several concerns.
Some suggested that top level domain names are not, by nature, ever truly generic. As such,
they will tend to function as "natural monopolies’ and should be regulated as a public trust and
operated for the benefit of the Internet community as awhole. Others suggested that even if
competition initially exists among various domain name registries, lack of portability in the
naming systems would create lock-in and switching costs, making competition unsustainable
in the long run. Finally, other commenters suggested that no new registry could compete
meaningfully with NSI unless all domain name registries were not-for-profit and/or
noncompeting.

Some commenters asserted that an experiment involving the creation of additional for-profit
registries would be too risky, and irreversible once undertaken. A related concern raised by
commenters addressed the rights that for-profit operators might assert with respect to the
information contained in registries they operate. These commenters argued that registries
would have inadequate incentives to abide by DNS policies and procedures unless the new
corporation could terminate a particular entity's license to operate aregistry. For-profit
operators, under thisline of reasoning, would be more likely to disrupt the Internet by resisting
license terminations.

Commenters who supported competitive registries conceded that, in the absence of domain
name portability, domain name registries could impose switching costs on users who change
domain name registries. They cautioned, however, that it would be premature to conclude that
switching costs provide a sufficient basis for precluding the proposed move to competitive
domain name registries and cited a number of factors that could protect against registry
opportunism. These commenters concluded that the potential benefits to customers from
enhanced competition outweighed the risk of such opportunism. The responses to the Green
Paper also included public comments on the proposed criteriafor registries.

Response: Both sides of this argument have considerable merit. It is possible that additional
discussion and information will shed light on thisissue, and therefore, as discussed below, the
U.S. Government has concluded that the issue should be left for further consideration and final
action by the new corporation. The U.S. Government is of the view, however, that competitive
systems generally result in greater innovation, consumer choice, and satisfaction in the long
run. Moreover, the pressure of competition is likely to be the most effective means of
discouraging registries from acting monopolistically. Further, in response to the comments
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received, the U.S. government believes that new corporation should establish and implement
appropriate criteriafor gTLD registries. Accordingly, the proposed criteria are not part of this
policy statement.

7. The Creation of New gTLDs. The Green Paper suggested that during the period of
transition to the new corporation, the U.S. Government, in cooperation with IANA, would
undertake a process to add up to five new gTLDs to the authoritative root. Noting that
formation of the new corporation would involve some delay, the Green Paper contemplated
new gTLDs in the short term to enhance competition and provide information to the technical
community and to policy makers, while offering entities that wished to enter into the registry
business an opportunity to begin offering service to customers. The Green Paper, however,
noted that ideally the addition of new TLDs would be |eft to the new corporation.

Comments: The comments evidenced very strong support for limiting government
involvement during the transition period on the matter of adding new gTLDs. Specifically,
most commenters -- both U.S. and non-U.S.-- suggested that it would be more appropriate for
the new, globally representative, corporation to decide these issues once it is up and running.
Few believed that speed should outweigh process considerations in this matter. Others warned,
however, that relegating this contentious decision to a new and untested entity early inits
development could fracture the organization. Others argued that the market for alarge or
unlimited number of new gTLDs should be opened immediately. They asserted that there are
no technical impediments to the addition of a host of gTLDs, and the market will decide which
TLDs succeed and which do not. Further, they pointed out that there are no artificial or
arbitrary limitsin other media on the number of places in which trademark holders must
defend against dilution.

Response: The challenge of deciding policy for the addition of new domains will be
formidable. We agree with the many commenters who said that the new corporation would be
the most appropriate body to make these decisions based on global input. Accordingly, as
supported by the preponderance of comments, the U.S. Government will not implement new
gTLDs at thistime.

At least in the short run, a prudent concern for the stability of the system suggests that
expansion of gTLDs proceed at a deliberate and controlled pace to allow for evaluation of the
impact of the new gTLDs and well-reasoned evolution of the domain space. New top level
domains could be created to enhance competition and to enable the new corporation to
evaluate the functioning, in the new environment, of the root server system and the software
systems that enable shared registration.

8. The Trademark Dilemma. When atrademark is used as a domain name without the
trademark owner's consent, consumers may be misled about the source of the product or
service offered on the Internet, and trademark owners may not be able to protect their rights
without very expensive litigation. For cyberspace to function as an effective commercial
market, businesses must have confidence that their trademarks can be protected. On the other
hand, management of the Internet must respond to the needs of the Internet community as a
whole, and not trademark owners exclusively. The Green Paper proposed a number of stepsto
bal ance the needs of domain name holders with the legitimate concerns of trademark owners
in theinterest of the Internet community as a whole. The proposals were designed to provide
trademark holders with the same rights they have in the physical world, to ensure
transparency, and to guarantee a dispute resol ution mechanism with resort to a court system.
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The Green Paper also noted that trademark holders have expressed concern that domain name
registrants in faraway places may be able to infringe their rights with no convenient
jurisdiction available in which the trademark owner could enforce a judgment protecting those
rights. The Green Paper solicited comments on an arrangement whereby, at the time of
registration, registrants would agree to submit a contested domain name to the jurisdiction of
the courts where the registry is domiciled, where the registry database is maintained, or where
the"A" root server is maintained.

Comments: Commenters largely agreed that domain name registries should maintain up-to-
date, readily searchable domain name databases that contain the information necessary to
locate a domain name holder. In general commenters did not take specific issue with the
database specifications proposed in Appendix 2 of the Green Paper, although some
commenters proposed additional requirements. A few commenters noted, however, that
privacy issues should be considered in this context.

A number of commenters objected to NSI's current business practice of allowing registrants to
use domain names before they have actually paid any registration fees. These commenters
pointed out that this practice has encouraged cybersquatters and increased the number of
conflicts between domain name holders and trademark holders. They suggested that domain
name applicants should be required to pay before a desired domain name becomes available
for use.

Most commenters also favored creation of an on-line dispute resolution mechanism to provide
inexpensive and efficient alternatives to litigation for resolving disputes between trademark
owners and domain name registrants. The Green Paper contemplated that each registry would
establish specified minimum dispute resolution procedures, but remain free to establish
additional trademark protection and dispute resolution mechanisms. Most commenters did not
agree with this approach, favoring instead a uniform approach to resolving trademark/domain
name disputes.

Some commenters noted that temporary suspension of adomain name in the event of an
objection by atrademark holder within a specified period of time after registration would
significantly extend trademark holders rights beyond what is accorded in the real world. They
argued that such a provision would create a de facto waiting period for name use, as holders
would need to suspend the use of their name until after the objection window had passed to
forestall an interruption in service. Further, they argue that such a system could be used anti-
competitively to stall acompetitor's entry into the marketplace.

The suggestion that domain name registrants be required to agree at the time of registration to
submit disputed domain names to the jurisdiction of specified courts was supported by U.S.
trademark holders but drew strong protest from trademark holders and domain name
registrants outside the United States. A number of commenters characterized thisas an
inappropriate attempt to establish U.S. trademark law as the law of the Internet. Others
suggested that existing jurisdictional arrangements are satisfactory. They argue that
establishing a mechanism whereby the judgment of a court can be enforced absent personal
jurisdiction over the infringer would upset the balance between the interests of trademark
holders and those of other members of the Internet community.
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Response: The U.S. Government will seek international support to call upon the World
Intellectual Property Organization (WIPO) to initiate a balanced and transparent process,
which includes the participation of trademark holders and members of the Internet community
who are not trademark holders, to (1) devel op recommendations for a uniform approach to
resolving trademark/domain name disputes involving cyberpiracy (as opposed to conflicts
between trademark holders with legitimate competing rights), (2) recommend a process for
protecting famous trademarks in the generic top level domains, and (3) evaluate the effects,
based on studies conducted by independent organizations, such as the National Research
Council of the National Academy of Sciences, of adding new gTLDs and related dispute
resolution procedures on trademark and intellectual property holders. These findings and
recommendations could be submitted to the board of the new corporation for its consideration
in conjunction with its development of registry and registrar policy and the creation and
introduction of new gTLDs.

In trademark/domain name conflicts, there are issues of jurisdiction over the domain namein
controversy and jurisdiction over the legal persons (the trademark holder and the domain name
holder). This document does not attempt to resolve questions of personal jurisdictionin
trademark/domain name conflicts. The legal issues are numerous, involving contract, conflict
of laws, trademark, and other questions. In addition, determining how these various legal
principles will be applied to the borderless Internet with an unlimited possibility of factual
scenarios will require agreat deal of thought and deliberation. Obtaining agreement by the
parties that jurisdiction over the domain name will be exercised by an alternative dispute
resolution body is likely to be at least somewhat less controversial than agreement that the
parties will subject themselves to the personal jurisdiction of a particular national court. Thus,
the referencesto jurisdiction in this policy statement are limited to jurisdiction over the
domain name in dispute, and not to the domain name holder.

In order to strike a balance between those commenters who thought that registrars and
registries should not themselves be engaged in disputes between trademark owners and
domain name holders and those commenters who thought that trademark owners should have
access to areliable and up-to-date database, we believe that a database should be maintained
that permits trademark owners to obtain the contact information necessary to protect their
trademarks.

Further, it should be clear that whatever dispute resolution mechanism is put in place by the
new corporation, that mechanism should be directed toward disputes about cybersquatting and
cyberpiracy and not to settling the disputes between two parties with legitimate competing
interests in a particular mark. Where legitimate competing rights are concerned, disputes are
rightly settled in an appropriate court.

Under the revised plan, we recommend that domain name holders agree to submit infringing
domain names to the jurisdiction of a court wherethe"A" root server is maintained, where the
registry isdomiciled, where the registry database is maintained, or where the registrar is
domiciled. We believe that allowing trademark infringement suits to be brought wherever
registrars and registries are located will help ensure that all trademark holders - both U.S. and
non-U.S. - have the opportunity to bring suits in a convenient jurisdiction and enforce the
judgments of those courts.
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Under the revised plan, we also recommend that, whatever options are chosen by the new
corporation, each registrar should insist that payment be made for the domain name before it
becomes available to the applicant. The failure to make a domain name applicant pay for its
use of a domain name has encouraged cyberpirates and is a practice that should end as soon as
possible.

9. Competition Concerns.

Comments: Several commenters suggested that the U.S. Government should provide full
antitrust immunity or indemnification for the new corporation. Others noted that potential
antitrust liability would provide an important safeguard against institutional inflexibility and
abuses of power.

Response: Applicable antitrust law will provide accountability to and protection for the
international Internet community. Legal challenges and lawsuits can be expected within the
normal course of business for any enterprise and the new corporation should anticipate this
reality.

The Green Paper envisioned the new corporation as operating on principles similar to those of
a standard-setting body. Under this model, due process requirements and other appropriate
processes that ensure transparency, equity and fair play in the development of policies or
practices would need to be included in the new corporation's originating documents. For
example, the new corporation's activities would need to be open to all persons who are directly
affected by the entity, with no undue financial barriers to participation or unreasonable
restrictions on participation based on technical or other such requirements. Entities and
individuals would need to be able to participate by expressing a position and its basis, having
that position considered, and appealing if adversely affected. Further, the decision making
process would need to reflect a balance of interests and should not be dominated by any single
interest category. If the new corporation behaves this way, it should be less vulnerable to
antitrust challenges.

10. The NSI Agreement.

Comments: Many commenters expressed concern about continued administration of key
gTLDsby NSI. They argued that this would give NSI an unfair advantage in the marketplace
and allow NSI to leverage economies of scale acrosstheir gTLD operations. Some
commenters also believe the Green Paper approach would have entrenched and
institutionalized NSI's dominant market position over the key domain name going forward.
Further, many commenters expressed doubt that alevel playing field between NSI and the
new registry market entrants could emerge if NS| retained control over .com, .net, and .org.

Response: The cooperative agreement between NS| and the U.S. Government is currently in
its ramp down period. The U.S. Government and NSI will shortly commence discussions
about the terms and conditions governing the ramp-down of the cooperative agreement.
Through these discussions, the U.S. Government expects NSI to agree to take specific actions,
including commitments as to pricing and equal access, designed to permit the devel opment of

[Page 15]



competition in domain name registration and to approximate what would be expected in the
presence of marketplace competition. The U.S. Government expects NSI to agreeto act ina
manner consistent with this policy statement, including recognizing the role of the new
corporation to establish and implement DNS policy and to establish terms (including licensing
terms) applicable to new and existing gTLD registries under which registries, registrars and
gTLDs are permitted to operate. Further, the U.S. Government expects NSI to agree to make
available on an ongoing basis appropriate databases, software, documentation thereof,
technical expertise, and other intellectual property for DNS management and shared
registration of domain names.

11. A Global Perspective

Comments: A number of commenters expressed concern that the Green Paper did not go far
enough in globalizing the administration of the domain name system. Some believed that
international organizations should have arole in administering the DNS. Others complained
that incorporating the new corporation in the United States would entrench control over the
Internet with the U.S. Government. Still others believed that the awarding by the U.S.
Government of up to five new gTLDs would enforce the existing dominance of U.S. entities
over thegTLD system.

Response: The U.S. Government believes that the Internet is a global medium and that its
technical management should fully reflect the global diversity of Internet users. We recognize
the need for and fully support mechanisms that would ensure international input into the
management of the domain name system. In withdrawing the U.S. Government from DNS
management and promoting the establishment of a new, non-governmental entity to manage
Internet names and addresses, akey U.S. Government objective has been to ensure that the
increasingly global Internet user community has a voice in decisions affecting the Internet's
technical management.

We believe this process has reflected our commitment. Many of the comments on the Green
Paper were filed by foreign entities, including governments. Our dial ogue has been open to all
Internet users - foreign and domestic, government and private - during this process, and we
will continue to consult with the international community as we begin to implement the
transition plan outlined in this paper.

12. The Intellectual Infrastructure Fund.

In 1995, NSF authorized NSI to assess domain name registrants a $50 fee per year for the first
two years, 30 percent of which was to be deposited in the Intellectual Infrastructure Fund
(I1F), afund to be used for the preservation and enhancement of the intellectual infrastructure
of the Internet.

Comments: Very few comments referenced the I1F. In general, the comments received on the
issue supported either refunding the 11 F portion of the domain name registration fee to domain
registrants from whom it had been collected or applying the funds toward Internet
infrastructure development projects generally, including funding the establishment of the new
corporation.
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Response: As proposed in the Green Paper, allocation of a portion of domain name
registration fees to this fund terminated as of March 31, 1998. NSI has reduced its registration
fees accordingly. The I1F remains the subject of litigation. The U.S. Government takes the
position that its collection has recently been ratified by the U.S. Congress,(19)

and has moved to dismiss the claim that it was unlawfully collected. This matter has not been
finally resolved, however.

13. The .us Domain.

At present, the IANA administers .us as alocality-based hierarchy in which second-level
domain space is allocated to states and U.S. territories.(20) This name space is further
subdivided into localities. General registration under localitiesis performed on an exclusive
basis by private firms that have requested delegation from IANA. The .us name space has
typically been used by branches of state and local governments, although some commercial
names have been assigned. Where registration for alocality has not been delegated, the IANA
itself serves asthe registrar.

Comments: Many commenters suggested that the pressure for unique identifiersin the .com
gTLD could berelieved if commercial use of the .us space was encouraged. Commercial users
and trademark holders, however, find the current locality-based system too cumbersome and
complicated for commercial use. They called for expanded use of the .us TLD to alleviate
some of the pressure for new generic TLDs and reduce conflicts between American companies
and others vying for the same domain name. Most commenters support an evolution of the .us
domain designed to make this name space more attractive to commercia users.

Response: Clearly, there is much opportunity for enhancing the .us domain space, and .us
could be expanded in many ways without displacing the current structure. Over the next few
months, the U.S. Government will work with the private sector and state and local
governments to determine how best to make the .us domain more attractive to commercial
users. Accordingly, the Department of Commerce will seek public input on this important
issue.

ADMINISTRATIVE LAW REQUIREMENTS:

On February 20, 1998, NTIA published for public comment a proposed rule regarding the
domain name registration system. That proposed rule sought comment on substantive
regulatory provisions, including but not limited to avariety of specific requirements for the
membership of the new corporation, the creation during a transition period of a specified
number of new generic top level domains and minimum dispute resolution and other
procedures related to trademarks. As discussed elsewhere in this document, in response to
public comment these aspects of the original proposal have been eliminated. In light of the
public comment and the changes to the proposal made as aresult, as well as the continued
rapid technological development of the Internet, the Department of Commerce has determined
that it should issue a general statement of policy, rather than define or impose a substantive
regulatory regime for the domain name system. As such, this policy statement is not a
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substantive rule, does not contain mandatory provisions and does not itself have the force and
effect of law.

The Assistant General Counsel for Legislation and Regulation, Department of Commerce,
certified to the Chief Counsel for Advocacy, Small Business Administration, that, for purposes
of the Regulatory Flexibility Act, 5 U.S.C. 88 601 et seq., the proposed rule on this matter, if
adopted, would not have a significant economic impact on a substantial number of small
entities. The factual basis for this certification was published along with the proposed rule. No
comments were received regarding this certification. As such, and because thisfinal ruleisa
general statement of policy, no final regulatory flexibility analysis has been prepared.

This genera statement of policy does not contain any reporting or record keeping
requirements subject to the Paperwork Reduction Act, 44 U.S.C. ch. 35 (PRA). However, at
the time the U.S. Government might seek to enter into agreements as described in this policy
statement, a determination will be made as to whether any reporting or record keeping
requirements subject to the PRA are being implemented. If so, the NTIA will, at that time,
seek approval under the PRA for such requirement(s) from the Office of Management and
Budget.

This statement has been determined to be not significant for purposes of Office of
Management and Budget review under Executive Order 12866, entitled Regulatory Planning
and Review.

REVISED POLICY STATEMENT:

This document provides the U.S. Government's policy regarding the privatization of the
domain name system in a manner that allows for the devel opment of robust competition and
that facilitates global participation in the management of Internet names and addresses.

The policy that follows does not propose a monoalithic structure for Internet governance. We
doubt that the Internet should be governed by one plan or one body or even by a series of
plans and bodies. Rather, we seek a stable process to address the narrow issues of management
and administration of Internet names and numbers on an ongoing basis.

As set out below, the U.S. Government is prepared to recognize, by entering into agreement
with, and to seek international support for, a new, not-for-profit corporation formed by private
sector Internet stakeholders to administer policy for the Internet name and address system.
Under such agreement(s) or understanding(s), the new corporation would undertake various
responsibilities for the administration of the domain name system now performed by or on
behalf of the U.S. Government or by third parties under arrangements or agreements with the
U.S. Government. The U.S. Government would also ensure that the new corporation has
appropriate access to needed databases and software developed under those agreements.

The Coordinated Functions

Management of number addresses is best done on a coordinated basis. Internet numbers are a
unique, and at least currently, alimited resource. As technology evolves, changes may be
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needed in the number allocation system. These changes should a so be coordinated.

Similarly, coordination of the root server network is necessary if the whole system isto work
smoothly. While day-to-day operational tasks, such as the actual operation and maintenance of
the Internet root servers, can be dispersed, overal policy guidance and control of the TLDs
and the Internet root server system should be vested in asingle organization that is
representative of Internet users around the globe.

Further, changes made in the administration or the number of gTLDs contained in the
authoritative root system will have considerable impact on Internet users throughout the
world. In order to promote continuity and reasonable predictability in functions related to the
root zone, the development of policies for the addition, allocation, and management of gTLDs
and the establishment of domain name registries and domain name registrars to host gTLDs
should be coordinated.

Finally, coordinated maintenance and dissemination of the protocol parameters for Internet
addressing will best preserve the stability and interconnectivity of the Internet. We are not,
however, proposing to expand the functional responsibilities of the new corporation beyond
those exercised by IANA currently.

In order to facilitate the needed coordination, Internet stakeholders are invited to work
together to form a new, private, not-for-profit corporation to manage DNS functions. The
following discussion reflects current U.S. Government views of the characteristics of an
appropriate management entity. What follows is designed to describe the characteristics of an
appropriate entity generally.

Principles for a New System. In making a decision to enter into an agreement to establish a
process to transfer current U.S. government management of DNS to such a new entity, the
U.S. will be guided by, and consider the proposed entity's commitment to, the following
principles:

The U.S. Government should end itsrole in the Internet number and name address systemin a
manner that ensures the stability of the Internet. The introduction of a new management
system should not disrupt current operations or create competing root systems. During the
transition and thereafter, the stability of the Internet should be the first priority of any DNS
management system. Security and reliability of the DNS are important aspects of stability, and
as anew DNS management system is introduced, a comprehensive security strategy should be
developed.

2. Competition.

The Internet succeeds in great measure because it is a decentralized system that encourages
innovation and maximizes individual freedom. Where possible, market mechanisms that
support competition and consumer choice should drive the management of the Internet
because they will lower costs, promote innovation, encourage diversity, and enhance user
choice and satisfaction.
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3. Private, Bottom-Up Coordination.

Certain management functions require coordination. In these cases, responsible, private-sector
action is preferable to government control. A private coordinating processis likely to be more
flexible than government and to move rapidly enough to meet the changing needs of the
Internet and of Internet users. The private process should, as far as possible, reflect the
bottom-up governance that has characterized development of the Internet to date.

4. Representation.

The new corporation should operate as a private entity for the benefit of the Internet
community as awhole. The development of sound, fair, and widely accepted policies for the
management of DNS will depend on input from the broad and growing community of Internet
users. Management structures should reflect the functional and geographic diversity of the
Internet and its users. Mechanisms should be established to ensure international participation
in decision making.

o 1. Stahility
Purpose. The new corporation ultimately should have the authority to manage and perform a

specific set of functions related to coordination of the domain name system, including the
authority necessary to:

2) oversee operation of the authoritative Internet root server system,

3) oversee policy for determining the circumstances under which new TLDs are added to the
root system; and

4) coordinate the assignment of other Internet technical parameters as needed to maintain
universal connectivity on the Internet.

e 1) set policy for and direct alocation of |P number blocks to regional Internet number
registries,

Funding. Once established, the new corporation could be funded by domain name registries,
regional |P registries, or other entities identified by the Board.

Staff. We anticipate that the new corporation would want to make arrangements with current
IANA staff to provide continuity and expertise over the course of transition. The new
corporation should secure necessary expertise to bring rigorous management to the
organization.
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Incorporation. We anticipate that the new corporation’s organizers will include
representatives of regional Internet number registries, Internet engineers and computer
scientists, domain name registries, domain name registrars, commercial and noncommercial
users, Internet service providers, international trademark holders and Internet experts highly
respected throughout the international Internet community. These incorporators should include
substantial representation from around the world.

As these functions are now performed in the United States, by U.S. residents, and to ensure
stability, the new corporation should be headquartered in the United States, and incorporated
in the U.S. as a not-for-profit corporation. It should, however, have aboard of directors from
around the world. Moreover, incorporation in the United Statesis not intended to supplant or
displace the laws of other countries where applicable.

Structure. The Internet community is already global and diverse and likely to become more
so over time. The organization and its board should derive legitimacy from the participation of
key stakeholders. Since the organization will be concerned mainly with numbers, names and
protocols, its board should represent membership organizations in each of these areas, as well
asthe direct interests of Internet users.

The Board of Directors for the new corporation should be balanced to equitably represent the
interests of IP number registries, domain name registries, domain name registrars, the
technical community, Internet service providers (ISPs), and Internet users (commercial, not-
for-profit, and individuals) from around the world. Since these constituencies are international,
we would expect the board of directors to be broadly representative of the global Internet
community.

Asoutlined in appropriate organizational documents, (Charter, Bylaws, etc.) the new
corporation should:

2) direct the Interim Board to establish a system for electing a Board of Directors for the new
corporation that insures that the new corporation's Board of Directors reflects the geographical
and functional diversity of the Internet, and is sufficiently flexible to permit evolution to
reflect changes in the constituency of Internet stakeholders. Nominations to the Board of
Directors should preserve, as much as possible, the tradition of bottom-up governance of the
Internet, and Board Members should be elected from membership or other associations open
to all or through other mechanisms that ensure broad representation and participation in the
election process.

3) direct the Interim Board to develop policies for the addition of TLDs, and establish the
qualifications for domain name registries and domain name registrars within the system.

4) restrict official government representation on the Board of Directors without precluding
governments and intergovernmental organizations from participating as Internet usersor in a
non-voting advisory capacity.

e 1) appoint, on an interim basis, an initial Board of Directors (an Interim Board)
consisting of individual s representing the functional and geographic diversity of the
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Internet community. The Interim Board would likely need access to legal counsel with
expertise in corporate law, competition law, intellectual property law, and emerging
Internet law. The Interim Board could serve for afixed period, until the Board of
Directorsis elected and installed, and we anticipate that members of the Interim Board
would not themselves serve on the Board of Directors of the new corporation for afixed
period thereafter.

Governance. The organizing documents (Charter, Bylaws, etc.) should provide that the new
corporation is governed on the basis of a sound and transparent decision-making process,
which protects against capture by a self-interested faction, and which provides for robust,
professional management of the new corporation. The new corporation could rely on separate,
diverse, and robust name and number councils responsible for developing, reviewing, and
recommending for the board's approval policy related to matters within each council's
competence. Such councils, if developed, should also abide by rules and decision-making
processes that are sound, transparent, protect against capture by a self-interested party and
provide an open process for the presentation of petitions for consideration. The elected Board
of Directors, however, should have final authority to approve or reject policies recommended
by the councils.

Operations. The new corporation's processes should be fair, open and pro-competitive,
protecting against capture by a narrow group of stakeholders. Typically this means that
decision-making processes should be sound and transparent; the basis for corporate decisions
should be recorded and made publicly available. Super-majority or even consensus
requirements may be useful to protect against capture by a self-interested faction. The new
corporation does not need any specia grant of immunity from the antitrust laws so long asits
policies and practices are reasonably based on, and no broader than necessary to promote the
legitimate coordinating objectives of the new corporation. Finally, the commercia importance
of the Internet necessitates that the operation of the DNS system, and the operation of the
authoritative root server system should be secure, stable, and robust.

The new corporation's charter should provide a mechanism whereby its governing body will
evolveto reflect changes in the constituency of Internet stakeholders. The new corporation
could, for example, establish an open process for the presentation of petitions to expand board
representation.

Trademark lIssues. Trademark holders and domain name registrants and others should have
access to searchabl e databases of registered domain names that provide information necessary
to contact a domain name registrant when a conflict arises between atrademark holder and a
domain name holder.(21) To this end, we anticipate that the policies established by the new
corporation would provide that following information would be included in all registry
databases and available to anyone with access to the Internet:

- up-to-date and historical chain of registration information for the domain name;

- amalil address for service of process;
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- the date of domain name registration;

- the date that any objection to the registration of the domain nameisfiled; and

- any other information determined by the new corporation to be reasonably necessary to
resolve disputes between domain name registrants and trademark holders expeditiously.

e - up-to-date registration and contact information;

Further, the U.S. Government recommends that the new corporation adopt policies whereby:

2) Domain name registrants would agree, at the time of registration or renewal, that in cases
involving cyberpiracy or cybersquatting (as opposed to conflicts between legitimate
competing rights holders), they would submit to and be bound by alternative dispute resolution
systemsidentified by the new corporation for the purpose of resolving those conflicts.
Registries and Registrars should be required to abide by decisions of the ADR system.

3) Domain name registrants would agree, at the time of registration or renewal, to abide by
processes adopted by the new corporation that exclude, either pro-actively or retroactively,
certain famous trademarks from being used as domain names (in one or more TLDs) except by
the designated trademark holder.

4) Nothing in the domain name registration agreement or in the operation of the new
corporation should limit the rights that can be asserted by a domain name registrant or
trademark owner under national laws.

« 1) Domain registrants pay registration fees at the time of registration or renewal and
agree to submit infringing domain names to the authority of a court of law in the
jurisdiction in which the registry, registry database, registrar, or the "A" root servers are
located.

THE TRANSITION

Based on the processes described above, the U.S. Government believes that certain actions
should be taken to accomplish the objectives set forth above. Some of these steps must be
taken by the government itself, while others will need to be taken by the private sector. For
example, anew not-for-profit organization must be established by the private sector and its
Interim Board chosen. Agreement must be reached between the U.S. Government and the new
corporation relating to transfer of the functions currently performed by IANA. NSI and the
U.S. Government must reach agreement on the terms and conditions of NSI's evolution into
one competitor among many in the registrar and registry marketplaces. A process must be laid
out for making the management of the root server system more robust and secure. A
relationship between the U.S. Government and the new corporation must be devel oped to
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transition DNS management to the private sector and to transfer management functions.

During the transition the U.S. Government expects to:

2) enter into agreement with the new corporation under which it assumes responsibility for
management of the domain name space;

3) ask WIPO to convene an international process including individuals from the private sector
and government to develop a set of recommendations for trademark/domain name dispute
resolutions and other issues to be presented to the Interim Board for its consideration as soon
aspossible;

4) consult with the international community, including other interested governments as it
makes decisions on the transfer; and

5) undertake, in cooperation with IANA, NSI, the IAB, and other relevant organizations from
the public and private sector, areview of the root server system to recommend meansto
increase the security and professional management of the system. The recommendations of the
study should be implemented as part of the transition process; and the new corporation should
develop a comprehensive security strategy for DNS management and operations.

« 1) ramp down the cooperative agreement with NSI with the objective of introducing
competition into the domain name space. Under the ramp down agreement NS| will
agree to (a) take specific actions, including commitments as to pricing and equal access,
designed to permit the development of competition in domain name registration and to
approximate what would be expected in the presence of marketplace competition, (b)
recognize the role of the new corporation to establish and implement DNS policy and to
establish terms (including licensing terms) applicable to new and existing gTLDs and
registries under which registries, registrars and gTLDs are permitted to operate, ()
make available on an ongoing basis appropriate databases, software, documentation
thereof, technical expertise, and other intellectual property for DNS management and
shared registration of domain names;

ENDNOTES

1. Available at <http://www.ecommerce.gov>.

2. July 2, 1997 RFC and public comments are |ocated at:
<http://www.ntia.doc.gov/ntiahome/domai nname/index.html>.

3. 3The REC, the Green Paper, and comments received in response to both documents are available on the Internet
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at the following address: <http://www.ntia.doc.gov>. Additional comments were submitted after March 23, 1998.
These comments have been considered and treated as part of the official record and have been separately posted at
the same site, although the comments were not received by the deadline established in the February 20, 1998 Federal
Reqister Notice.

4. See Administrative L aw Requirements at p. 19.

5. See Scientific and Advanced-Technology Act of 1992; Pub. L. 102-476 § 4(9), 106 Stat. 2297, 2300 (codified at
42 U.S.C. §1862 (a)).

6. An unofficial diagram of the general geographic location and institutional affiliations of the 13 Internet root
servers, prepared by Anthony Rutkowski, is available at <http://www.wia.org/pub/rootserv.html>.

7. For further information about these systems see: name.space: <http://namespace.pgmedia.net>; AlterNIC:

<http://www.alternic.net>: eDNS: <http://www.edns.net>. Reference to these organizations does not constitute an
endorsement of their commercial activities.

8. Lengthy discussions by the Internet technical community on DNS issues generally and on the Postel DNS
proposal took place on the newdom, com-priv, ietf and domain-policy Internet mailing lists.

9.95ee draft-Postel-iana-itld-admin-01.txt; available at <http://www.newdom.com/archive>.

10. For further information about the IAHC see: <http://www.iahc.org> and related links. Reference to this
organization does not constitute an endorsement of the commercial activities of its related organizations.

13. See generally public comments received in response to July 2, 1997 RFC located at
<http://www.ntia.doc.gov/ntiahome/domai nname/email>.

14. For adiscussion, see Congressional testimony of Assistant Secretary of Commerce Larry Irving, Before the
House Committee on Science, Subcommittee on Basic Research, September 25, 1997 available at
<http://www.ntia.doc.gov/ntiahome/domai nname/email>.

15. See generally public comments received in response to July 2, 1997 RFC located at
<http://www.ntia.doc.gov/ntiahome/domai nname/email >.

16. 15The document was published in the Federal Register on February 20, 1998, (63 Fed. Req. 8826 (Feb. 20,
1998)).

17. As used herein, the term "new corporation” is intended to refer to an entity formally organized under well
recognized and established business law standards.

18. As noted in the Summary, the President directed the Secretary of Commerce to privatize DNS in a manner that
increases competition and facilitates international participation in its management. Accordingly, the Department of
Commerce will lead the coordination of the U.S. government's role in this transition.

19. 1998 Supplemental Appropriations and Rescissions Act; Pub. L. 105-174; 112 Stat. 58.

notes/rfc1480.txt).

21. These databases would also benefit domain name holders by making it less expensive for new registrars and
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registries to identify potential customers, enhancing competition and lowering prices.

National Tel ecommun[cations and Information Administration
Contact Information Redacted

commerce.gov | Privacy Policy | Web Palicies | EOIA | Accessibility | usa.gov

Source URL.: https://www.ntia.doc.gov/federal -register-notice/1998/statement-policy-
management-internet-names-and-addresses

Links

[1] https://lwww.ntia.doc.gov/category/domain-name-system
[2] mailto Contact Information Redacted
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JMR-12

&

ICANN

New gTLD Application Submitted to ICANN by: Afilias
Domains No. 3 Limited,

String: WEB
Originally Posted: 13 June 2012

Application ID: 1-1013-6638

Applicant Information

1. Full legal name

Afilias Domains No. 3 Limited,

2. Address of the principal place of business

Contact Information Redacted

3. Phone number

Contact nformation Redacted

4. Fax number
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Contact nformation Redacted

5. If applicable, website or URL

http:~~www.AfiliasDomains3.info

Primary Contact

6(a). Name

John Kane

6(b). Title

Vice President, Corporate Services

6(c). Address

6(d). Phone Number

Contact nformation Redacted

6(e). Fax Number

6(f). Email Address

Contact Information Redacted

Secondary Contact
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7(a). Name

John Kane

7(b). Title

Vice President, Corporate Services

7(c). Address

7(d). Phone Number

Contact nformation Redacted

7(e). Fax Number

7(f). Email Address

Contact Informat on Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

limited liability corporation

8(b). State the specific national or other jursidiction that defines the type
of entity identified in 8(a).

Republic of Ireland
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8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and
symbol.

9(b). If the applying entity is a subsidiary, provide the parent company.

Afilias Limited

9(c). If the applying entity is a joint venture, list all joint venture partners.

not a joint venture

Applicant Background

11(a). Name(s) and position(s) of all directors

]M. Scott Hemphill|[Director|

[Thomas Wade |[pirector]|

11(b). Name(s) and position(s) of all officers and partners

[Thomas Wadel|CFO|

11(c). Name(s) and position(s) of all shareholders holding at least 15% of
shares
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11(d). For an applying entity that does not have directors, officers,
partners, or shareholders: Name(s) and position(s) of all individuals
having legal or executive responsibility

Applied-for gTLD string

13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

WEB

14(a). If an IDN, provide the A-label (beginning with "xn--").

14(b). If an IDN, provide the meaning or restatement of the string in
English, that is, a description of the literal meaning of the string in the
opinion of the applicant.

14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-
639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO
15924).

14(e). If an IDN, list all code points contained in the U-label according to
Unicode form.
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15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachments are not displayed on this form.

15(b). Describe the process used for development of the IDN tables
submitted, including consultations and sources used.

15(c). List any variant strings to the applied-for gTLD string according to
the relevant IDN tables.

16. Describe the applicant's efforts to ensure that there are no known
operational or rendering problems concerning the applied-for gTLD
string. If such issues are known, describe steps that will be taken to
mitigate these issues in software and other applications.

Afilias anticipates the introduction of this TLD without operational or rendering
problems. Based on a decade of experience launching and operating new TLDs,
Afilias, the back-end provider of registry services for this TLD, is confident the
launch and operation of this TLD presents no known challenges. The rationale for
this opinion includes:

e The string is not complex and is represented in standard ASCII characters and
follows relevant technical, operational and policy standards;

e The string length is within lengths currently supported in the root and by
ubiquitous Internet programs such as web browsers and mail applications;

e There are no new standards required for the introduction of this TLD;

e No onerous requirements are being made on registrars, registrants or Internet
users, and;

e The existing secure, stable and reliable Afilias SRS, DNS, WHOIS and supporting
systems and staff are amply provisioned and prepared to meet the needs of this
TLD.

17. (OPTIONAL) Provide a representation of the label according to the
International Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipal/).

Mission/Purpose
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18(a). Describe the mission/purpose of your proposed gTLD.

Afilias Domains No. 3, the Applicant, is a subsidiary of Afilias Limited, and will
be referred to throughout this application as Afilias for simplicity of review by
ICANN.

Mission and purpose

The goal of the .WEB TLD is to help users of the Internet establish meaningful and
relevant identities while promoting themselves or their groups, companies or
organizations at the same time. This TLD will open up new opportunities for
individuals, businesses and organizations to garner a unique piece of the Internet
in a space where they can secure the domain name they want but can’t have
currently.

Businesses and organizations will want to acquire a domain in the .WEB TLD:

e A professional web presence is desired to support merchandising, retailing
efforts and business goals.

e Retailers may wish to obtain a .WEB domain to create websites to support or
announce planned business offerings and marketing efforts in the “web” arena.

e The web is an indispensible part of virtually every individual’s and business’
life today.

“As of 2011, more than 2.2 billion people - nearly a third of Earth’s population

— uses the services of the Internet.” (source: Internet World Stats, updated 31
March 2011). Considering that many of this population have heretofore been unable
to get the domain name they desired because it was already taken or reserved in

a .com or .net environment, the need for a new TLD with a well-established name in
the industry is obvious. And nothing is as synonymous with “Internet” or “net” as
the word, “web”.

18(b). How do you expect that your proposed gTLD will benefit
registrants, Internet users, and others?

The .WEB TLD will be positioned to become one the most-used, professional Internet
spaces available.

i. General goals

.WEB will be an open TLD, generally available to all registrants (except in the
Sunrise period as described below). The domains can be used for any purpose,
including for business use, for personal use and by organizations. There are no
content or use restrictions for this TLD.

Afilias will design and position the .WEB TLD to be one of the most popular TLDs
on the Internet. The company will market, brand, provide outreach, and offer
marketing support to registrars with the goal of gaining public support for

the .WEB TLD. This can only be accomplished by creating a user friendly, easy to
use, interesting, professionally relevant and entertaining TLD.

ii. How .WEB adds to the current space
On today’s Internet, there are hundreds of thousands of companies around the world

vying for the attention of potential users and customers. For this precise reason,
the .WEB TLD provides an excellent opportunity for companies who elect to
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participate in the domain to separate themselves from the rest of the .com
and .net pack.

The .WEB TLD opens up a tremendous number of options for those companies involved
with applications who wish to create a targeted identity on the Internet. In
addition, it gives those companies the opportunity to build off the name
recognition associated with their brand and name. Any company would be very
receptive to being able to associate its own products or services with other
quality products and services through the .WEB TLD.

iii. User experience goals

As is the goal of all new gTLDs, this TLD intends to create a space where
registrants who desire to participate in the .WEB can create identities where
potential users and clients can find the kinds of information they want and need.
For example, if you are an organization or company whose business is built around
use of the Internet, by belonging to this space you will be able to join forces or
share information with other organizations or companies with similar interests and
common goals. If an entity or group belongs to the .WEB TLD group, they can be
assured they are establishing a presence on the Internet which will:

a) closely align them with similar brands,

b) ensure they can keep their own names~brands rather than having to “fit in” to
the short list of current TLDs available,

c) facilitate ease of discovery when searched for by potential customers and
users, and

d) foster confidence of users seeking any information whatsoever regarding
applications because this person belongs to the .WEB.

iv. Registry policies

.WEB will be an open TLD, generally available to all registrants except during the
Sunrise period.

.WEB domains will be offered for one to ten years as a general rule with a maximum
period of no more than ten years. During the Sunrise period, initial registrations
will likely have a minimum requirement for number of years. A requirement may be
put in place during Sunrise, for example, that all names must be registered for at
least five years.

The roll-out of our TLD is anticipated to feature the following phases:

e Reservation of reserved names and premium names, which will be distributed
through special mechanisms (detailed below).

e Sunrise — the required period for trademark owners to secure their domains
before availability to the general public. This phase will feature applications
for domain strings, verification of trademarks via Trademark Clearinghouse and a
trademark verification agent, auctions between qualified parties who wish to
secure the same string, and a Trademark Claims Service.

e Land rush — this period provides an opportunity for potential registrations to
apply for names prior to the General availability period.

* General Availability period — real-time registrations, made on a first-come
first-served basis. Trademark Claims Service will be in use at least for the first
60 days after General Availability applications open.

The registration of domain names in the .WEB TLD will follow the standard
practices, procedures and policies Afilias, the back-end provider of registry
services, currently has in place. This includes the following:

e Domain registration policies (for example, grace periods, transfer policies,
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etc.) are defined in response #27.

e Abuse prevention tools and policies, for example, measures to promote WHOIS
accuracy and efforts to reduce phishing and pharming, are discussed in detail in
our response #28.

* Rights protection mechanisms and dispute resolution mechanism policies (for
example, UDRP, URS) are detailed in #29.

Other detailed policies for this domain include policies for reserved names.

Reserved names

Registry reserved names
We will reserve the following classes of domain names, which will not be made
generally available to registrants via the Sunrise or subsequent periods:
e All of the reserved names required in Specification 5 of the new gTLD Registry
Agreement;
* The geographic names required in Specification 5 of the new gTLD Registry
Agreement, and may be released to the extent that Registry Operator reaches
agreement with the government and country-code manager;
e The registry operator’s own name and variations thereof, and registry operations
names (such as registry.tld, and www.tld), for internal use;
e Names related to ICANN and Internet standards bodies (iana.tld, ietf.tld,
w3c.tld, etc.), and may be released to the extent that Registry Operator reaches
agreement with ICANN.

The list of reserved names will be published publicly before the Sunrise period
begins, so that registrars and potential registrants will know which names have
been set aside.

Premium names

The registry will also designate a set of premium domain names, set aside for
distribution via special mechanisms. The list of premium names will be published
publicly before the Sunrise period begins, so that registrars and potential
registrants will know that these names are not available. Premium names may be
distributed via mechanisms such as requests for proposals, contests, direct sales,
and auctions.

For the auctioning of premium names, we intend to contract with an established
auction provider that has successfully conducted domain auctions. This will ensure
that there is a tested, trustworthy technical platform for the auctions, auditable
records, and reliable collection mechanisms. With our chosen auction provider, we
will create and post policies and procedures that ensure clear, fair, and ethical
auctions. As an example of such a policy, all employees of the registry operator
and its contractors will be strictly prohibited from bidding in auctions for
domains in the TLD. We expect a comprehensive and robust set of auction rules to
cover possible scenarios, such as how domains will be awarded if the winning
bidder does not make payment.

v. Privacy and confidential information protection
As per the New gTLD Registry Agreement, we will make domain contact data (and
other fields) freely and publicly available via a Web-based WHOIS server. This
default set of fields includes the mandatory publication of registrant data. Our
Registry-Registrar Agreement will require that registrants consent to this
publication.

We shall notify each of our registrars regarding the purposes for which data about
any identified or identifiable natural person (“Personal Data”) submitted to the
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Registry Operator by such registrar is collected and used, and the intended
recipients (or categories of recipients) of such Personal Data (the data in
question is essentially the registrant and contact data required to be published
in the WHOIS). We will require each registrar to obtain the consent of each
registrant in the TLD for the collection and use of such Personal Data. The
policies will be posted publicly on our TLD web site. As the registry operator, we
shall not use or authorize the use of Personal Data in any way that is
incompatible with the notice provided to registrars.

Our privacy and data use policies are as follows:

e As registry operator, we do not plan on selling bulk WHOIS data. We will not
sell contact data in any way. We will not allow, enable, or otherwise support the
transmission by e-mail, telephone, or facsimile of mass unsolicited, commercial
advertising or solicitations.

* We may use registration data in the aggregate for marketing purposes.

e DNS query data will never be sold in a way that is personally identifiable.

e We may from time to time use the demographic data collected for statistical
analysis, provided that this analysis will not disclose individual Personal Data
and provided that such use is compatible with the notice provided to registrars
regarding the purpose and procedures for such use.

As the registry operator we shall take significant steps to protect Personal Data
collected from registrars from loss, misuse, unauthorized disclosure, alteration,
or destruction. In our responses to Question 30 (“Security Policy”) and Question
38 (“Escrow”) we detail the security policies and procedures we will use to
protect the registry system and the data contained therein from unauthorized
access and loss.

Please see our response to Question 26 (“WHOIS”) regarding “searchable WHOIS” and
rate-limiting. That section contains details about how we will limit the mining of
WHOIS data by spammers and other parties who abuse access to the WHOIS.

In order to acquire and maintain accreditation for our TLD, we will require
registrars to adhere to certain information technology policies designed to help
protect registrant data. These will include standards for access to the registry
system and password management protocols. Our response to Question 30, “Security
Policy” provides details of implementation.

We will allow the use of proxy and privacy services, which can protect the
personal data of registrants from spammers and other parties that mine zone files
and WHOIS data. We are aware that there are parties who may use privacy services
to protect their free speech rights, or to avoid religious or political
persecution.

18(c). What operating rules will you adopt to eliminate or minimize social
costs?

Afilias has adopted the above-mentioned and other policies to ensure fair and
equitable access and cost structures to the Internet community, including:

* no new burdens placed on the Internet community to resolve name disputes

e utilization of standard registration practices and policies (as detailed in
responses to questions #27, #28, #29)

e protection of trademarks at launch and on-going operations (as detailed in the
response to question #29)

e fair and reasonable wholesale prices

e fair and equitable treatment of registrars
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As per the ICANN Registry Agreement, we will use only ICANN-accredited registrars,
and will provide non-discriminatory access to registry services to those
registrars.

Pricing Policies and Commitments

Pricing for domain names at General Availability will be $8 per domain year for
the first year. Applicant reserves the right to reduce this pricing for
promotional purposes in a manner available to all accredited registrars. Registry
Operator reserves the right to work with ICANN to initiate an increase in the

wholesale price of domains if required. Registry Operator will provide reasonable
notice to the registrars of any approved price increase.

Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the
applicant is committing to serve.

20(b). Explain the applicant's relationship to the community identified in
20(a).

20(c). Provide a description of the community-based purpose of the
applied-for gTLD.

20(d). Explain the relationship between the applied-for gTLD string and
the community identified in 20(a).
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20(e). Provide a description of the applicant's intended registration
policies in support of the community-based purpose of the applied-for
gTLD.

20(f). Attach any written endorsements from institutions/groups
representative of the community identified in 20(a).

Attachments are not displayed on this form.

Geographic Names

21(a). Is the application for a geographic name?

No

Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at
the second and other levels in the applied-for gTLD.

We will protect names with national or geographic significance by reserving the
country and territory names at the second level and at all other levels within the
TLD, as per the requirements in the New TLD Registry Agreement (Specification 5,
paragraph 5).

We will employ a series of rules to translate the geographical names required to
be reserved by Specification 5, paragraph 5 to a form consistent with the "host
names” format used in domain names.

Considering the Governmental Advisory Committee (GAC) advice “Principles regarding
new gTLDs”, these domains will be blocked, at no cost to governments, public
authorities, or IGOs, before the TLD is introduced (Sunrise), so that no parties
may apply for them. We will publish a list of these names before Sunrise, so our
registrars and their prospective applicants can be aware that these names are
reserved.

We will define a procedure so that governments can request the above reserved
domain(s) if they would like to take possession of them. This procedure will be
based on existing methodology developed for the release of country names in

the .INFO TLD. For example, we will require a written request from the country’s
GAC representative, or a written request from the country’s relevant Ministry or
Department. We will allow the designated beneficiary (the Registrant) to register
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the name, with an accredited Afilias Registrar, possibly using an authorization
number transmitted directly to the designated beneficiary in the country
concerned.

As defined by Specification 5, paragraph 5, such geographic domains may be
released to the extent that Registry Operator reaches agreement with the
applicable government (s). Registry operator will work with respective GAC
representatives of the country’s relevant Ministry of Department to obtain their
release of the names to the Registry Operator.

If internationalized domains names (IDNs) are introduced in the TLD in the future,
we will also reserve the IDN versions of the country names in the relevant script
(s) before IDNs become available to the public. If we find it advisable and
practical, we will confer with relevant language authorities so that we can
reserve the IDN domains properly along with their variants.

Regarding GAC advice regarding second-level domains not specified via
Specification 5, paragraph 5: All domains awarded to registrants are subject to
the Uniform Domain Name Dispute Resolution Policy (UDRP), and to any properly-
situated court proceeding. We will ensure appropriate procedures to allow
governments, public authorities or IGO’s to challenge abuses of names with
national or geographic significance at the second level. In its registry-registrar
agreement, and flowing down to registrar-registrant agreements, the registry
operator will institute a provision to suspend domains names in the event of a
dispute. We may exercise that right in the case of a dispute over a geographic
name.

Registry Services

23. Provide name and full description of all the Registry Services to be
provided.

Afilias Domains No. 3, the Applicant, is a subsidiary of Afilias Limited, and will
be referred to throughout this application as Afilias for simplicity of review by
ICANN.

Afilias has more experience successfully applying to ICANN and launching new TLDs
than any other provider. Afilias is the ICANN-contracted registry operator of

the .INFO and .MOBI TLDs, and Afilias is the back-end registry services provider
for other ICANN TLDs including .ORG, .ASIA, .AERO, and .XXX.

Registry services for this TLD will be performed by Afilias in the same
responsible manner used to support 16 top level domains today. Afilias supports
more ICANN-contracted TLDs (6) than any other provider currently. Afilias’ primary
corporate mission is to deliver secure, stable and reliable registry services.
This TLD will utilize an existing, proven team and platform for registry services
with:

e A stable and secure, state-of-the-art, EPP-based SRS with ample storage
capacity, data security provisions and scalability that is proven with registrars
who account for over 95% of all gTLD domain name registration activity (over 375
registrars) ;

* A reliable, 100% available DNS service (zone file generation, publication and
dissemination) tested to withstand severe DDoS attacks and dramatic growth in
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Internet use;

e A WHOIS service that is flexible and standards compliant, with search
capabilities to address both registrar and end-user needs; includes consideration
for evolving standards, such as RESTful, or draft-kucherawy-wierds;

e Experience introducing IDNs in the following languages: German (DE), Spanish
(ES), Polish (PL), Swedish (SV), Danish (DA), Hungarian (HU), Icelandic (IS),
Latvian (LV), Lithuanian (LT), Korean (KO), Simplified and Traditional Chinese
(CN), Devanagari (HI-DEVA), Russian (RU), Belarusian (BE), Ukrainian (UK), Bosnian
(BS), Serbian (SR), Macedonian (MK) and Bulgarian (BG) across the TLDs it serves;
e A registry platform that is both IPv6 and DNSSEC enabled;

e An experienced, respected team of professionals active in standards development
of innovative services such as DNSSEC and IDN support;

¢ Methods to limit domain abuse, remove outdated and inaccurate data, and ensure
the integrity of the SRS, and;

e Customer support and reporting capabilities to meet financial and administrative
needs, e.g., 24x7 call center support, integration support, billing, and daily,
weekly, and monthly reporting.

Afilias will support this TLD as the registry operator, leveraging a proven
registry infrastructure that is fully operational, staffed with professionals,
massively provisioned, and immediately ready to launch and maintain this TLD.

The below response includes a description of the registry services to be provided
for this TLD, additional services provided to support registry operations, and an
overview of Afilias’ approach to registry management.

Registry services to be provided

To support this TLD, Afilias will offer the following registry services, all in
accordance with relevant technical standards and policies:

e Receipt of data from registrars concerning registration for domain names and
nameservers, and provision to registrars of status information relating to the
EPP-based domain services for registration, queries, updates, transfers, renewals,
and other domain management functions. Please see our responses to questions #24,
#25, and #27 for full details, which we request be incorporated here by reference.
e Operation of the registry DNS servers: The Afilias DNS system, run and managed
by Afilias, is a massively provisioned DNS infrastructure that utilizes among the
most sophisticated DNS architecture, hardware, software and redundant design
created. Afilias’ industry-leading system works in a seamless way to incorporate
nameservers from any number of other secondary DNS service vendors. Please see our
response to question #35 for full details, which we request be incorporated here
by reference.

e Dissemination of TLD zone files: Afilias’ distinctive architecture allows for
real-time updates and maximum stability for zone file generation, publication and
dissemination. Please see our response to question #34 for full details, which we
request be incorporated here by reference.

e Dissemination of contact or other information concerning domain registrations: A
port 43 WHOIS service with basic and expanded search capabilities with requisite
measures to prevent abuse. Please see our response to question #26 for full
details, which we request be incorporated here by reference.

e Internationalized Domain Names (IDNs): Ability to support all protocol valid
Unicode characters at every level of the TLD, including alphabetic, ideographic
and right-to-left scripts, in conformance with the ICANN IDN Guidelines. Please
see our response to question #44 for full details, which we request be
incorporated here by reference.

e DNS Security Extensions (DNSSEC): A fully DNSSEC-enabled registry, with a stable
and efficient means of signing and managing zones. This includes the ability to
safeguard keys and manage keys completely. Please see our response to question #43
for full details, which we request be incorporated here by reference.
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Each service will meet or exceed the contract service level agreement. All
registry services for this TLD will be provided in a standards-compliant manner.

Security
Afilias addresses security in every significant aspect-physical, data and network
as well as process. Afilias’ approach to security permeates every aspect of the
registry services provided. A dedicated security function exists within the
company to continually identify existing and potential threats, and to put in
place comprehensive mitigation plans for each identified threat. In addition, a
rapid security response plan exists to respond comprehensively to unknown or
unidentified threats. The specific threats and Afilias mitigation plans are
defined in our response to question #30(b); please see that response for complete
information. In short, Afilias is committed to ensuring the confidentiality,
integrity, and availability of all information.

New registry services

No new registry services are planned for the launch of this TLD.

Additional services to support registry operation

Numerous supporting services and functions facilitate effective management of the
TLD. These support services are also supported by Afilias, including:

e Customer support: 24x7 live phone and e-mail support for customers to address
any access, update or other issues they may encounter. This includes assisting the
customer identification of the problem as well as solving it. Customers include
registrars and the registry operator, but not registrants except in unusual
circumstances. Customers have access to a web-based portal for a rapid and
transparent view of the status of pending issues.

e Financial services: billing and account reconciliation for all registry services
according to pricing established in respective agreements.

Reporting is an important component of supporting registry operations. Afilias
will provide reporting to the registry operator and registrars, and financial
reporting.

Reporting provided to registry operator
Afilias reporting provides an extensive suite of reports, including daily, weekly
and monthly reports with data at the transaction level that enable us to track and
reconcile at whatever level of detail preferred. Afilias provides the exact data
required by ICANN in the required format to enable the registry operator to meet
its technical reporting requirements to ICANN.

In addition, Afilias offers access to a data warehouse capability that will enable
near real-time data to be available 24x7. Afilias’ data warehouse capability
enables drill-down analytics all the way to the transaction level.

Reporting available to registrars
Afilias provides an extensive suite of reporting to registrars and has been doing
so in an exemplary manner for more than ten years. Specifically, Afilias provides
daily, weekly and monthly reports with detail at the transaction level to enable
registrars to track and reconcile at whatever level of detail they prefer.

Reports are provided in standard formats, facilitating import for use by virtually
any registrar analytical tool. Registrar reports are available for download via a
secure administrative interface. A given registrar will only have access to its
own reports. These include the following:
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e Daily Reports: Transaction Report, Billable Transactions Report, and Transfer
Reports;

e Weekly: Domain Status and Nameserver Report, Weekly Nameserver Report, Domains
Hosted by Nameserver Weekly Report, and;

e Monthly: Billing Report and Monthly Expiring Domains Report.

Weekly registrar reports are maintained for each registrar for four weeks. Weekly
reports older than four weeks will be archived for a period of six months, after
which they will be deleted.

Financial reporting
Registrar account balances are updated real-time when payments and withdrawals are
posted to the registrars' accounts. In addition, the registrar account balances
are updated as and when they perform billable transactions at the registry level.

Afilias provides Deposit-Withdrawal Reports that are updated periodically to
reflect payments received or credits and withdrawals posted to the registrar
accounts.

The following reports are also available: a) Daily Billable Transaction Report,
containing details of all the billable transactions performed by all the
registrars in the SRS, b) daily e-mail reports containing the number of domains in
the registry and a summary of the number and types of billable transactions
performed by the registrars, and c) registry operator versions of most registrar
reports (for example, a daily Transfer Report that details all transfer activity
between all of the registrars in the SRS).

Afilias approach to registry support

Afilias is dedicated to managing the technical operations and support of this TLD
in a secure, stable and reliable manner. Afilias has reviewed specific needs and
objectives of this TLD. The resulting comprehensive plans are illustrated in
technical responses #24-44. Afilias has provided financial responses for this
application which demonstrate cost and technology consistent with the size and
objectives of this TLD.

Afilias is the registry services provider for this and several other TLD
applications. Over the past 11 years of providing services for gTLD and ccTLDs,
Afilias has accumulated experience about resourcing levels necessary to provide
high quality services with conformance to strict service requirements. Afilias
currently supports over 20 million domain names, spread across 16 TLDs, with over
400 accredited registrars.

Since its founding, Afilias is focused on delivering secure, stable and reliable
registry services. Several essential management and staff who designed and
launched the Afilias registry in 2001 and expanded the number of TLDs supported,
all while maintaining strict service levels over the past decade, are still in
place today. This experiential continuity will endure for the implementation and
on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated
and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in
a focused way.

With over a decade of registry experience, Afilias has the depth and breadth of
experience that ensure existing and new needs are addressed, all while meeting or
exceeding service level requirements and customer expectations. This is evident in
Afilias’ participation in business, policy and technical organizations supporting
registry and Internet technology within ICANN and related organizations. This
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allows Afilias to be at the forefront of security initiatives such as: DNSSEC,
wherein Afilias worked with Public Interest Registry (PIR) to make the .ORG
registry the first DNSSEC enabled gTLD and the largest TLD enabled at the time; in
enhancing the Internet experience for users across the globe by leading
development of IDNs; in pioneering the use of open-source technologies by its
usage of PostgreSQL, and; being the first to offer near-real-time dissemination of
DNS zone data.

The ability to observe tightening resources for critical functions and the
capacity to add extra resources ahead of a threshold event are factors that
Afilias is well versed in. Afilias’ human resources team, along with well-
established relationships with external organizations, enables it to fill both
long-term and short-term resource needs expediently.

Afilias’ growth from a few domains to serving 20 million domain names across 16
TLDs and 400 accredited registrars indicates that the relationship between the
number of people required and the volume of domains supported is not linear. In
other words, servicing 100 TLDs does not automatically require 6 times more staff
than servicing 16 TLDs. Similarly, an increase in the number of domains under
management does not require in a linear increase in resources. Afilias carefully
tracks the relationship between resources deployed and domains to be serviced, and
pro-actively reviews this metric in order to retain a safe margin of error. This
enables Afilias to add, train and prepare new staff well in advance of the need,
allowing consistent delivery of high quality services.

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance

THE RESPONSE FOR THIS QUESTION USES ANGLE BRACKETS (THE “ (” and “) ” CHARACTERS),
WHICH ICANN INFORMS AFILIAS (CASE ID 11027) CANNOT BE PROPERLY RENDERED IN TAS DUE
TO SECURITY CONCERNS. HENCE, THE FULL ANSWER TO THIS QUESTION IS ATTACHED AS A
PDF FILE.

Afilias operates a state-of-the-art EPP-based Shared Registration System (SRS)
that is secure, stable and reliable. The SRS is a critical component of registry
operations that must balance the business requirements for the registry and its
customers, such as numerous domain acquisition and management functions. The SRS
meets or exceeds all ICANN requirements given that Afilias:

e Operates a secure, stable and reliable SRS which updates in real-time and in
full compliance with Specification 6 of the new gTLD Registry Agreement;

e Is committed to continuously enhancing our SRS to meet existing and future
needs;

e Currently exceeds contractual requirements and will perform in compliance with
Specification 10 of the new gTLD Registry Agreement;

e Provides SRS functionality and staff, financial, and other resources to more
than adequately meet the technical needs of this TLD, and;

e Manages the SRS with a team of experienced technical professionals who can
seamlessly integrate this TLD into the Afilias registry platform and support the
TLD in a secure, stable and reliable manner.

Description of operation of the SRS, including diagrams
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Afilias’ SRS provides the same advanced functionality as that used in the .INFO
and .ORG registries, as well as the fourteen other TLDs currently supported by
Afilias. The Afilias registry system is standards-compliant and utilizes proven
technology, ensuring global familiarity for registrars, and it is protected by our
massively provisioned infrastructure that mitigates the risk of disaster.

EPP functionality is described fully in our response to question #25; please
consider those answers incorporated here by reference. An abbreviated list of
Afilias SRS functionality includes:

e Domain registration: Afilias provides registration of names in the TLD, in both
ASCII and IDN forms, to accredited registrars via EPP and a web-based
administration tool.

e Domain renewal: Afilias provides services that allow registrars the ability to
renew domains under sponsorship at any time. Further, the registry performs the
automated renewal of all domain names at the expiration of their term, and allows
registrars to rescind automatic renewals within a specified number of days after
the transaction for a full refund.

e Transfer: Afilias provides efficient and automated procedures to facilitate the
transfer of sponsorship of a domain name between accredited registrars. Further,
the registry enables bulk transfers of domains under the provisions of the
Registry-Registrar Agreement.

¢ RGP and restoring deleted domain registrations: Afilias provides support for the
Redemption Grace Period (RGP) as needed, enabling the restoration of deleted
registrations.

e Other grace periods and conformance with ICANN guidelines: Afilias provides
support for other grace periods that are evolving as standard practice inside the
ICANN community. In addition, the Afilias registry system supports the evolving
ICANN guidelines on IDNs.

Afilias also supports the basic check, delete, and modify commands.

As required for all new gTLDs, Afilias provides “thick” registry system
functionality. In this model, all key contact details for each domain are stored
in the registry. This allows better access to domain data and provides uniformity
in storing the information.

Afilias’ SRS complies today and will continue to comply with global best practices
including relevant RFCs, ICANN requirements, and this TLD’s respective domain
policies. With over a decade of experience, Afilias has fully documented and
tested policies and procedures, and our highly skilled team members are active
participants of the major relevant technology and standards organizations, so
ICANN can be assured that SRS performance and compliance are met. Full details
regarding the SRS system and network architecture are provided in responses to
questions #31 and #32; please consider those answers incorporated here by
reference.

SRS servers and software
All applications and databases for this TLD will run in a virtual environment
currently hosted by a cluster of servers equipped with the latest Intel Westmere
multi-core processors. (It is possible that by the time this application is
evaluated and systems deployed, Westmere processors may no longer be the
“latest”; the Afilias policy is to use the most advanced, stable technology
available at the time of deployment.) The data for the registry will be stored on
storage arrays of solid state drives shared over a fast storage area network. The
virtual environment allows the infrastructure to easily scale both vertically and
horizontally to cater to changing demand. It also facilitates effective
utilization of system resources, thus reducing energy consumption and carbon
footprint.
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The network firewalls, routers and switches support all applications and servers.
Hardware traffic shapers are used to enforce an equitable access policy for
connections coming from registrars. The registry system accommodates both IPv4 and
IPv6 addresses. Hardware load balancers accelerate TLS~SSL handshaking and
distribute load among a pool of application servers.

Each of the servers and network devices are equipped with redundant, hot-swappable
components and multiple connections to ancillary systems. Additionally, 24x7
support agreements with a four-hour response time at all our data centers
guarantee replacement of failed parts in the shortest time possible.

Examples of current system and network devices used are:

* Servers: Cisco UCS B230 blade servers

e SAN storage arrays: IBM Storwize V7000 with Solid State Drives
e SAN switches: Brocade 5100

e Firewalls: Cisco ASA 5585-X

e Load balancers: F5 Big-IP 6900

* Traffic shapers: Procera PacketLogic PL8720

e Routers: Juniper MX40 3D

¢ Network switches: Cisco Nexus 7010, Nexus 5548, Nexus 2232

These system components are upgraded and updated as required, and have usage and

performance thresholds which trigger upgrade review points. In each data center,

there is a minimum of two of each network component, a minimum of 25 servers, and
a minimum of two storage arrays.

Technical components of the SRS include the following items, continually checked
and upgraded as needed: SRS, WHOIS, web admin tool, DNS, DNS distributor,
reporting, invoicing tools, and deferred revenue system (as needed) .

All hardware is massively provisioned to ensure stability under all forecast
volumes from launch through “normal” operations of average daily and peak
capacities. Each and every system application, server, storage and network device
is continuously monitored by the Afilias Network Operations Center for performance
and availability. The data gathered is used by dynamic predictive analysis tools
in real-time to raise alerts for unusual resource demands. Should any volumes
exceed established thresholds, a capacity planning review is instituted which will
address the need for additions well in advance of their actual need.

SRS diagram and interconnectivity description

As with all core registry services, the SRS is run from a global cluster of
registry system data centers, located in geographic centers with high Internet
bandwidth, power, redundancy and availability. All of the registry systems will be
run in a &lt;n+l&gt; setup, with a primary data center and a secondary data
center. For detailed site information, please see our responses to questions #32
and #35. Registrars access the SRS in real-time using EPP.

A sample of the Afilias SRS technical and operational capabilities (displayed in
Figure 24-a) include:

e Geographically diverse redundant registry systems;

* Load balancing implemented for all registry services (e.g. EPP, WHOIS, web
admin) ensuring equal experience for all customers and easy horizontal
scalability;

* Disaster Recovery Point objective for the registry is within one minute of the
loss of the primary system;

e Detailed and tested contingency plan, in case of primary site failure, and;

* Daily reports, with secure access for confidentiality protection.
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As evidenced in Figure 24-a, the SRS contains several components of the registry
system. The interconnectivity ensures near-real-time distribution of the data
throughout the registry infrastructure, timely backups, and up-to-date billing
information.

The WHOIS servers are directly connected to the registry database and provide
real-time responses to queries using the most up-to-date information present in
the registry.

Committed DNS-related EPP objects in the database are made available to the DNS
Distributor via a dedicated set of connections. The DNS Distributor extracts
committed DNS-related EPP objects in real time and immediately inserts them into
the zone for dissemination.

The Afilias system is architected such that read-only database connections are
executed on database replicas and connections to the database master (where write-
access 1s executed) are carefully protected to ensure high availability.

This interconnectivity is monitored, as is the entire registry system, according
to the plans detailed in our response to question #42.

Synchronization scheme

Registry databases are synchronized both within the same data center and in the
backup data center using a database application called Slony. For further details,
please see the responses to questions #33 and #37. Slony replication of
transactions from the publisher (master) database to its subscribers (replicas)
works continuously to ensure the publisher and its subscribers remain
synchronized. When the publisher database completes a transaction the Slony
replication system ensures that each replica also processes the transaction. When
there are no transactions to process, Slony “sleeps” until a transaction arrives
or for one minute, whichever comes first. Slony “wakes up” each minute to confirm
with the publisher that there has not been a transaction and thus ensures
subscribers are synchronized and the replication time lag is minimized. The
typical replication time lag between the publisher and subscribers depends on the
topology of the replication cluster, specifically the location of the subscribers
relative to the publisher. Subscribers located in the same data center as the
publisher are typically updated within a couple of seconds, and subscribers
located in a secondary data center are typically updated in less than ten seconds.
This ensures real-time or near-real-time synchronization between all databases,
and in the case where the secondary data center needs to be activated, it can be
done with minimal disruption to registrars.

SRS SLA performance compliance

Afilias has a ten-year record of delivering on the demanding ICANN SLAs, and will
continue to provide secure, stable and reliable service in compliance with SLA
requirements as specified in the new gTLD Registry Agreement, Specification 10, as
presented in Figure 24-Db.

The Afilias SRS currently handles over 200 million EPP transactions per month for
just .INFO and .ORG. Overall, the Afilias SRS manages over 700 million EPP
transactions per month for all TLDs under management.

Given this robust functionality, and more than a decade of experience supporting a
thick TLD registry with a strong performance history, Afilias will meet or exceed
the performance metrics in Specification 10 of the new gTLD Registry Agreement.

The Afilias services and infrastructure are designed to scale both vertically and
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horizontally without any downtime to provide consistent performance as this TLD
grows. The Afilias architecture is also massively provisioned to meet seasonal
demands and marketing campaigns. Afilias’ experience also gives high confidence in
the ability to scale and grow registry operations for this TLD in a secure, stable
and reliable manner.

SRS resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable
registry services. Several essential management and staff who designed and
launched the Afilias registry in 2001 and expanded the number of TLDs supported,
all while maintaining strict service levels over the past decade, are still in
place today. This experiential continuity will endure for the implementation and
on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated
and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in
a focused way.

Over 100 Afilias team members contribute to the management of the SRS code and
network that will support this TLD. The SRS team is composed of Software
Engineers, Quality Assurance Analysts, Application Administrators, System
Administrators, Storage Administrators, Network Administrators, Database
Administrators, and Security Analysts located at three geographically separate
Afilias facilities. The systems and services set up and administered by these team
members are monitored 24x7 by skilled analysts at two NOCs located in Toronto,
Ontario (Canada) and Horsham, Pennsylvania (USA). In addition to these team
members, Afilias also utilizes trained project management staff to maintain
various calendars, work breakdown schedules, utilization and resource schedules
and other tools to support the technical and management staff. It is this team who
will both deploy this TLD on the Afilias infrastructure, and maintain it.
Together, the Afilias team has managed 11 registry transitions and six new TLD
launches, which illustrate its ability to securely and reliably deliver regularly
scheduled updates as well as a secure, stable and reliable SRS service for this
TLD.

25. Extensible Provisioning Protocol (EPP)

THE RESPONSE FOR THIS QUESTION USES ANGLE BRACKETS (THE “ (” and “) ” CHARACTERS),
WHICH ICANN INFORMS AFILIAS (CASE ID 11027) CANNOT BE PROPERLY RENDERED IN TAS DUE
TO SECURITY CONCERNS. HENCE, THE FULL ANSWER TO THIS QUESTION IS ATTACHED AS A
PDF FILE.

Afilias has been a pioneer and innovator in the use of EPP. .INFO was the first
EPP-based gTLD registry and launched on EPP version 02-00. Afilias has a track
record of supporting TLDs on standards-compliant versions of EPP. Afilias will
operate the EPP registrar interface as well as a web-based interface for this TLD
in accordance with RFCs and global best practices. In addition, Afilias will
maintain a proper OT&E (Operational Testing and Evaluation) environment to
facilitate registrar system development and testing.

Afilias’ EPP technical performance meets or exceeds all ICANN requirements as
demonstrated by:

e A completely functional, state-of-the-art, EPP-based SRS that currently meets
the needs of various gTLDs and will meet this new TLD’s needs;

e A track record of success in developing extensions to meet client and registrar
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business requirements such as multi-script support for IDNs;

e Supporting six ICANN gTLDs on EPP: .INFO, .ORG, .MOBI, .AERO, .ASIA and .XXX

e EPP software that is operating today and has been fully tested to be standards-
compliant;

e Proven interoperability of existing EPP software with ICANN-accredited
registrars, and;

* An SRS that currently processes over 200 million EPP transactions per month for
both .INFO and .ORG. Overall, Afilias processes over 700 million EPP transactions
per month for all 16 TLDs under management.

The EPP service is offered in accordance with the performance specifications
defined in the new gTLD Registry Agreement, Specification 10.

EPP Standards

The Afilias registry system complies with the following revised versions of the
RFCs and operates multiple ICANN TLDs on these standards, including .INFO, .ORG,
.MOBI, .ASIA and .XXX. The systems have been tested by our Quality Assurance
(“QA”) team for RFC compliance, and have been used by registrars for an extended
period of time:

e 3735 - Guidelines for Extending EPP

* 3915 - Domain Registry Grace Period Mapping

¢« 5730 - Extensible Provisioning Protocol (EPP)

e 5731 - Domain Name Mapping

e 5732 - Host Mapping

e 5733 - Contact Mapping

e 5734 - Transport Over TCP

* 5910 - Domain Name System (DNS) Security Extensions Mapping for the Extensible
Provisioning Protocol (EPP)

This TLD will support all valid EPP commands. The following EPP commands are in
operation today and will be made available for this TLD. See attachment #25a for
the base set of EPP commands and copies of Afilias XSD schema files, which define
all the rules of valid, RFC compliant EPP commands and responses that Afilias
supports. Any customized EPP extensions, if necessary, will also conform to
relevant RFCs.

Afilias staff members actively participated in the Internet Engineering Task Force
(IETF) process that finalized the new standards for EPP. Afilias will continue to
actively participate in the IETF and will stay abreast of any updates to the EPP
standards.

EPP software interface and functionality

Afilias will provide all registrars with a free open-source EPP toolkit. Afilias
provides this software for use with both Microsoft Windows and Unix-Linux
operating systems. This software, which includes all relevant templates and schema
defined in the RFCs, is available on sourceforge.net and will be available through
the registry operator’s website.

Afilias’ SRS EPP software complies with all relevant RFCs and includes the
following functionality:

* EPP Greeting: A response to a successful connection returns a greeting to the
client. Information exchanged can include: name of server, server date and time in
UTC, server features, e.g., protocol versions supported, languages for the text
response supported, and one or more elements which identify the objects that the
server is capable of managing;

* Session management controls: &lt;login&gt; to establish a connection with a
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server, and &lt;logouté&gt; to end a session;

e EPP Objects: Domain, Host and Contact for respective mapping functions;

e EPP Object Query Commands: Info, Check, and Transfer (query) commands to
retrieve object information, and;

e EPP Object Transform Commands: five commands to transform objects:
&lt;create&gt; to create an instance of an object, &lt;delete&gt; to remove an
instance of an object, &lt;renewé&gt; to extend the validity period of an object,
&lt;update&gt; to change information associated with an object, and
&lt;transfer&gt; to manage changes in client sponsorship of a known object.

Currently, 100% of the top domain name registrars in the world have software that
has already been tested and certified to be compatible with the Afilias SRS
registry. In total, over 375 registrars, representing over 95% of all registration
volume worldwide, operate software that has been certified compatible with the
Afilias SRS registry. Afilias’ EPP Registrar Acceptance Criteria are available in
attachment #25b, EPP OT&E Criteria.

Free EPP software support
Afilias analyzes and diagnoses registrar EPP activity log files as needed and is
available to assist registrars who may require technical guidance regarding how to
fix repetitive errors or exceptions caused by misconfigured client software.

Registrars are responsible for acquiring a TLS-SSL certificate from an approved
certificate authority, as the registry-registrar communication channel requires
mutual authentication; Afilias will acquire and maintain the server-side TLS~SSL
certificate. The registrar is responsible for developing support for TLS~-SSL in
their client application. Afilias will provide free guidance for registrars
unfamiliar with this requirement.

Registrar data synchronization

There are two methods available for registrars to synchronize their data with the
registry:

e Automated synchronization: Registrars can, at any time, use the EPP &lt;info&gt;
command to obtain definitive data from the registry for a known object, including
domains, hosts (nameservers) and contacts.

e Personalized synchronization: A registrar may contact technical support and
request a data file containing all domains (and associated host (nameserver) and
contact information) registered by that registrar, within a specified time
interval. The data will be formatted as a comma separated values (CSV) file and
made available for download using a secure server.

EPP modifications
There are no unique EPP modifications planned for this TLD.

All ICANN TLDs must offer a Sunrise as part of a rights protection program.
Afilias uses EPP extensions that allow registrars to submit trademark and other
intellectual property rights (IPR) data to the registry. These extensions are:

e An &lt;ipr:nameé&gt; element that indicates the name of Registered Mark.

e An &lt;ipr:number&gt; element that indicates the registration number of the IPR.
e An &lt;ipr:cclocality&gt; element that indicates the origin for which the IPR is
established (a national or international trademark registry).

e An &lt;ipr:entitlementé&gt; element that indicates whether the applicant holds
the trademark as the original “OWNER”, “CO-OWNER” or “ASSIGNEE”.

* An &lt;ipr:appDate&gt; element that indicates the date the Registered Mark was
applied for.

e An &lt;ipr:regDate&gt; element that indicates the date the Registered Mark was
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issued and registered.

e An &lt;ipr:classé&gt; element that indicates the class of the registered mark.
e An &lt;ipr:type&gt; element that indicates the Sunrise phase the application
applies for.

Note that some of these extensions might be subject to change based on ICANN-
developed requirements for the Trademark Clearinghouse.

EPP resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable
registry services. Several essential management and staff who designed and
launched the Afilias registry in 2001 and expanded the number of TLDs supported,
all while maintaining strict service levels over the past decade, are still in
place today. This experiential continuity will endure for the implementation and
on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated
and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in
a focused way.

108 Afilias team members directly contribute to the management and development of
the EPP based registry systems. As previously noted, Afilias is an active member
of IETF and has a long documented history developing and enhancing EPP. These
contributors include 11 developers and 14 QA engineers focused on maintaining and
enhancing EPP server side software. These engineers work directly with business
staff to timely address existing needs and forecast registry-registrar needs to
ensure the Afilias EPP software is effective today and into the future. A team of
eight data analysts work with the EPP software system to ensure that the data
flowing through EPP is securely and reliably stored in replicated database
systems. In addition to the EPP developers, QA engineers, and data analysts, other
EPP contributors at Afilias include: Technical Analysts, the Network Operations
Center and Data Services team members.

26. Whois

Afilias operates the WHOIS (registration data directory service) infrastructure in
accordance with RFCs and global best practices, as it does for the 16 TLDs it
currently supports. Designed to be robust and scalable, Afilias’ WHOIS service has
exceeded all contractual requirements for over a decade. It has extended search
capabilities, and methods of limiting abuse.

The WHOIS service operated by Afilias meets and exceeds ICANN’s requirements.
Specifically, Afilias will:

e Offer a WHOIS service made available on port 43 that is flexible and standards-
compliant;

e Comply with all ICANN policies, and meeting or exceeding WHOIS performance
requirements in Specification 10 of the new gTLD Registry Agreement;

e Enable a Searchable WHOIS with extensive search capabilities that offers ease of
use while enforcing measures to mitigate access abuse, and;

e Employ a team with significant experience managing a compliant WHOIS service.

Such extensive knowledge and experience managing a WHOIS service enables Afilias
to offer a comprehensive plan for this TLD that meets the needs of constituents of
the domain name industry and Internet users. The service has been tested by our QA
team for RFC compliance, and has been used by registrars and many other parties
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for an extended period of time. Afilias’ WHOIS service currently serves almost 500
million WHOIS queries per month, with the capacity already built in to handle an
order of magnitude increase in WHOIS queries, and the ability to smoothly scale
should greater growth be needed.

WHOIS system description and diagram

The Afilias WHOIS system, depicted in figure 26-a, is designed with robustness,
availability, compliance, and performance in mind. Additionally, the system has
provisions for detecting abusive usage (e.g., excessive numbers of queries from
one source). The WHOIS system is generally intended as a publicly available single
object lookup system. Afilias uses an advanced, persistent caching system to
ensure extremely fast query response times.

Afilias will develop restricted WHOIS functions based on specific domain policy
and regulatory requirements as needed for operating the business (as long as they
are standards compliant). It will also be possible for contact and registrant
information to be returned according to regulatory requirements. The WHOIS
database supports multiple string and field searching through a reliable, free,
secure web-based interface.

Data objects, interfaces, access and lookups
Registrars can provide an input form on their public websites through which a
visitor is able to perform WHOIS queries. The registry operator can also provide a
Web-based search on its site. The input form must accept the string to query,
along with the necessary input elements to select the object type and
interpretation controls. This input form sends its data to the Afilias port 43
WHOIS server. The results from the WHOIS query are returned by the server and
displayed in the visitor’s Web browser. The sole purpose of the Web interface is
to provide a user-friendly interface for WHOIS queries.

Afilias will provide WHOIS output as per Specification 4 of the new gTLD Registry
Agreement. The output for domain records generally consists of the following
elements:

e The name of the domain registered and the sponsoring registrar;

e The names of the primary and secondary nameserver (s) for the registered domain
name;

e The creation date, registration status and expiration date of the registration;
e The name, postal address, e-mail address, and telephone and fax numbers of the
domain name holder;

e The name, postal address, e-mail address, and telephone and fax numbers of the
technical contact for the domain name holder;

¢ The name, postal address, e-mail address, and telephone and fax numbers of the
administrative contact for the domain name holder, and;

e The name, postal address, e-mail address, and telephone and fax numbers of the
billing contact for the domain name holder.

The following additional features are also present in Afilias’ WHOIS service:

e Support for IDNs, including the language tag and the Punycode representation of
the IDN in addition to Unicode Hex and Unicode HTML formats;

e Enhanced support for privacy protection relative to the display of confidential
information.

Afilias will also provide sophisticated WHOIS search functionality that includes
the ability to conduct multiple string and field searches.

Query controls
For all WHOIS queries, a user is required to enter the character string
representing the information for which they want to search. The object type and
interpretation control parameters to limit the search may also be specified. If
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object type or interpretation control parameter is not specified, WHOIS will
search for the character string in the Name field of the Domain object.

WHOIS queries are required to be either an "exact search” or a "partial search,”
both of which are insensitive to the case of the input string.

An exact search specifies the full string to search for in the database field. An
exact match between the input string and the field value is required.

A partial search specifies the start of the string to search for in the database
field. Every record with a search field that starts with the input string is
considered a match. By default, if multiple matches are found for a query, then a
summary containing up to 50 matching results is presented. A second query is
required to retrieve the specific details of one of the matching records.

If only a single match is found, then full details will be provided. Full detail
consists of the data in the matching object as well as the data in any associated
objects. For example: a query that results in a domain object includes the data
from the associated host and contact objects.

WHOIS query controls fall into two categories: those that specify the type of
field, and those that modify the interpretation of the input or determine the
level of output to provide. Each is described below.

The following keywords restrict a search to a specific object type:

e Domain: Searches only domain objects. The input string is searched in the Name
field.

* Host: Searches only nameserver objects. The input string is searched in the Name
field and the IP Address field.

e Contact: Searches only contact objects. The input string is searched in the ID
field.

e Registrar: Searches only registrar objects. The input string is searched in the
Name field.

By default, if no object type control is specified, then the Name field of the
Domain object is searched.

In addition, Afilias WHOIS systems can perform and respond to WHOIS searches by
registrant name, postal address and contact names. Deployment of these features is
provided as an option to the registry operator, based upon registry policy and
business decision-making.

Figure 26-b presents the keywords that modify the interpretation of the input or
determine the level of output to provide.

By default, if no interpretation control keywords are used, the output will
include full details if a single match is found and a summary if multiple matches
are found.

Unique TLD requirements
There are no unique WHOIS requirements for this TLD.

Sunrise WHOIS processes
All ICANN TLDs must offer a Sunrise as part of a rights protection program.
Afilias uses EPP extensions that allow registrars to submit trademark and other
intellectual property rights (IPR) data to the registry. The following
corresponding data will be displayed in WHOIS for relevant domains:
e Trademark Name: element that indicates the name of the Registered Mark.
e Trademark Number: element that indicates the registration number of the IPR.
* Trademark Locality: element that indicates the origin for which the IPR is
established (a national or international trademark registry).
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e Trademark Entitlement: element that indicates whether the applicant holds the
trademark as the original “OWNER”, “CO-OWNER” or “ASSIGNEE”.

* Trademark Application Date: element that indicates the date the Registered Mark
was applied for.
» Trademark Registration Date: element that indicates the date the Registered Mark
was issued and registered.
e Trademark Class: element that indicates the class of the Registered Mark.
e IPR Type: element that indicates the Sunrise phase the application applies for.

IT and infrastructure resources

All the applications and databases for this TLD will run in a virtual environment
hosted by a cluster of servers equipped with the latest Intel Westmere multi-core
processors (or a more advanced, stable technology available at the time of
deployment) . The registry data will be stored on storage arrays of solid-state
drives shared over a fast storage area network. The virtual environment allows the
infrastructure to easily scale both vertically and horizontally to cater to
changing demand. It also facilitates effective utilization of system resources
thus reducing energy consumption and carbon footprint.

The applications and servers are supported by network firewalls, routers and
switches. The WHOIS system accommodates both IPv4 and IPv6 addresses.

Each of the servers and network devices are equipped with redundant hot-swappable
components and multiple connections to ancillary systems. Additionally, 24x7
support agreements with our hardware vendor with a 4-hour response time at all our
data centers guarantees replacement of failed parts in the shortest time possible.

Models of system and network devices used are:

e Servers: Cisco UCS B230 blade servers

e SAN storage arrays: IBM Storwize V7000 with Solid State Drives
e Firewalls: Cisco ASA 5585-X

e Load balancers: F5 Big-IP 6900

e Traffic shapers: Procera PacketLogic PL8720

e Routers: Juniper MX40 3D

e Network switches: Cisco Nexus 7010, Nexus 5548, Nexus 2232

There will be at least four virtual machines (VMs) offering WHOIS service. Each VM
will run at least two WHOIS server instances - one for registrars and one for the
public. All instances of the WHOIS service is made available to registrars and
the public are rate limited to mitigate abusive behavior.

Frequency of synchronization between servers

Registration data records from the EPP publisher database will be replicated to
the WHOIS system database on a near-real-time basis whenever an update occurs.

Specifications 4 and 10 compliance

The WHOIS service for this TLD will meet or exceed the performance requirements in
the new gTLD Registry Agreement, Specification 10. Figure 26-c provides the exact
measurements and commitments. Afilias has a 10 year track record of exceeding
WHOIS performance and a skilled team to ensure this continues for all TLDs under
management.

The WHOIS service for this TLD will meet or exceed the requirements in the new
gTLD Registry Agreement, Specification 4.

[Page 27]



RFC 3912 compliance

Afilias will operate the WHOIS infrastructure in compliance with RFCs and global
best practices, as it does with the 16 TLDs Afilias currently supports.

Afilias maintains a registry-level centralized WHOIS database that contains
information for every registered domain and for all host and contact objects. The
WHOIS service will be available on the Internet standard WHOIS port (port 43) in
compliance with RFC 3912. The WHOIS service contains data submitted by registrars
during the registration process. Changes made to the data by a registrant are
submitted to Afilias by the registrar and are reflected in the WHOIS database and
service in near-real-time, by the instance running at the primary data center, and
in under ten seconds by the instance running at the secondary data center, thus
providing all interested parties with up-to-date information for every domain.
This service is compliant with the new gTLD Registry Agreement, Specification 4.

The WHOIS service maintained by Afilias will be authoritative and complete, as
this will be a “thick” registry (detailed domain contact WHOIS is all held at the
registry); users do not have to query different registrars for WHOIS information,
as there is one central WHOIS system. Additionally, visibility of different types
of data is configurable to meet the registry operator’s needs.

Searchable WHOIS

Afilias offers a searchable WHOIS on a web-based Directory Service. Partial match
capabilities are offered on the following fields: domain name, registrar ID, and
IP address. In addition, Afilias WHOIS systems can perform and respond to WHOIS
searches by registrant name, postal address and contact names.

Providing the ability to search important and high-value fields such as registrant
name, address and contact names increases the probability of abusive behavior. An
abusive user could script a set of queries to the WHOIS service and access contact
data in order to create or sell a list of names and addresses of registrants in
this TLD. Making the WHOIS machine readable, while preventing harvesting and
mining of WHOIS data, is a key requirement integrated into the Afilias WHOIS
systems. For instance, Afilias limits search returns to 50 records at a time. If
bulk queries were ever necessary (e.g., to comply with any applicable laws,
government rules or requirements, requests of law enforcement, or any dispute
resolution process), Afilias makes such query responses available to carefully
screened and limited staff members at the registry operator (and customer support
staff) via an internal data warehouse. The Afilias WHOIS system accommodates
anonymous access as well as pre-identified and profile-defined uses, with full
audit and log capabilities.

The WHOIS service has the ability to tag query responses with labels such as “Do
not redistribute” or “Special access granted”. This may allow for tiered response
and reply scenarios. Further, the WHOIS service is configurable in parameters and
fields returned, which allow for flexibility in compliance with various
jurisdictions, regulations or laws.

Afilias offers exact-match capabilities on the following fields: registrar ID,
nameserver name, and nameserver’s IP address (only applies to IP addresses stored
by the registry, i.e., glue records). Search capabilities are fully available, and
results include domain names matching the search criteria (including IDN
variants). Afilias manages abuse prevention through rate limiting and CAPTCHA
(described below) . Queries do not require specialized transformations of
internationalized domain names or internationalized data fields
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Please see “Query Controls” above for details about search options and
capabilities.

Deterring WHOIS abuse

Afilias has adopted two best practices to prevent abuse of the WHOIS service: rate
limiting and CAPTCHA.

Abuse of WHOIS services on port 43 and via the Web is subject to an automated
rate-limiting system. This ensures that uniformity of service to users is
unaffected by a few parties whose activities abuse or otherwise might threaten to
overload the WHOIS system.

Abuse of web-based public WHOIS services is subject to the use of CAPTCHA
(Completely Automated Public Turing test to tell Computers and Humans Apart)
technology. The use of CAPTCHA ensures that uniformity of service to users is
unaffected by a few parties whose activities abuse or otherwise might threaten to
overload the WHOIS system. Afilias will adopt a CAPTCHA on its Web-based WHOIS.

Data mining of any sort on the WHOIS system is strictly prohibited, and this
prohibition is published in WHOIS output and in terms of service.

For rate limiting on IPv4, there are configurable limits per IP and subnet. For
IPv6, the traditional limitations do not apply. Whenever a unique IPv6 IP address
exceeds the limit of WHOIS queries per minute, the same rate-limit for the given
64 bits of network prefix that the offending IPv6 IP address falls into will be
applied. At the same time, a timer will start and rate-limit validation logic will
identify if there are any other IPv6 address within the original 80-bit (~48)
prefix. If another offending IPv6 address does fall into the ~48 prefix then rate-
limit validation logic will penalize any other IPv6 addresses that fall into that
given 80-bit (-48) network. As a security precaution, Afilias will not disclose
these limits.

Pre-identified and profile-driven role access allows greater granularity and
configurability in both access to the WHOIS service, and in volume-frequency of
responses returned for queries.

Afilias staff are key participants in the ICANN Security & Stability Advisory
Committee’s deliberations and outputs on WHOIS, including SAC003, SAC027, SAC033,
SAC037, SAC040, and SAC051. Afilias staff are active participants in both
technical and policy decision making in ICANN, aimed at restricting abusive
behavior.

WHOIS staff resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable
registry services. Several essential management and staff who designed and
launched the Afilias registry in 2001 and expanded the number of TLDs supported,
all while maintaining strict service levels over the past decade, are still in
place today. This experiential continuity will endure for the implementation and
on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated
and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in
a focused way.

Within Afilias, there are 11 staff members who develop and maintain the compliant
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WHOIS systems. They keep pace with access requirements, thwart abuse, and
continually develop software. Of these resources, approximately two staffers are
typically required for WHOIS-related code customization. Other resources provide
quality assurance, and operations personnel maintain the WHOIS system itself. This
team will be responsible for the implementation and on-going maintenance of the
new TLD WHOIS service.

27. Registration Life Cycle

THE RESPONSE FOR THIS QUESTION USES ANGLE BRACKETS (THE “ (” and “) ” CHARACTERS),
WHICH ICANN INFORMS AFILIAS (CASE ID 11027) CANNOT BE PROPERLY RENDERED IN TAS DUE
TO SECURITY CONCERNS. HENCE, THE FULL ANSWER TO THIS QUESTION IS ATTACHED AS A
PDF FILE.

Afilias has been managing registrations for over a decade. Afilias has had
experience managing registrations for over a decade and supports comprehensive
registration lifecycle services including the registration states, all standard
grace periods, and can address any modifications required with the introduction of
any new ICANN policies.

This TLD will follow the ICANN standard domain lifecycle, as is currently
implemented in TLDs such as .ORG and .INFO. The below response includes: a diagram
and description of the lifecycle of a domain name in this TLD, including domain
creation, transfer protocols, grace period implementation and the respective time
frames for each; and the existing resources to support the complete lifecycle of a
domain.

As depicted in Figure 27-a, prior to the beginning of the Trademark Claims Service
or Sunrise IP protection program[s], Afilias will support the reservation of names
in accordance with the new gTLD Registry Agreement, Specification 5. After the
quiet period for Sunrise closes, there will be a land rush period providing
applicants the opportunity to register their domain prior to general availability;
this will be followed by a 30 day gquiet period.

Registration period

After the IP protection programs, the landrush and the general launch, eligible
registrants may choose an accredited registrar to register a domain name. The
registrar will check availability on the requested domain name and if available,
will collect specific objects such as, the required contact and host information
from the registrant. The registrar will then provision the information into the
registry system using standard Extensible Provisioning Protocol (“EPP”) commands
through a secure connection to the registry backend service provider.

When the domain is created, the standard five day Add Grace Period begins, the
domain and contact information are available in WHOIS, and normal operating EPP
domain statuses will apply. Other specifics regarding registration rules for an
active domain include:

e The domain must be unique;

e Restricted or reserved domains cannot be registered;

* The domain can be registered from 1-10 years;

e The domain can be renewed at any time for 1-10 years, but cannot exceed 10
years;

¢ The domain can be explicitly deleted at any time;

e The domain can be transferred from one registrar to another except during the
first 60 days following a successful registration or within 60 days following a
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transfer; and,
Contacts and hosts can be modified at any time.

The following describe the domain status values recognized in WHOIS when using the
EPP protocol following RFC 5731.

¢ OK or Active: This is the normal status for a domain that has no pending
operations or restrictions.

e Inactive: The domain has no delegated name servers.

e Locked: No action can be taken on the domain. The domain cannot be renewed,
transferred, updated, or deleted. No objects such as contacts or hosts can be
associated to, or disassociated from the domain. This status includes: Delete
Prohibited ~ Server Delete Prohibited, Update Prohibited ~ Server Update
Prohibited, Transfer Prohibited, Server Transfer Prohibited, Renew Prohibited,
Server Renew Prohibited.

e Hold: The domain will not be included in the zone. This status includes: Client
Hold, Server Hold.

e Transfer Prohibited: The domain cannot be transferred away from the sponsoring
registrar. This status includes: Client Transfer Prohibited, Server Transfer
Prohibited.

The following describe the registration operations that apply to the domain name
during the registration period.

a. Domain modifications: This operation allows for modifications or updates to the
domain attributes to include:

i. Registrant Contact

ii. Admin Contact

iii. Technical Contact

iv. Billing Contact

v. Host or nameservers

vi. Authorization information

vii. Associated status values

A domain with the EPP status of Client Update Prohibited or Server Update
Prohibited may not be modified until the status is removed.

b. Domain renewals: This operation extends the registration period of a domain by
changing the expiration date. The following rules apply:

i. A domain can be renewed at any time during its registration term,

ii. The registration term cannot exceed a total of 10 years.

A domain with the EPP status of Client Renew Prohibited or Server Renew Prohibited
cannot be renewed.

c. Domain deletions: This operation deletes the domain from the Shared Registry
Services (SRS). The following rules apply:

i. A domain can be deleted at any time during its registration term, f the domain
is deleted during the Add Grace Period or the Renew~Extend Grace Period, the
sponsoring registrar will receive a credit,

ii. A domain cannot be deleted if it has “child” nameservers that are associated
to other domains.

A domain with the EPP status of Client Delete Prohibited or Server Delete
Prohibited cannot be deleted.

d. Domain transfers: A transfer of the domain from one registrar to another is
conducted by following the steps below.

i. The registrant must obtain the applicable &lt;authInfo&gt; code from the
sponsoring (losing) registrar.

e Every domain name has an authInfo code as per EPP RFC 5731. The authInfo code is
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a six- to l6-character code assigned by the registrar at the time the name was
created. Its purpose is to aid identification of the domain owner so proper
authority can be established (it is the "password” to the domain).

e Under the Registry-Registrar Agreement, registrars will be required to provide a
copy of the authInfo code to the domain registrant upon his or her request.

ii. The registrant must provide the authInfo code to the new (gaining) registrar,
who will then initiate a domain transfer request. A transfer cannot be initiated
without the authInfo code.

e Every EPP &lt;transfer&gt; command must contain the authInfo code or the request
will fail. The authInfo code represents authority to the registry to initiate a
transfer.

iii. Upon receipt of a valid transfer request, the registry automatically asks the
sponsoring (losing) registrar to approve the request within five calendar days.

* When a registry receives a transfer request the domain cannot be modified,
renewed or deleted until the request has been processed. This status must not be
combined with either Client Transfer Prohibited or Server Transfer Prohibited
status.

e If the sponsoring (losing) registrar rejects the transfer within five days, the
transfer request is cancelled. A new domain transfer request will be required to
reinitiate the process.

e If the sponsoring (losing) registrar does not approve or reject the transfer
within five days, the registry automatically approves the request.

iv. After a successful transfer, it is strongly recommended that registrars change
the authInfo code, so that the prior registrar or registrant cannot use it
anymore.

v. Registrars must retain all transaction identifiers and codes associated with
successful domain object transfers and protect them from disclosure.

vi. Once a domain is successfully transferred the status of TRANSFERPERIOD is
added to the domain for a period of five days.

vii. Successful transfers will result in a one year term extension (resulting in a
maximum total of 10 years), which will be charged to the gaining registrar.

e. Bulk transfer: Afilias supports bulk transfer functionality within the SRS for
situations where ICANN may request the registry to perform a transfer of some or
all registered objects (includes domain, contact and host objects) from one
registrar to another registrar. Once a bulk transfer has been executed, expiry
dates for all domain objects remain the same, and all relevant states of each
object type are preserved. In some cases the gaining and the losing registrar as
well as the registry must approved bulk transfers. A detailed log is captured for
each bulk transfer process and is archived for audit purposes.

Afilias will support ICANN’s Transfer Dispute Resolution Process. Afilias will
also respond to Requests for Enforcement (law enforcement or court orders) and
will follow that process.

1. Auto-renew grace period

The Auto-Renew Grace Period displays as AUTORENEWPERIOD in WHOIS. An auto-renew
must be requested by the registrant through the sponsoring registrar and occurs if
a domain name registration is not explicitly renewed or deleted by the expiration
date and is set to a maximum of 45 calendar days. In this circumstance the
registration will be automatically renewed by the registry system the first day
after the expiration date. If a Delete, Extend, or Transfer occurs within the
AUTORENEWPERIOD the following rules apply:

i. Delete. If a domain is deleted the sponsoring registrar at the time of the
deletion receives a credit for the auto-renew fee. The domain then moves into the
Redemption Grace Period with a status of PENDING DELETE RESTORABLE.

ii. Renew~Extend. A domain can be renewed as long as the total term does not
exceed 10 years. The account of the sponsoring registrar at the time of the
extension will be charged for the additional number of years the registration is
renewed.
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iii. Transfer (other than ICANN-approved bulk transfer). If a domain is
transferred, the losing registrar is credited for the auto-renew fee, and the year
added by the operation is cancelled. As a result of the transfer, the expiration
date of the domain is extended by minimum of one year as long as the total term
does not exceed 10 years. The gaining registrar is charged for the additional
transfer year(s) even in cases where a full year is not added because of the
maximum 10 year registration restriction.

2. Redemption grace period

During this period, a domain name is placed in the PENDING DELETE RESTORABLE
status when a registrar requests the deletion of a domain that is not within the
Add Grace Period. A domain can remain in this state for up to 30 days and will not
be included in the zone file. The only action a registrar can take on a domain is
to request that it be restored. Any other registrar requests to modify or
otherwise update the domain will be rejected. If the domain is restored it moves
into PENDING RESTORE and then OK. After 30 days if the domain is not restored it
moves into PENDING DELETE SCHEDULED FOR RELEASE before the domain is released back
into the pool of available domains.

3. Pending delete

During this period, a domain name is placed in PENDING DELETE SCHEDULED FOR
RELEASE status for five days, and all Internet services associated with the domain
will remain disabled and domain cannot be restored. After five days the domain is
released back into the pool of available domains.

Other grace periods

All ICANN required grace periods will be implemented in the registry backend
service provider’s system including the Add Grace Period (AGP), Renew-Extend Grace
Period (EGP), Transfer Grace Period (TGP), Auto-Renew Grace Period (ARGP), and
Redemption Grace Period (RGP). The lengths of grace periods are configurable in
the registry system. At this time, the grace periods will be implemented following
other gTLDs such as .ORG. More than one of these grace periods may be in effect at
any one time. The following are accompanying grace periods to the registration
lifecycle.

Add grace period
The Add Grace Period displays as ADDPERIOD in WHOIS and is set to five calendar
days following the initial registration of a domain. If the domain is deleted by
the registrar during this period, the registry provides a credit to the registrar
for the cost of the registration. If a Delete, Renew-Extend, or Transfer operation
occurs within the five calendar days, the following rules apply.
i. Delete. If a domain is deleted within this period the sponsoring registrar at
the time of the deletion is credited for the amount of the registration. The
domain is deleted from the registry backend service provider’s database and is
released back into the pool of available domains.
ii. Renew~Extend. If the domain is renewed within this period and then deleted,
the sponsoring registrar will receive a credit for both the registration and the
extended amounts. The account of the sponsoring registrar at the time of the
renewal will be charged for the initial registration plus the number of years the
registration is extended. The expiration date of the domain registration is
extended by that number of years as long as the total term does not exceed 10
years.
iii. Transfer (other than ICANN-approved bulk transfer). Transfers under Part A of
the ICANN Policy on Transfer of Registrations between registrars may not occur
during the ADDPERIOD or at any other time within the first 60 days after the
initial registration. Enforcement is the responsibility of the registrar
sponsoring the domain name registration and is enforced by the SRS.
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Renew -~ extend grace period
The Renew -~ Extend Grace Period displays as RENEWPERIOD in WHOIS and is set to
five calendar days following an explicit renewal on the domain by the registrar.
If a Delete, Extend, or Transfer occurs within the five calendar days, the
following rules apply:
i. Delete. If a domain is deleted within this period the sponsoring registrar at
the time of the deletion receives a credit for the renewal fee. The domain then
moves into the Redemption Grace Period with a status of PENDING DELETE RESTORABLE.
ii. Renew-Extend. A domain registration can be renewed within this period as long
as the total term does not exceed 10 years. The account of the sponsoring
registrar at the time of the extension will be charged for the additional number
of years the registration is renewed.
iii. Transfer (other than ICANN-approved bulk transfer). If a domain is
transferred within the Renew~Extend Grace Period, there is no credit to the losing
registrar for the renewal fee. As a result of the transfer, the expiration date of
the domain registration is extended by a minimum of one year as long as the total
term for the domain does not exceed 10 years.
If a domain is auto-renewed, then extended, and then deleted within the
Renew~Extend Grace Period, the registrar will be credited for any auto-renew fee
charged and the number of years for the extension. The years that were added to
the domain’s expiration as a result of the auto-renewal and extension are removed.
The deleted domain is moved to the Redemption Grace Period with a status of
PENDING DELETE RESTORABLE.

Transfer Grace Period
The Transfer Grace period displays as TRANSFERPERIOD in WHOIS and is set to five
calendar days after the successful transfer of domain name registration from one
registrar to another registrar. Transfers under Part A of the ICANN Policy on
Transfer of Registrations between registrars may not occur during the
TRANSFERPERIOD or within the first 60 days after the transfer. If a Delete or
Renew~Extend occurs within that five calendar days, the following rules apply:
i. Delete. If the domain is deleted by the new sponsoring registrar during this
period, the registry provides a credit to the registrar for the cost of the
transfer. The domain then moves into the Redemption Grace Period with a status of
PENDING DELETE RESTORABLE.
ii. Renew~Extend. If a domain registration is renewed within the Transfer Grace
Period, there is no credit for the transfer. The registrar’'s account will be
charged for the number of years the registration is renewed. The expiration date
of the domain registration is extended by the renewal years as long as the total
term does not exceed 10 years.

Registration lifecycle resources

Since its founding, Afilias is focused on delivering secure, stable and reliable
registry services. Several essential management and staff who designed and
launched the Afilias registry in 2001 and expanded the number of TLDs supported,
all while maintaining strict service levels over the past decade, are still in
place today. This experiential continuity will endure for the implementation and
on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated
and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in
a focused way. Virtually all Afilias resource are involved in the registration
lifecycle of domains.

There are a few areas where registry staff devote resources to registration
lifecycle issues:

a. Supporting Registrar Transfer Disputes. The registry operator will have a
compliance staffer handle these disputes as they arise; they are very rare in the
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existing gTLDs.

b. Afilias has its development and quality assurance departments on hand to modify
the grace period functionality as needed, if ICANN issues new Consensus Policies
or the RFCs change.

Afilias has more than 30 staff members in these departments.

28. Abuse Prevention and Mitigation

Afilias will take the requisite operational and technical steps to promote WHOIS
data accuracy, limit domain abuse, remove outdated and inaccurate data, and other
security measures to ensure the integrity of the TLD. The specific measures
include, but are not limited to:

e Posting a TLD Anti-Abuse Policy that clearly defines abuse, and provide point-
of-contact information for reporting suspected abuse;

e Committing to rapid identification and resolution of abuse, including
suspensions;

e Ensuring completeness of WHOIS information at the time of registration;

* Publishing and maintaining procedures for removing orphan glue records for names
removed from the zone, and;

* Establishing measures to deter WHOIS abuse, including rate-limiting, determining
data syntax validity, and implementing and enforcing requirements from the
Registry-Registrar Agreement.

Abuse policy

The Anti-Abuse Policy stated below will be enacted under the contractual authority
of the registry operator through the Registry-Registrar Agreement, and the
obligations will be passed on to and made binding upon registrants. This policy
will be posted on the TLD web site along with contact information for registrants
or users to report suspected abuse.

The policy is designed to address the malicious use of domain names. The registry
operator and its registrars will make reasonable attempts to limit significant
harm to Internet users. This policy is not intended to take the place of the
Uniform Domain Name Dispute Resolution Policy (UDRP) or the Uniform Rapid
Suspension System (URS), and it is not to be used as an alternate form of dispute
resolution or as a brand protection mechanism. Its intent is not to burden law-
abiding or innocent registrants and domain users; rather, the intent is to deter
those who use domain names maliciously by engaging in illegal or fraudulent
activity.

Repeat violations of the abuse policy will result in a case-by-case review of the
abuser(s), and the registry operator reserves the right to escalate the issue,
with the intent of levying sanctions that are allowed under the TLD anti-abuse
policy.

The below policy is a recent version of the policy that has been used by the .INFO
registry since 2008, and the .ORG registry since 2009. It has proven to be an
effective and flexible tool.

.WEB Anti-Abuse Policy
The following Anti-Abuse Policy is effective upon launch of the TLD. Malicious use
of domain names will not be tolerated. The nature of such abuses creates security
and stability issues for the registry, registrars, and registrants, as well as for
users of the Internet in general. The registry operator definition of abusive use
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of a domain includes, without limitation, the following:

e Illegal or fraudulent actions;

e Spam: The use of electronic messaging systems to send unsolicited bulk messages.
The term applies to email spam and similar abuses such as instant messaging spam,
mobile messaging spam, and the spamming of web sites and Internet forums;

e Phishing: The use of counterfeit web pages that are designed to trick recipients
into divulging sensitive data such as personally identifying information,
usernames, passwords, or financial data;

e Pharming: The redirecting of unknowing users to fraudulent sites or services,
typically through, but not limited to, DNS hijacking or poisoning;

e Willful distribution of malware: The dissemination of software designed to
infiltrate or damage a computer system without the owner's informed consent.
Examples include, without limitation, computer viruses, worms, keyloggers, and
Trojan horses.

e Malicious fast-flux hosting: Use of fast-flux techniques with a botnet to
disguise the location of web sites or other Internet services, or to avoid
detection and mitigation efforts, or to host illegal activities.

* Botnet command and control: Services run on a domain name that are used to
control a collection of compromised computers or "zombies,"” or to direct
distributed denial-of-service attacks (DDoS attacks);

e Tllegal Access to Other Computers or Networks: Illegally accessing computers,
accounts, or networks belonging to another party, or attempting to penetrate
security measures of another individual'’s system (often known as "hacking”). Also,
any activity that might be used as a precursor to an attempted system penetration
(e.g., port scan, stealth scan, or other information gathering activity).

Pursuant to the Registry-Registrar Agreement, registry operator reserves the right
at its sole discretion to deny, cancel, or transfer any registration or
transaction, or place any domain name(s) on registry lock, hold, or similar
status, that it deems necessary: (1) to protect the integrity and stability of the
registry; (2) to comply with any applicable laws, government rules or

requirements, requests of law enforcement, or any dispute resolution process; (3)
to avoid any liability, civil or criminal, on the part of registry operator, as
well as its affiliates, subsidiaries, officers, directors, and employees; (4) per

the terms of the registration agreement and this Anti-Abuse Policy, or (5) to
correct mistakes made by registry operator or any registrar in connection with a
domain name registration. Registry operator also reserves the right to place upon
registry lock, hold, or similar status a domain name during resolution of a
dispute.

The policy stated above will be accompanied by notes about how to submit a report
to the registry operator’s abuse point of contact, and how to report an orphan
glue record suspected of being used in connection with malicious conduct (see
below) .

Abuse point of contact and procedures for handling abuse complaints

The registry operator will establish an abuse point of contact. This contact will
be a role-based e-mail address of the form “abuse@registry.WEB”. This e-mail
address will allow multiple staff members to monitor abuse reports on a 24x7
basis, and then work toward closure of cases as each situation calls for. For
tracking purposes, the registry operator will have a ticketing system with which
all complaints will be tracked internally. The reporter will be provided with the
ticket reference identifier for potential follow-up. Afilias will integrate its
existing ticketing system to ensure uniform tracking and handling of the
complaint. This role-based approach has been used successfully by ISPs, e-mail
service providers, and registrars for many years, and is considered a global best
practice.
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The registry operator’s designated abuse handlers will then evaluate complaints
received via the abuse system address. They will decide whether a particular issue
is of concern, and decide what action, if any, is appropriate.

In general, the registry operator will find itself receiving abuse reports from a
wide variety of parties, including security researchers and Internet security
companies, financial institutions such as banks, Internet users, and law
enforcement agencies among others. Some of these parties may provide good forensic
data or supporting evidence of the malicious behavior. In other cases, the party
reporting an issue may not be familiar with how to provide such data or proof of
malicious behavior. It is expected that a percentage of abuse reports to the
registry operator will not be actionable, because there will not be enough
evidence to support the complaint (even after investigation), and because some
reports or reporters will simply not be credible.

The security function includes a communication and outreach function, with
information sharing with industry partners regarding malicious or abusive
behavior, in order to ensure coordinated abuse mitigation across multiple TLDs.

Assessing abuse reports requires great care, and the registry operator will rely
upon professional, trained investigators who are versed in such matters. The goals
are accuracy, good record-keeping, and a zero false-positive rate so as not to
harm innocent registrants.

Different types of malicious activities require different methods of investigation
and documentation. Further, the registry operator expects to face unexpected or
complex situations that call for professional advice, and will rely upon
professional, trained investigators as needed.

In general, there are two types of domain abuse that must be addressed:

a) Compromised domains. These domains have been hacked or otherwise compromised by
criminals, and the registrant is not responsible for the malicious activity taking
place on the domain. For example, the majority of domain names that host phishing
sites are compromised. The goal in such cases is to get word to the registrant
(usually via the registrar) that there is a problem that needs attention with the
expectation that the registrant will address the problem in a timely manner.
Ideally such domains do not get suspended, since suspension would disrupt
legitimate activity on the domain.

b) Malicious registrations. These domains are registered by malefactors for the
purpose of abuse. Such domains are generally targets for suspension, since they
have no legitimate use.

The standard procedure is that the registry operator will forward a credible
alleged case of malicious domain name use to the domain’s sponsoring registrar
with a request that the registrar investigate the case and act appropriately. The
registrar will be provided evidence collected as a result of the investigation
conducted by the trained abuse handlers. As part of the investigation, if
inaccurate or false WHOIS registrant information is detected, the registrar is
notified about this. The registrar is the party with a direct relationship
with—and a direct contract with—the registrant. The registrar will also have vital
information that the registry operator will not, such as:

e Details about the domain purchase, such as the payment method used (credit card,
PayPal, etc.);

e The identity of a proxy-protected registrant;

e The purchaser’s IP address;

¢ Whether there i1s a reseller involved, and;

e The registrant’s past sales history and purchases in other TLDs (insofar as the
registrar can determine this).

Registrars do not share the above information with registry operators due to
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privacy and liability concerns, among others. Because they have more information
with which to continue the investigation, and because they have a direct
relationship with the registrant, the registrar is in the best position to
evaluate alleged abuse. The registrar can determine if the use violates the
registrar’s legal terms of service or the registry Anti-Abuse Policy, and can
decide whether or not to take any action. While the language and terms vary,
registrars will be expected to include language in their registrar-registrant
contracts that indemnifies the registrar if it takes action, and allows the
registrar to suspend or cancel a domain name; this will be in addition to the
registry Anti-Abuse Policy. Generally, registrars can act if the registrant
violates the registrar’s terms of service, or violates ICANN policy, or if illegal
activity is involved, or if the use violates the registry’s Anti-Abuse Policy.

If a registrar does not take action within a time period indicated by the registry
operator (usually 24 hours), the registry operator might then decide to take
action itself. At all times, the registry operator reserves the right to act
directly and immediately if the potential harm to Internet users seems significant
or imminent, with or without notice to the sponsoring registrar.

The registry operator will be prepared to call upon relevant law enforcement
bodies as needed. There are certain cases, for example, Illegal pharmacy domains,
where the registry operator will contact the Law Enforcement Agencies to share
information about these domains, provide all the evidence collected and work
closely with them before any action will be taken for suspension. The specific
action is often dependent upon the jurisdiction of which the registry operator,
although the operator in all cases will adhere to applicable laws and regulations.

When valid court orders or seizure warrants are received from courts or law
enforcement agencies of relevant jurisdiction, the registry operator will order
execution in an expedited fashion. Compliance with these will be a top priority
and will be completed as soon as possible and within the defined timelines of the
order. There are certain cases where Law Enforcement Agencies request information
about a domain including but not limited to:

* Registration information

e History of a domain, including recent updates made

e Other domains associated with a registrant’s account

e Patterns of registrant portfolio

Requests for such information is handled on a priority basis and sent back to the
requestor as soon as possible. Afilias sets a goal to respond to such requests
within 24 hours.

The registry operator may also engage in proactive screening of its zone for
malicious use of the domains in the TLD, and report problems to the sponsoring
registrars. The registry operator could take advantage of a combination of the
following resources, among others:

e Blocklists of domain names and nameservers published by organizations such as
SURBL and Spamhaus.

e Anti-phishing feeds, which will provide URLs of compromised and maliciously
registered domains being used for phishing.

e Analysis of registration or DNS query data [DNS query data received by the TLD
nameservers. ]

The registry operator will keep records and track metrics regarding abuse and
abuse reports. These will include:

e Number of abuse reports received by the registry’s abuse point of contact
described above;

e Number of cases and domains referred to registrars for resolution;

* Number of cases and domains where the registry took direct action;

e Resolution times;
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e Number of domains in the TLD that have been blacklisted by major anti-spam
blocklist providers, and;
e Phishing site uptimes in the TLD.

Removal of orphan glue records

By definition, orphan glue records used to be glue records. Glue records are
related to delegations and are necessary to guide iterative resolvers to delegated
nameservers. A glue record becomes an orphan when its parent nameserver record is
removed without also removing the corresponding glue record. (Please reference the
ICANN SSAC paper SAC048 at:
http:~~www.icann.org-en-committees~security~-sac048.pdf.) Orphan glue records may
be created when a domain (example.tld) is placed on EPP ServerHold or ClientHold
status. When placed on Hold, the domain is removed from the zone and will stop
resolving. However, any child nameservers (now orphan glue) of that domain (e.g.,
nsl.example.tld) are left in the zone. It is important to keep these orphan glue
records in the zone so that any innocent sites using that nameserver will continue
to resolve. This use of Hold status is an essential tool for suspending malicious
domains.

Afilias observes the following procedures, which are being followed by other
registries and are generally accepted as DNS best practices. These procedures are
also in keeping with ICANN SSAC recommendations.

When a request to delete a domain is received from a registrar, the registry first
checks for the existence of glue records. If glue records exist, the registry will
check to see if other domains in the registry are using the glue records. If other
domains in the registry are using the glue records then the request to delete the
domain will fail until no other domains are using the glue records. If no other
domains in the registry are using the glue records then the glue records will be
removed before the request to delete the domain is satisfied. If no glue records
exist then the request to delete the domain will be satisfied.

If a registrar cannot delete a domain because of the existence of glue records
that are being used by other domains, then the registrar may refer to the zone
file or the “weekly domain hosted by nameserver report” to find out which domains
are using the nameserver in question and attempt to contact the corresponding
registrar to request that they stop using the nameserver in the glue record. The
registry operator does not plan on performing mass updates of the associated DNS
records.

The registry operator will accept, evaluate, and respond appropriately to
complaints that orphan glue is being used maliciously. Such reports should be made
in writing to the registry operator, and may be submitted to the registry’s abuse
point-of-contact. If it is confirmed that an orphan glue record is being used in
connection with malicious conduct, the registry operator will have the orphan glue
record removed from the zone file. Afilias has the technical ability to execute
such requests as needed.

Methods to promote WHOIS accuracy

The creation and maintenance of accurate WHOIS records is an important part of
registry management. As described in our response to question #26, WHOIS, the
registry operator will manage a secure, robust and searchable WHOIS service for

this TLD.

WHOIS data accuracy
The registry operator will offer a “thick” registry system. In this model, all key
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contact details for each domain name will be stored in a central location by the
registry. This allows better access to domain data, and provides uniformity in
storing the information. The registry operator will ensure that the required
fields for WHOIS data (as per the defined policies for the TLD) are enforced at
the registry level. This ensures that the registrars are providing required domain
registration data. Fields defined by the registry policy to be mandatory are
documented as such and must be submitted by registrars. The Afilias registry
system verifies formats for relevant individual data fields (e.g. e-mail, and
phone~fax numbers). Only valid country codes are allowed as defined by the ISO
3166 code list. The Afilias WHOIS system is extensible, and is capable of using
the VAULT system, described further below.

Similar to the centralized abuse point of contact described above, the registry
operator can institute a contact email address which could be utilized by third
parties to submit complaints for inaccurate or false WHOIS data detected. This
information will be processed by Afilias’ support department and forwarded to the
registrars. The registrars can work with the registrants of those domains to
address these complaints. Afilias will audit registrars on a yearly basis to
verify whether the complaints being forwarded are being addressed or not. This
functionality, available to all registry operators, 1is activated based on the
registry operator’s business policy.

Afilias also incorporates a spot-check verification system where a randomly
selected set of domain names are checked periodically for accuracy of WHOIS data.
Afilias’ .PRO registry system incorporates such a verification system whereby 1%
of total registrations or 100 domains, whichever number is larger, are spot-—
checked every month to verify the domain name registrant’s critical information
provided with the domain registration data. With both a highly qualified corps of
engineers and a 24x7 staffed support function, Afilias has the capacity to
integrate such spot-check functionality into this TLD, based on the registry
operator’s business policy. Note: This functionality will not work for proxy
protected WHOIS information, where registrars or their resellers have the actual
registrant data. The solution to that problem lies with either registry or
registrar policy, or a change in the general marketplace practices with respect to
proxy registrations.

Finally, Afilias’ registry systems have a sophisticated set of billing and pricing
functionality which aids registry operators who decide to provide a set of
financial incentives to registrars for maintaining or improving WHOIS accuracy.
For instance, it is conceivable that the registry operator may decide to provide a
discount for the domain registration or renewal fees for validated registrants, or
levy a larger cost for the domain registration or renewal of proxy domain names.
The Afilias system has the capability to support such incentives on a configurable
basis, towards the goal of promoting better WHOIS accuracy.

Role of registrars
As part of the RRA (Registry Registrar Agreement), the registry operator will
require the registrar to be responsible for ensuring the input of accurate WHOIS
data by their registrants. The Registrar~-Registered Name Holder Agreement will
include a specific clause to ensure accuracy of WHOIS data, and to give the
registrar rights to cancel or suspend registrations if the Registered Name Holder
fails to respond to the registrar’s query regarding accuracy of data. ICANN’s
WHOIS Data Problem Reporting System (WDPRS) will be available to those who wish to
file WHOIS inaccuracy reports, as per ICANN policy (http:-~-wdprs.internic.net-).

Controls to ensure proper access to domain functions

Several measures are in place in the Afilias registry system to ensure proper
access to domain functions, including authentication provisions in the RRA

[Page 40]



relative to notification and contact updates via use of AUTH-INFO codes.

IP address access control lists, TLS~SSL certificates and proper authentication
are used to control access to the registry system. Registrars are only given
access to perform operations on the objects they sponsor.

Every domain will have a unique AUTH-INFO code. The AUTH-INFO code is a 6- to 16-
character code assigned by the registrar at the time the name is created. Its
purpose is to aid identification of the domain owner so proper authority can be
established. It is the "password” to the domain name. Registrars must use the
domain’s password in order to initiate a registrar-to-registrar transfer. It is
used to ensure that domain updates (update contact information, transfer, or
deletion) are undertaken by the proper registrant, and that this registrant is
adequately notified of domain update activity. Only the sponsoring registrar of a
domain has access to the domain’s AUTH-INFO code stored in the registry, and this
is accessible only via encrypted, password-protected channels.

Information about other registry security measures such as encryption and security
of registrar channels are confidential to ensure the security of the registry
system. The details can be found in the response to question #30Db.

Validation and abuse mitigation mechanisms

Afilias has developed advanced validation and abuse mitigation mechanisms. These
capabilities and mechanisms are described below. These services and capabilities
are discretionary and may be utilized by the registry operator based on their
policy and business need.

Afilias has the ability to analyze the registration data for known patterns at the
time of registration. A database of these known patterns is developed from domains
and other associated objects (e.g., contact information) which have been
previously detected and suspended after being flagged as abusive. Any domains
matching the defined criteria can be flagged for investigation. Once analyzed and
confirmed by the domain anti-abuse team members, these domains may be suspended.
This provides proactive detection of abusive domains.

Provisions are available to enable the registry operator to only allow
registrations by pre-authorized and verified contacts. These verified contacts are
given a unique code that can be used for registration of new domains.

Registrant pre-verification and authentication

One of the systems that could be used for validity and identity authentication is
VAULT (Validation and Authentication Universal Lookup). It utilizes information
obtained from a series of trusted data sources with access to billions of records
containing data about individuals for the purpose of providing independent age and
id verification as well as the ability to incorporate additional public or private
data sources as required. At present it has the following: US Residential

Coverage - 90% of Adult Population and also International Coverage - Varies from
Country to Country with a minimum of 80% coverage (24 countries, mostly European).

Various verification elements can be used. Examples might include applicant data
such as name, address, phone, etc. Multiple methods could be used for verification
include integrated solutions utilizing API (XML Application Programming Interface)
or sending batches of requests.

e Verification and Authentication requirements would be based on TLD operator
requirements or specific criteria.
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e Based on required WHOIS Data; registrant contact details (name, address, phone)
e If address~ZIP can be validated by VAULT, the wvalidation process can continue
(North America +25 International countries)

e If in-line processing and registration and EPP-API call would go to the
verification clearinghouse and return up to 4 challenge questions.

e If two-step registration is required, then registrants would get a link to
complete the verification at a separate time. The link could be specific to a
domain registration and pre-populated with data about the registrant.

e If WHOIS data is validated a token would be generated and could be given back to
the registrar which registered the domain.

e WHOIS data would reflect the Validated Data or some subset, i.e., fields
displayed could be first initial and last name, country of registrant and date
validated. Other fields could be generic validation fields much like a “privacy
service”.

e A “Walidation Icon” customized script would be sent to the registrants email
address. This could be displayed on the website and would be dynamically generated
to avoid unauthorized use of the Icon. When clicked on the Icon would should
limited WHOIS details i.e. Registrant: jdoe, Country: USA, Date Validated: March
29, 2011, as well as legal disclaimers.

e Validation would be annually renewed, and validation date displayed in the
WHOTIS.

Abuse prevention resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable
registry services. Several essential management and staff who designed and
launched the Afilias registry in 2001 and expanded the number of TLDs supported,
all while maintaining strict service levels over the past decade, are still in
place today. This experiential continuity will endure for the implementation and
on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated
and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in
a focused way. Abuse prevention and detection is a function that is staffed across
the various groups inside Afilias, and requires a team effort when abuse is either
well hidden or widespread, or both. While all of Afilias’ 200+ employees are
charged with responsibility to report any detected abuse, the engineering and
analysis teams, numbering over 30, provide specific support based on the type of
abuse and volume and frequency of analysis required. The Afilias security and
support teams have the authority to initiate mitigation.

Afilias has developed advanced validation and abuse mitigation mechanisms. These
capabilities and mechanisms are described below. These services and capabilities
are discretionary and may be utilized by the registry operator based on their
policy and business need.

This TLD’s anticipated volume of registrations in the first three years of
operations is listed in response #46. Afilias’ anti-abuse function anticipates the
expected volume and type of registrations, and together will adequately cover the
staffing needs for this TLD. The registry operator will maintain an abuse response
team, which may be a combination of internal staff and outside specialty
contractors, adjusting to the needs of the size and type of TLD. The team
structure planned for this TLD is based on several years of experience responding
to, mitigating, and managing abuse for TLDs of various sizes. The team will
generally consist of abuse handlers (probably internal), a junior analyst, (either
internal or external), and a senior security consultant (likely an external
resource providing the registry operator with extra expertise as needed). These
responders will be specially trained in the investigation of abuse complaints, and
will have the latitude to act expeditiously to suspend domain names (or apply
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other remedies) when called for.

The exact resources required to maintain an abuse response team must change with
the size and registration procedures of the TLD. An initial abuse handler is
necessary as a point of contact for reports, even if a part-time responsibility.
The abuse handlers monitor the abuse email address for complaints and evaluate
incoming reports from a variety of sources. A large percentage of abuse reports to
the registry operator may be unsolicited commercial email. The designated abuse
handlers can identify legitimate reports and then decide what action is
appropriate, either to act upon them, escalate to a security analyst for closer
investigation, or refer them to registrars as per the above-described procedures.
A TLD with rare cases of abuse would conform to this structure.

If multiple cases of abuse within the same week occur regularly, the registry
operator will consider staffing internally an additional security analyst to
investigate the complaints as they become more frequent. Training an abuse analyst
requires 3-6 months and likely requires the active guidance of an experienced
senior security analyst for guidance and verification of assessments and
recommendations being made.

If this TLD were to regularly experience multiple cases of abuse within the same
day, a full-time senior security analyst would likely be necessary. A senior
security analyst capable of fulfilling this role should have several years of
experience and able to manage and train the internal abuse response team.

The abuse response team will also maintain subscriptions for several security
information services, including the blocklists from organizations like SURBL and
Spamhaus and anti-phishing and other domain related abuse (malware, fast-flux
etc.) feeds. The pricing structure of these services may depend on the size of the
domain and some services will include a number of rapid suspension requests for
use as needed.

For a large TLD, regular audits of the registry data are required to maintain
control over abusive registrations. When a registrar with a significant number of
registrations has been compromised or acted maliciously, the registry operator may
need to analyze a set of registration or DNS query data. A scan of all the domains
of a registrar is conducted only as needed. Scanning and analysis for a large
registrar may require as much as a week of full-time effort for a dedicated
machine and team.

29. Rights Protection Mechanisms

Rights protection is a core responsibility of the TLD operator, and is supported
by a fully-developed plan for rights protection that includes:

* Establishing mechanisms to prevent unqualified registrations (e.g.,
registrations made in violation of the registry’s eligibility restrictions or
policies);

e Implementing a robust Sunrise program, utilizing the Trademark Clearinghouse,
the services of one of ICANN’s approved dispute resolution providers, a trademark
validation agent, and drawing upon sunrise policies and rules used successfully in
previous gTLD launches;

e Implementing a professional trademark claims program that utilizes the Trademark
Clearinghouse, and drawing upon models of similar programs used successfully in
previous TLD launches;

e Complying with the URS requirements;

e Complying with the UDRP;

e Complying with the PDDRP, and;
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e Including all ICANN-mandated and independently developed rights protection
mechanisms (“RPMs”) in the registry-registrar agreement entered into by ICANN-
accredited registrars authorized to register names in the TLD.

The response below details the rights protection mechanisms at the launch of the
TLD (Sunrise and Trademark Claims Service) which comply with rights protection
policies (URS, UDRP, PDDRP, and other ICANN RPMs), outlines additional provisions
made for rights protection, and provides the resourcing plans.

Safeguards for rights protection at the launch of the TLD

The launch of this TLD will include the operation of a trademark claims service
according to the defined ICANN processes for checking a registration request and
alerting trademark holders of potential rights infringement.

The Sunrise Period will be an exclusive period of time, prior to the opening of
public registration, when trademark and service mark holders will be able to
reserve marks that are an identical match in the .WEB domain. Following the
Sunrise Period, Afilias will open registration to qualified applicants.

The anticipated Rollout Schedule for the Sunrise Period will be approximately as
follows:

* Launch of the TLD - Sunrise Period begins for trademark holders and service mark
holders to submit registrations for their exact marks in the .ART domain.

e Quiet Period - The Sunrise Period will close and will be followed by a Quiet
Period for testing and evaluation.

¢ Land rush period opens after the Quiet period

* Quiet period of 30 days begins after the close of Land rush

* One month after close of Quiet Period - Registration in the .ART domain will be
opened to qualified applicants.

Sunrise Period Requirements & Restrictions
Those wishing to reserve their marks in the .WEB domain during the Sunrise Period
must own a current trademark or service mark listed in the Trademark
Clearinghouse.

Notice will be provided to all trademark holders in the Clearinghouse if someone
is seeking a Sunrise registration. This notice will be provided to holders of
marks in the Clearinghouse that are an Identical Match (as defined in the
Trademark Clearing House) to the name to be registered during Sunrise.

Each Sunrise registration will require a minimum term, to be determined at a later
date.

Afilias will establish the following Sunrise eligibility requirements (SERs) as
minimum requirements, verified by Clearinghouse data, and incorporate a Sunrise
Dispute Resolution Policy (SDRP). The SERs include: (i) ownership of a mark that
satisfies the criteria set forth in section 7.2 of the Trademark Clearing House
specifications, (ii) description of international class of goods or services
covered by registration; (iii) representation that all provided information is
true and correct; and (iv) provision of data sufficient to document rights in the
trademark.

The SDRP will allow challenges based on the following four grounds: (i) at time
the challenged domain name was registered, the registrants did not hold a
trademark registration of national effect (or regional effect) or the trademark
had not been court-validated or protected by statute or treaty; (ii) the domain
name is not identical to the mark on which the registrant based its Sunrise
registration; (iii) the trademark registration on which the registrant based its
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Sunrise registration is not of national effect (or regional effect) or the
trademark had not been court-validated or protected by statute or treaty; or (iv)
the trademark registration on which the domain name registrant based its Sunrise
registration did not issue on or before the effective date of the Registry
Agreement and was not applied for on or before ICANN announced the applications
received.

Ongoing rights protection mechanisms

Several mechanisms will be in place to protect rights in this TLD. As described in
our responses to questions #27 and #28, measures are in place to ensure domain
transfers and updates are only initiated by the appropriate domain holder, and an
experienced team is available to respond to legal actions by law enforcement or
court orders.

This TLD will conform to all ICANN RPMs including URS (defined below), UDRP,
PDDRP, and all measures defined in Specification 7 of the new TLD agreement.

Uniform Rapid Suspension (URS)
The registry operator will implement decisions rendered under the URS on an
ongoing basis. Per the URS policy posted on ICANN’s Web site as of this writing,
the registry operator will receive notice of URS actions from the ICANN-approved
URS providers. These emails will be directed immediately to the registry
operator’s support staff, which is on duty 24x7. The support staff will be
responsible for creating a ticket for each case, and for executing the directives
from the URS provider. All support staff will receive pertinent training.

As per ICANN’s URS guidelines, within 24 hours of receipt of the notice of
complaint from the URS provider, the registry operator shall “lock” the domain,
meaning the registry shall restrict all changes to the registration data,
including transfer and deletion of the domain names, but the name will remain in
the TLD DNS zone file and will thus continue to resolve. The support staff will
“lock” the domain by associating the following EPP statuses with the domain and
relevant contact objects:

e ServerUpdateProhibited, with an EPP reason code of “URS”

¢ ServerDeleteProhibited, with an EPP reason code of “URS”

¢ ServerTransferProhibited, with an EPP reason code of “URS”

e The registry operator’s support staff will then notify the URS provider
immediately upon locking the domain name, via email.

The registry operator’s support staff will retain all copies of emails from the
URS providers, assign them a tracking or ticket number, and will track the status
of each opened URS case through to resolution via spreadsheet or database.

The registry operator’s support staff will execute further operations upon notice
from the URS providers. The URS provider is required to specify the remedy and
required actions of the registry operator, with notification to the registrant,
the complainant, and the registrar.

As per the URS guidelines, if the complainant prevails, the “registry operator
shall suspend the domain name, which shall remain suspended for the balance of the
registration period and would not resolve to the original web site. The
nameservers shall be redirected to an informational web page provided by the URS
provider about the URS. The WHOIS for the domain name shall continue to display
all of the information of the original registrant except for the redirection of
the nameservers. In addition, the WHOIS shall reflect that the domain name will
not be able to be transferred, deleted or modified for the life of the
registration.”
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Rights protection via the RRA
The following will be memorialized and be made binding via the Registry-Registrar
and Registrar-Registrant Agreements:

* The registry may reject a registration request or a reservation request, or may
delete, revoke, suspend, cancel, or transfer a registration or reservation under
the following criteria:

a. to enforce registry policies and ICANN requirements; each as amended from time
to time;

b. that is not accompanied by complete and accurate information as required by
ICANN requirements and-or registry policies or where required information is not
updated and-or corrected as required by ICANN requirements and~-or registry
policies;

c. to protect the integrity and stability of the registry, its operations, and the
TLD system;

d. to comply with any applicable law, regulation, holding, order, or decision
issued by a court, administrative authority, or dispute resolution service
provider with jurisdiction over the registry;

e. to establish, assert, or defend the legal rights of the registry or a third
party or to avoid any civil or criminal liability on the part of the registry
and-or its affiliates, subsidiaries, officers, directors, representatives,
employees, contractors, and stockholders;

f. to correct mistakes made by the registry or any accredited registrar in
connection with a registration; or

g. as otherwise provided in the Registry-Registrar Agreement and-or the Registrar-
Registrant Agreement.

Reducing opportunities for behaviors such as phishing or pharming

In our response to question #28, the registry operator has described its anti-
abuse program. Rather than repeating the policies and procedures here, please see
our response to question #28 for full details.

In the case of this TLD, Afilias will apply an approach that addresses registered
domain names (rather than potentially registered domains). This approach will not
infringe upon the rights of eligible registrants to register domains, and allows
Afilias internal controls, as well as community-developed UDRP and URS policies
and procedures if needed, to deal with complaints, should there be any.

Afilias is a member of various security fora which provide access to lists of
names in each TLD which may be used for malicious purposes. Such identified names
will be subject to the TLD anti-abuse policy, including rapid suspensions after
due process.

Rights protection resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable
registry services. Several essential management and staff who designed and
launched the Afilias registry in 2001 and expanded the number of TLDs supported,
all while maintaining strict service levels over the past decade, are still in
place today. This experiential continuity will endure for the implementation and
on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated
and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in
a focused way.

Supporting RPMs requires several departments within the registry operator as well
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as within Afilias. The implementation of Sunrise and the Trademark Claims service
and on-going RPM activities will pull from the 102 Afilias staff members of the
engineering, product management, development, security and policy teams at Afilias
which are on duty 24x7. A trademark validator will also be assigned within the
registry operator, whose responsibilities may require as much as 50% of full-time
employment if the domains under management were to exceed several million. No
additional hardware or software resources are required to support this as Afilias
has fully-operational capabilities to manage abuse today.

30(a). Security Policy: Summary of the security policy for the proposed
registry

Afilias aggressively and actively protects the registry system from known threats
and vulnerabilities, and has deployed an extensive set of security protocols,
policies and procedures to thwart compromise. Afilias’ robust and detailed plans
are continually updated and tested to ensure new threats are mitigated prior to
becoming issues. Afilias will continue these rigorous security measures, which
include:

e Multiple layers of security and access controls throughout registry and support
systems;

e 24x7 monitoring of all registry and DNS systems, support systems and facilities;
e Unique, proven registry design that ensures data integrity by granting only
authorized access to the registry system, all while meeting performance
requirements;

e Detailed incident and problem management processes for rapid review,
communications, and problem resolution, and;

e Yearly external audits by independent, industry-leading firms, as well as twice-
yearly internal audits.

Security policies and protocols

Afilias has included security in every element of its service, including
facilities, hardware, equipment, connectivity~-Internet services, systems, computer
systems, organizational security, outage prevention, monitoring, disaster
mitigation, and escrow-insurance, from the original design, through development,
and finally as part of production deployment. Examples of threats and the
confidential and proprietary mitigation procedures are detailed in our response to
question #30 (b) .

There are several important aspects of the security policies and procedures to
note:

* Afilias hosts domains in data centers around the world that meet or exceed
global best practices.

e Afilias’ DNS infrastructure is massively provisioned as part of its DDoS
mitigation strategy, thus ensuring sufficient capacity and redundancy to support
new gTLDs.

* Diversity is an integral part of all of our software and hardware stability and
robustness plan, thus avoiding any single points of failure in our infrastructure.
e Access to any element of our service (applications, infrastructure and data) 1is
only provided on an as-needed basis to employees and a limited set of others to
fulfill their job functions. The principle of least privilege is applied.

e All registry components-critical and non-critical-are monitored 24x7 by staff at
our NOCs, and the technical staff has detailed plans and procedures that have
stood the test of time for addressing even the smallest anomaly. Well-documented
incident management procedures are in place to quickly involve the on-call
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technical and management staff members to address any issues.

Afilias follows the guidelines from the ISO 27001 Information Security Standard
(Reference:
http:~~www.iso.org-iso~iso_catalogue~-catalogue tc-catalogue detail.htm?
csnumber=42103 ) for the management and implementation of its Information Security
Management System. Afilias also utilizes the COBIT IT governance framework to
facilitate policy development and enable controls for appropriate management of
risk (Reference: http:--www.isaca.org~-cobit). Best practices defined in ISO 27002
are followed for defining the security controls within the organization. Afilias
continually looks to improve the efficiency and effectiveness of our processes,
and follows industry best practices as defined by the IT Infrastructure Library,
or ITIL (Reference: http:-~www.itil-officialsite.com~).

The Afilias registry system is located within secure data centers that implement a
multitude of security measures both to minimize any potential points of
vulnerability and to limit any damage should there be a breach. The
characteristics of these data centers are described fully in our response to
question #30 (b) .

The Afilias registry system employs a number of multi-layered measures to prevent
unauthorized access to its network and internal systems. Before reaching the
registry network, all traffic is required to pass through a firewall system.
Packets passing to and from the Internet are inspected, and unauthorized or
unexpected attempts to connect to the registry servers are both logged and denied.
Management processes are in place to ensure each request is tracked and
documented, and regular firewall audits are performed to ensure proper operation.
24x7 monitoring is in place and, if potential malicious activity is detected,
appropriate personnel are notified immediately.

Afilias employs a set of security procedures to ensure maximum security on each of
its servers, including disabling all unnecessary services and processes and
regular application of security-related patches to the operating system and
critical system applications. Regular external vulnerability scans are performed
to verify that only services intended to be available are accessible.

Regular detailed audits of the server configuration are performed to verify that
the configurations comply with current best security practices. Passwords and
other access means are changed on a regular schedule and are revoked whenever a
staff member’s employment is terminated.

Access to registry system
Access to all production systems and software is strictly limited to authorized
operations staff members. Access to technical support and network operations teams
where necessary are read only and limited only to components required to help
troubleshoot customer issues and perform routine checks. Strict change control
procedures are in place and are followed each time a change is required to the
production hardware-application. User rights are kept to a minimum at all times.
In the event of a staff member’s employment termination, all access is removed
immediately.

Afilias applications use encrypted network communications. Access to the registry
server is controlled. Afilias allows access to an authorized registrar only if
each of the authentication factors matches the specific requirements of the
requested authorization. These mechanisms are also used to secure any web-based
tools that allow authorized registrars to access the registry. Additionally, all
write transactions in the registry (whether conducted by authorized registrars or
the registry'’'s own personnel) are logged.

EPP connections are encrypted using TLS-SSL, and mutually authenticated using both
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certificate checks and login-password combinations. Web connections are encrypted
using TLS-SSL for an encrypted tunnel to the browser, and authenticated to the EPP
server using login-password combinations.

All systems are monitored for security breaches from within the data center and
without, using both system-based and network-based testing tools. Operations staff
also monitor systems for security-related performance anomalies. Triple-redundant
continual monitoring ensures multiple detection paths for any potential incident
or problem. Details are provided in our response to questions #30(b) and #42.
Network Operations and Security Operations teams perform regular audits in search
of any potential vulnerability.

To ensure that registrar hosts configured erroneously or maliciously cannot deny
service to other registrars, Afilias uses traffic shaping technologies to prevent
attacks from any single registrar account, IP address, or subnet. This additional
layer of security reduces the likelihood of performance degradation for all
registrars, even in the case of a security compromise at a subset of registrars.

There is a clear accountability policy that defines what behaviors are acceptable
and unacceptable on the part of non-staff users, staff users, and management.
Periodic audits of policies and procedures are performed to ensure that any
weaknesses are discovered and addressed. Aggressive escalation procedures and
well-defined Incident Response management procedures ensure that decision makers
are involved at early stages of any event.

In short, security is a consideration in every aspect of business at Afilias, and
this is evidenced in a track record of a decade of secure, stable and reliable
service.

Independent assessment

Supporting operational excellence as an example of security practices, Afilias
performs a number of internal and external security audits each year of the
existing policies, procedures and practices for:

e Access control;

e Security policies;

e Production change control;

e Backups and restores;

e Batch monitoring;

e Intrusion detection, and

e Physical security.

Afilias has an annual Type 2 SSAE 16 audit performed by PricewaterhouseCoopers
(PwC) . Further, PwC performs testing of the general information technology
controls in support of the financial statement audit. A Type 2 report opinion
under SSAE 16 covers whether the controls were properly designed, were in place,
and operating effectively during the audit period (calendar year). This SSAE 16
audit includes testing of internal controls relevant to Afilias' domain registry
system and processes. The report includes testing of key controls related to the
following control objectives:

e Controls provide reasonable assurance that registrar account balances and
changes to the registrar account balances are authorized, complete, accurate and
timely.

e Controls provide reasonable assurance that billable transactions are recorded in
the Shared Registry System (SRS) in a complete, accurate and timely manner.

e Controls provide reasonable assurance that revenue is systemically calculated by
the Deferred Revenue System (DRS) in a complete, accurate and timely manner.

e Controls provide reasonable assurance that the summary and detail reports,
invoices, statements, registrar and registry billing data files, and ICANN
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transactional reports provided to registry operator(s) are complete, accurate and
timely.

e Controls provide reasonable assurance that new applications and changes to
existing applications are authorized, tested, approved, properly implemented and
documented.

e Controls provide reasonable assurance that changes to existing system software
and implementation of new system software are authorized, tested, approved,
properly implemented and documented.

e Controls provide reasonable assurance that physical access to data centers is
restricted to properly authorized individuals.

e Controls provide reasonable assurance that logical access to system resources is
restricted to properly authorized individuals.

e Controls provide reasonable assurance that processing and backups are
appropriately authorized and scheduled and that deviations from scheduled
processing and backups are identified and resolved.

The last Type 2 report issued was for the year 2010, and it was unqualified, i.e.,
all systems were evaluated with no material problems found.

During each year, Afilias monitors the key controls related to the SSAE controls.
Changes or additions to the control objectives or activities can result due to
deployment of new services, software enhancements, infrastructure changes or
process enhancements. These are noted and after internal review and approval,
adjustments are made for the next review.

In addition to the PricewaterhouseCoopers engagement, Afilias performs internal
security audits twice a year. These assessments are constantly being expanded
based on risk assessments and changes in business or technology.

Additionally, Afilias engages an independent third-party security organization,
PivotPoint Security, to perform external vulnerability assessments and penetration
tests on the sites hosting and managing the Registry infrastructure. These
assessments are performed with major infrastructure changes, release of new
services or major software enhancements. These independent assessments are
performed at least annually. A report from a recent assessment is attached with
our response to question #30(b).

Afilias has engaged with security companies specializing in application and web
security testing to ensure the security of web-based applications offered by
Afilias, such as the Web Admin Tool (WAT) for registrars and registry operators.

Finally, Afilias has engaged IBM’s Security services division to perform ISO 27002
gap assessment studies so as to review alignment of Afilias’ procedures and
policies with the ISO 27002 standard. Afilias has since made adjustments to its
security procedures and policies based on the recommendations by IBM.

Special TLD considerations

Afilias’ rigorous security practices are regularly reviewed; if there is a need to
alter or augment procedures for this TLD, they will be done so in a planned and
deliberate manner.

Commitments to registrant protection

With over a decade of experience protecting domain registration data, Afilias
understands registrant security concerns. Afilias supports a “thick” registry

system in which data for all objects are stored in the registry database that is
the centralized authoritative source of information. As an active member of IETF
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(Internet Engineering Task Force), ICANN’s SSAC (Security & Stability Advisory
Committee), APWG (Anti-Phishing Working Group), MAAWG (Messaging Anti-Abuse
Working Group), USENIX, and ISACA (Information Systems Audits and Controls
Association), the Afilias team is highly attuned to the potential threats and
leading tools and procedures for mitigating threats. As such, registrants should
be confident that:

* Any confidential information stored within the registry will remain
confidential;

e The interaction between their registrar and Afilias is secure;

e The Afilias DNS system will be reliable and accessible from any location;

e The registry system will abide by all polices, including those that address
registrant data;

e« Afilias will not introduce any features or implement technologies that
compromise access to the registry system or that compromise registrant security.

Afilias has directly contributed to the development of the documents listed below
and we have implemented them where appropriate. All of these have helped improve
registrants’ ability to protect their domains name(s) during the domain name
lifecycle.

e [SAC049]: SSAC Report on DNS Zone Risk Assessment and Management (03 June 2011)
e [SAC044]: A Registrant's Guide to Protecting Domain Name Registration Accounts
(05 November 2010)

* [SAC040]: Measures to Protect Domain Registration Services Against Exploitation
or Misuse (19 August 2009)

e [SAC028]: SSAC Advisory on Registrar Impersonation Phishing Attacks (26 May
2008)

* [SAC024]: Report on Domain Name Front Running (February 2008)

e [SAC022]: Domain Name Front Running (SAC022, SAC024) (20 October 2007)

e [SAC011l]: Problems caused by the non-renewal of a domain name associated with a
DNS Name Server (7 July 2006)

e [SAC010]: Renewal Considerations for Domain Name Registrants (29 June 2006)

e [SAC007]: Domain Name Hijacking Report (SAC007) (12 July 2005)

To protect any unauthorized modification of registrant data, Afilias mandates
TLS~SSL transport (per RFC 5246) and authentication methodologies for access to
the registry applications. Authorized registrars are required to supply a list of
specific individuals (five to ten people) who are authorized to contact the
registry. Each such individual is assigned a pass phrase. Any support requests
made by an authorized registrar to registry customer service are authenticated by
registry customer service. All failed authentications are logged and reviewed
regularly for potential malicious activity. This prevents unauthorized changes or
access to registrant data by individuals posing to be registrars or their
authorized contacts.

These items reflect an understanding of the importance of balancing data privacy
and access for registrants, both individually and as a collective, worldwide user
base.

The Afilias 24-7 Customer Service Center consists of highly trained staff who
collectively are proficient in 15 languages, and who are capable of responding to
queries from registrants whose domain name security has been compromised-for
example, a victim of domain name hijacking. Afilias provides specialized
registrant assistance guides, including specific hand-holding and follow-through
in these kinds of commonly occurring circumstances, which can be highly
distressing to registrants

Security resourcing plans

Please refer to our response to question #30b for security resourcing plans.

[Page 51]



© Internet Corporation For Assigned Names and Numbers.

[Page 52]



EXHIBIT JMR-13



ICANN New gTLD Application Page 1 of 42
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ICANN

New gTLD Application Submitted to ICANN by: Charleston Road
Registry Inc.

String: web
Originally Posted: 13 June 2012

Application ID: 1-1681-58699

Applicant Information

1. Full legal name

Charleston Road Registry Inc.

2. Address of the principal place of business

Contact Information Redacted

3. Phone number

Contact Information Redacted

4. Fax number

Con ac nforma ion Redac ed

file:///C:/Users/rwong/Downloads/1-1681-58699 WEB%20(1).html 5/14/2018
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5. If applicable, website or URL

Primary Contact

6(a). Name

Sarah Falvey

6(b). Title

Senior Policy Analyst

6(c). Address

6(d). Phone Number

Con ac nforma ion Redac ed

6(e). Fax Number

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Chris lannuccilli

7(b). Title

file:///C:/Users/rwong/Downloads/1-1681-58699 WEB%20(1).html
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Director of Marketing

7(c). Address

7(d). Phone Number

Con ac nforma ion Redac ed

7(e). Fax Number

7(f). Email Address

Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

Corporation

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

State of Delaware (General Corporations Code)

8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and symbol.

9(b). If the applying entity is a subsidiary, provide the parent company.

file:///C:/Users/rwong/Downloads/1-1681-58699 WEB%20(1).html 5/14/2018
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Google Inc.

9(c). If the applying entity is a joint venture, list all joint venture partners.

Applicant Background

11(a). Name(s) and position(s) of all directors

|Christine Flores”Directoﬂ

11(b). Name(s) and position(s) of all officers and partners

Donald S. Harrison||Assistant Secretary

James Marocco CFO and Treasurer

Christine Flores CEO, President, and Secretarﬂ

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

[Google In.|Not Applicable]

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

Applied-for gTLD string

13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

web

14(a). If an IDN, provide the A-label (beginning with "xn--").

file:///C:/Users/rwong/Downloads/1-1681-58699 WEB%20(1) html 5/14/2018
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14(b). If an IDN, provide the meaning or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.

14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachments are not displayed on this form.

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.

15(c). List any variant strings to the applied-for gTLD string according to the relevant
IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
known, describe steps that will be taken to mitigate these issues in software and
other applications.

file:///C:/Users/rwong/Downloads/1-1681-58699 WEB%20(1).html 5/14/2018
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While the string for which Charleston Road Registry (CRR) is applying, -web, is not an IDN
and, therefore, does not contain characters which require mixed right-to-left or left-to-right
functionalities, CRR has nonetheless familiarized itself with the requirements and components
of the IDNA protocol by reviewing the relevant RFCs and the relevant background information
found on the ICANN IDN Wiki. CRR has also tested the .web string for rendering issues; none
were found.

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

18.a. Mission~Purpose of the Proposed gTLD

Charleston Road Registry is an American company, wholly owned by Google, which was established
to provide registry services to the Internet public. Google is an American multinational
public corporation and global technology leader focused on improving the ways its hundreds of
millions of users connect with information. Since its formation, Google has been developing
technology that can improve upon existing ways of doing business on the Internet. Google
provides a variety of services and tools for Internet users and advertisers of all sizes, from
simple search features and local ads to enterprise-scale business applications and global
advertising solutions. These tools make it easier for people to make use of the world’s
information and enable entrepreneurs and publishers around the world to grow their

businesses.

In line with Google’s general mission, Charleston Road Registry’s mission is to help make
information universally accessible by extending the utility of the DNS while enhancing the
performance, security and stability of the Internet for users worldwide. Charleston Road
Registry aspires to create unique web spaces where users can learn about products, services
and information in a targeted manner and in ways never before seen on the Internet. Its
business objective is to manage Google’s gTLD portfolio and Google’s registry operator
business. As discussed further in the responses to questions 23 and 31, Charleston Road
Registry intends to outsource all critical registry functions to Google Registry Services.

The proposed gTLD will provide the marketplace with a new all-purpose gTLD for second-level
domain names, .web. The mission of this gTLD is to act as an alternative to current gTLDs, in
particular .com and .net. This mission will enhance consumer choice by providing new
availability in the second-level domain space and increasing competition amongst generic
gTLDs. Charleston Road Registry believes that registrants will find value in associating with
this gTLD, which could have a vast array of purposes for enterprises, small businesses, groups
or individuals seeking a second-level domain name already registered in .com or .net, or those
simply seeking a competitive alternative to existing gTLDs. This assertion is supported by
industry data: over 375,000 new second-level domains were registered in January 2012 in

the .com and _net gTLDs, and the two gTLDs support a total of 115 million second-level

domains -- more than 80% of all second-level domains registered in one of the 6 open U.S.
gTLDs (.com, .net, .info, .org, .biz, .us) [Source: http:--www.dailychanges.com~].

The proposed gTLD will also provide Charleston Road Registry with the means to meet its
business objectives.
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18(b). How do you expect that your proposed gTLD will benefit registrants, Internet
users, and others?

18.b. Benefits to Registrants, Internet Users, and Others
18.b.i.1 Specialty

The goal of the proposed gTLD is to create a new Internet environment that provides
registrants, Internet users, and the public with the opportunity to associate with a
meaningful term. Specialization will arise from this environment through market dynamics as
entities align their offerings with the term.

The specialization goal of .web is to provide an alternative, general purpose gTLD that offers
consumers more choices to align their web spaces to a generic gTLD than the existing options
today.

18.b.i1.2 Service Levels

Through its association with Google, Charleston Road Registry is uniquely positioned to enable
and support the proposed gTLD by providing its service reliability and speed of delivery as a
part of its services. Google brings unique expertise and a proven record of excellence in
infrastructure operations: Google now runs the largest DNS system in the world, has industry-
leading uptime on its services, such as web search, and offers enterprise services on which
governments and businesses depend.

Google is known for its high level of quality and speed, and Charleston Road Registry’s
service level goal for the proposed gTLD is to extend that high level of quality, speed, and
service to registrars. Indeed, two of Google’s core principles iIn providing Internet search
and related goods and services are “focus on the user and all else will follow” and that “fast
is better than slow.”

Charleston Road Registry is committed to using the most technologically advanced, secure, and
reliable registry services for all of the domain names in the gTLD so as to not compromise the
service levels, security, and stability of the gTLD to users worldwide.

Charleston Road Registry will provide both Engineering and Customer Service support to
registrars. All registrars will also have the same level of access to Charleston Road
Registry resources to resolve disputes and technical and-or administrative customer service
issues.

Charleston Road Registry will provide all registrars with 24-hours-a-day, 7-days-a-week
Customer Support in the form of telephone, email, and~-or web chat for technical and non-
technical issues relating to the operation of the gTLD system. Charleston Road Registry will
provide all registrars with the same level of access to customer support via telephone, email,
and Charleston Road Registry's website; email and web-based interactions will be the primary
method of provisioning customer service support to registrars.

Additionally, Charleston Road Registry will implement strict policies and procedures to
minimize abusive domain name registrations and uses and other activities that have a negative
impact on Internet users. It will dedicate ample resources for the purpose of responding
promptly to abuse complaints from government, judicial and-or law enforcement.

18.b.i.3 Reputation

Google has a proven record of providing high-quality, secure online services. Charleston Road
Registry seeks to enhance Google’s reputation for excellence, superior quality, and high level
of security and become known as an exemplary domain name services provider. When registrants
assess opportunities in the marketplace to obtain a name, they will have confidence in
Charleston Road Registry’s ability to meet ongoing needs as the registry operator for the
proposed gTLD. When Internet users visit a domain name in the proposed gTLD environment, they
will be able to reliably expect and experience the high level of security and quality on which
Google’s reputation has been built.
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The registry will be structured so that Charleston Road Registry allows registrars to register
and oversee second-level domain names in the proposed gTLD; that registrars develop and deploy
a reasonable process for ensuring that those domain names are used for gTLD-relevant purposes
as specified in the registry-registrar agreement; and per Specification 4 that the WHOIS is
thick and reliable; and that the registry is responsive to legal rights owners (if applicable)
who may have complaints about potentially abusive registrations.

In addition, Charleston Road Registry’s operation of the new gTLD will provide the opportunity
for registrars and registrants to build and~-or bolster their unigque brands and brand
reputation in association with the proposed gTLD.

18.b.ii.1 Competition

Charleston Road Registry supports the advancement of registry operators as a whole and the
diffusion of gTLDs amongst diverse stakeholders to generate increased competition for the
benefit of the Internet public. Increased competition will result in more competitive prices
for consumers, generate efficiencies and increase productivity In enterprises, and spur
innovation in the gTLD space.

The proposed gTLD, .web, will provide a new online structure for the aggregation of other
level domain-specific content. As an alternative to existing second-level domains, Charleston
Road Registry anticipates that the .web gTLD will increase competition among registrars by
increasing consumer choice and creating new opportunities for registrar pricing
differentiation. Charleston Road Registry also anticipates the .web gTLD will help grow the
volume of entities and individuals offering content online, thereby increasing competition
among such entities and individuals to provide new, unique, and more relevant content and
offerings.

Managing this Internet space will allow Charleston Road Registry to provide to registrars and
registrants the high level of technical operations quality and service for which Google is
known, which in turn will incent other existing and new gTLDs to improve the quality of their
offerings.

Charleston Road Registry will facilitate a fair and equitable registrar process, providing
open access to any registrar who meets ICANN accreditation guidelines by fully complying with
the Registry Operator Code of Conduct. Charleston Road Registry is committed to treating all
registrars equitably and will not offer preferential treatment to Google iIn its capacity as
registrar.

18.b.1i1.2 Differentiation

Charleston Road Registry believes in the commercial viability of alternatives to existing
gTLDs such as .com and .net. The proposed gTLD will provide the marketplace with
opportunities for differentiation not currently available in the gTLD space.

The _.web gTLD providers registrants with the opportunity to differentiate from other web
spaces based on their word choice within the second-level domain name.

Given its association with Google, Charleston Road Registry offers a unique value proposition
to registrars resulting from the strength of Google’s trusted brand, technical leadership, and
support for free speech on the Internet. Registrars will have the opportunity to leverage
this brand in devising their own market positions.

18.b.1i.3 Innovation

The proposed gTLD will foster innovation by creating a new space for the categorization and
classification of online content. It will therein provide a mechanism by which registrars and
registrants can better brand and manage their online presence by associating it with the _web
namespace. This namespace delivers value to the public through the provision of new and
differentiated content, goods, and services to Internet users.

The proposed gTLD provides registrars with the opportunity to create and offer tailored new
products and services that benefit registrants and-or improve user experience in association
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with the registration of a second-level domain in the .web gTLD.

In addition, the proposed gTLD will promote innovation in the marketplace by providing
additional second-level domain options for the public’s use. This will invite new entrants to
establish a domain name presence, facilitating innovation in their offerings, and their
interactions with Internet users.

Charleston Road Registry considers the proposed gTLD to be a platform for innovation with
existing and future Google products and services. Charleston Road Registry, therefore, may
incorporate these new offerings into future registry service options (subject to the ICANN
approval process), infusing new ideas into the gTLD for the betterment of the public.

Google consistently aims to improve upon technologies that connect people with information, as
demonstrated by a proven record of innovation and iteration. Charleston Road Registry strives
to offer its constituents this same level of continuous development In advancing its
management and operation of the gTLD, engendering benefits to registrars, registrants, and end
users.

18._b.ii1 User Experience

Charleston Road Registry will strive to provide the highest level of user experience through
operational stability, security, and performance to serve the interest of registrants in the
proposed gTLD. Charleston Road Registry is uniquely positioned to provide this level of
experience given its relationship with Google; Google invested over $3 billion in its IT
infrastructure in 2011 and maintains a record of excellence in infrastructure operations.

The proposed gTLD will provide registrants with the opportunity to differentiate their
dedicated domain space such that the end users are able to discern the type of content
intended to be found within the proposed gTLD. This will enable increased user visibility
of registrants” offerings, as well as provide registrants with the opportunity to enhance
their respective content offerings and innovate in new ways.

The proposed gTLD will provide a more trusted and user-friendly environment where domain names
and content related to the .web gTLD can flourish. Charleston Road Registry seeks to have
users deem the gTLD trustworthy and reliable and recognize it as an aggregated source of
targeted goods, services, and information.

The proposed gTLD, furthermore, facilitates an improved online user experience through greater
structure and categorization on the Internet.

18_b.iv Registration Policies

Charleston Road Registry believes that given its wide variety of uses, the _.web gTLD will best
add value to the gTLD space by remaining totally open and unencumbered by registrant
restrictions. There will, therefore, be no restrictions on second-level domain name
registrations in the proposed gTLD, .web.

Charleston Road Registry will make access to Registry Services, including the shared
registration system, available to all ICANN-accredited registrars. Domain names within the
proposed gTLD will be available to the general public for registration and use.

Charleston Road Registry is committed to implementing strong and integrated intellectual
property rights protection mechanisms. Doing so is critical to Google’s goals of model
Internet citizenship and fostering Internet development, especially In emerging regions.
Accordingly, Charleston Road Registry intends to offer a suite of rights protection measures,
which builds upon ICANN's required policies while fulfilling our commitment to encouraging
innovation, competition and choice on the Internet.

18.b.v Protection of Privacy and Confidential Information
Charleston Road Registry will strive to ensure the appropriate level of privacy and security
will be met for its users. Charleston Road Registry and its provider of registry services,

Google, have imposed measures to achieve this protection; additional specifics regarding the
practices for the registry include but are not limited to the following:

file:///C:/Users/rwong/Downloads/1-1681-58699 WEB%20(1).html 5/14/2018



ICANN New gTLD Application Page 10 of 42

- All data transmitted from registrars to the registry will be encrypted using transport layer
security (TLS) or other similar data protection schemes to ensure that third parties cannot
access personally identifying information or other sensitive data as it crosses the Internet.

- Charleston Road Registry will attempt to prevent the misuse of WHOIS data for improper
purposes such as spam, intellectual property theft, or phishing. Charleston Road Registry
will attempt to identify patterns of abusive usage of the WHOIS and will appropriately use
CAPTCHA, query throttling or other techniques to prevent information scraping.

- Google will restrict access to data and information systems maintained by the registry to a
specific list of individuals involved with supporting the Google Registry system in
production. Google will review this list on a periodic basis to ensure that the level of
access granted to individuals is appropriate. Google uses two-factor authentication and other
mechanisms to ensure that staff with access to user information are properly identified prior
to using registry systems.

- Google data backups stored offsite are encrypted with passwords that are securely managed on
Google’s internal systems. Google can effectively remove the ability to access this data by
destroying the relevant encryption password.

- Supplying Google account information will be optional for registrants unless the domain
registration is directly associated with another Google product offering. Google will not
disclose Google account information except for any contact information provided by the user
that is required by ICANN (per Specification 4) to be displayed in response to a WHOIS query.

- Registrar billing and payment information will not be stored alongside domain name
registration information. All registrar billing and payment information will be stored in a
payment card industry (PCl)-compliant billing system similar to that used by Google Ads.

- Data will not be shared with third parties without the permission of registrants, except as
required for registry operations or as required under the law, such as in response to a
subpoena, other such court order, or demonstrated official need by law enforcement.

Beyond these specific mechanisms, both Charleston Road Registry and Google will govern its
approach to privacy by the Charleston Road Registry Privacy Policy. This policy applies to
registrars, registrants and end users of registry services such as DNS zone publication and
WHOIS data publication. The Privacy Policy is located at
http:~~charlestonroadregistry.com-privacy.html.

18.b.vi. Outreach and Communications Efforts

Once Charleston Road Registry begins developing public-facing resources in its gTLD, it
intends to inform the public about the gTLD and the opportunity to obtain domain space there
through investments in marketing and public relations.

Charleston Road Registry intends to promote gTLDs in its portfolio, such that the public gains
an awareness and understanding of new gTLDs and the availability of new second-level domain
space on the Internet. Charleston Road Registry believes that this approach will make the
strongest impact in modifying consumer behavior and is the best path to achieving success for
all new gTLDs collectively.

Charleston Road Registry will reach out to the Internet community via a number of different
outreach and communications methods and venues to deliver its mission and message to the
public, including but not limited to: press briefings, videos posted on various Internet
sites, blogs and other social media, and paid advertising. In addition, when developing
resources for localized Internet registrars in different global regions, Charleston Road
Registry will use local marketing and communications platforms as needed.

18(c). What operating rules will you adopt to eliminate or minimize social costs?
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18.c. Minimizing Social Costs and Other Negative Consequences

18.c.i
Registration will be managed by Charleston Road Registry in three phases.

Phase 1 - The first phase will be an extended 60-day sunrise phase. Only owners of trademarks
listed in the Trademark Clearinghouse may participate in this phase, and such owners may
register domain names that consist of an identical match to their listed trademarks. If
multiple qualified parties express an interest in registering the same domain name, Charleston
Road Registry will award the domain name through an auction or other predetermined process
that will be published prior to the Sunrise Period. At the end of the sunrise phase, at a
minimum, Charleston Road Registry will follow ICANN rules for subsequent attributions of
trademarked second-level domains and will offer other protections for trademark owners,
including but not limited to an extended Trademark Claims Service of indefinite length.

Phase 2 - The second phase will be a limited term registration phase. During this phase, any
interested applicant may apply for all second-level domain names not previously registered in
the sunrise period. Trademarked terms will be subject to the Rights Protection Mechanisms set
forth in Response 29. At the end of the second phase, if multiple parties have expressed an
interest in registering the same second-level domain name, Charleston Road Registry will award
the domain name through an auction auction or other predetermined process that will be
published prior to the commencement of this phase.

Phase 3 - The third phase will be a steady state phase for the duration of registry operation.
During this phase, any interested applicant may apply for all second-level domain names not
previously registered In an earlier phase. Trademarked terms will be subject to the Rights
Protection Mechanisms set forth in Response 29. If multiple parties express an interest in
registering the same d/main name, Charleston Road Registry will award the domain name on a
strictly first come, first served basis.

18._c.ii

While Charleston Road Registry reserves the right to charge different prices for unique
second-level domains within the gTLD, once Charleston Road Registry determines the price for a
particular second-level domain, Charleston Road Registry will not price discriminate among
ICANN-accredited registrars. Charleston Road Registry does not intend but reserves the right
to offer introductory discounts and bulk registration discounts. Volume discounts, marketing
support and incentive programs may be made available, and if so will be offered to all ICANN-
accredited registrars without preference.

18.c.iii

Pursuant to the ICANN-Registry Operator Agreement, Charleston Road Registry will provide
written notice a minimum of 30 days prior to any increases in price for initial registrations,
as well as written notice 180 days prior to any increase in registration renewals. Further,
Charleston Road Registry will offer uniform pricing for renewals as specified in the ICANN-
Registry Operator Agreement.

Charleston Road Registry does not currently intend to make contractual commitments to
registrants regarding the magnitude of price escalation. Charleston Road Registry does,
however, intend to keep its practices competitive and aligned to activity in the marketplace.

Community-based Designation

19. Is the application for a community-based TLD?

No
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20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).

20(c). Provide a description of the community-based purpose of the applied-for
gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of the
community identified in 20(a).

Attachments are not displayed on this form.

Geographic Names

21(a). Is the application for a geographic name?

No

Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.
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As specified throughout this application, Charleston Road Registry (CRR) plans to implement
comprehensive anti-abuse mechanisms. CRR will protect against the abusive registration of
geographic names at the second and other levels in the applied-for gTLD by reserving to the
registry protected geographic names in order to prevent registration of such strings.

In that regard, CRR has thoroughly reviewed Specification 5 of the Registry Agreement, the
Government Advisory Committee’s (GAC) “Principles Regarding New gTLDs”, and the .info
methodology for reservation and release of country names. Accordingly, CRR will, in connection
with 1ts registry services operator and registrar, initially reserve from registration by any
party names with national or geographic significance within the TLD during the TLD’s Sunrise
Period and Trademark Claims Period.

The names with national or geographic significance (hereto referred to as “geographic names’)
that will be initially blocked are those specified in Specification 5 of the New gTLD Registry
Agreement, namely:

(1) The short form (in English) of all country and territory names contained on the IS0 3166-1
list, as updated from time to time, including the European Union, which is exceptionally
reserved on the IS0 3166-1 list, and its scope extended in August 1999 to any application
needing to represent the name European Union;

(2) The United Nations Group of Experts on Geographical Names, Technical Reference Manual for
the Standardization of Geographical Names, Part 11l Names of Countries of the World; and

(3) The list of United Nations member states in 6 official United Nations languages prepared
by the Working Group on Country Names of the United Nations Conference on the Standardization
of Geographical Names.

As noted above, the top-level domain shall not permit the public to register domain names with
national or geographic significant at the second-level. The names will be set aside by use of
the Reserved state making them inaccessible (See response to Question 27 for details). Google,
as the registry services provider, has arranged for such reservation to occur prior to the
launch of the TLD.

In the event there is a compelling use of a two-character geographic name, the two-character
label string may be released to the extent that CRR reaches agreement with the government and
country-code manager and consults with the GAC and ICANN. The Registry may also propose the
future release of these reserved names based on the implementation by the prospective
registrant of measures to avoid confusion with the corresponding country codes.

As with the .info TLD, only if a potential second-level domain registrant makes a proper
showing of governmental support for country or territorial names will CRR relay this request
to ICANN. CRR also plans to consult with the GAC and of ICANN before proceeding to delegate
the domain at issue.

Registry Services

23. Provide name and full description of all the Registry Services to be provided.

Charleston Road Registry (CRR) will outsource the entirety of its technical operations to
Google. In addition to running the technical platform, Google will provide CRR with staffing
and support to ensure that all registry services meet both the requirements laid out by ICANN
in the new generic top-level domain (gTLD) Applicant Guidebook as well as in the gTLD registry
agreement. Additional details of Google’s provision of services to CRR are set forth in
Question 31, Section 31.1.

By making use of Google’s Registry platform, CRR will provide the following registry services:

- Receipt of data from registrars concerning registration of domain names and name servers
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- Dissemination of top-level domain (TLD) zone files

- Dissemination of contact or other information concerning domain name registrations (WHOIS
service)

- Internationalized Domain Names (IDN) Support for all domain names

Domain Name System Security Extensions (DNSSEC) support

IPv6 Support

Data escrow

Redemption grace period for domain names

Registrar and developer account creation

“Q23_Registry Services Diagram” shows major services being exposed by high-level systems. Note
that this diagram shows only data flow and does not specify the physical deployment
characteristics of these services.

Details on these services are discussed below.
23.1. Receipt of Registration Data

Google will receive registration data from users in a manner consistent with standard registry
operations. This will be handled via the extensible provisioning protocol (EPP) interface
through ICANN-accredited third-party registrars. Google will operate a robust Shared
Registration Service (SRS) that allows registrars to add, modify, and delete domain
registrations and provides full support for the domain registration lifecycle.

Google’s shared registration system (SRS) infrastructure consists of three major components:
an extensible provisioning protocol (EPP) server that provides an EPP interface to registrars;
the Google SRS Frontend, which provides web-based access to the state of the Google Registry,
the registrar’s profile and access to registration reports for the registrar; and the Google
SRS Backend, which implements most business logic, interacts with the data store, and pushes
updates to DNS and WHOIS servers in order to disseminate TLD Zone files as well as registrant
contact information.

Details of the SRS are described in Question 24, EPP support in Question 25, and the
registration lifecycle in Question 27.

23.2. Dissemination of TLD Zone Files

TLD zone data will be propagated in near real time to Google’s Authoritative DNS
infrastructure, which will serve as the primary means of publication of the TLD zone files.
This DNS infrastructure is based on Google’s existing Public DNS product, which handles over
70 billion queries per day. This DNS implementation will be fully compliant with RFCs 1034,
1035, 1982, 2181, 2182, 2671, 3226, 3596, 3597, 3901, 4343, 4472, 4972, and 5966 as well as
ICANN’s Specification 10. A full description of Google’s Authoritative DNS infrastructure is
described in Question 35.

In addition to real-time publication via port 53, the Google Registry will also support
publication of the entire zone, as described below:

The master zone file will be internally generated and cached in the Google Shared Registration
System (GSRS) as modifications to GSRS’s persistent store are made. The zone data will be
signed by the Authoritative DNS infrastructure; a copy of the signed data is also returned to
the GSRS. The entire master zone file will then be available to authorized parties at an HTTP
URL shared with them over the web.

The master zone file at this location will be guaranteed to be no more than one hour old.
When retrieving the zone file, the client will pass a single HTTP request parameter (“key”),
in order to identify individually the qualified client requesting access. This parameter will

be the APl key given to the registrar during account signhup.

The mimetype “text-dns” will be set on the HTTP response and the content encoding will be

gzip.-

The master zone file will follow the format specified by RFC 1035, with the additional
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restrictions as specified in Specification 4, Section 2.1.4 of the gTLD Applicant Guidebook.
DNSSEC resource records will also be present.

In addition, the master zone file will be made available through the Centralized Zone Data
Access Provider as specified in Specification 4, Section 2.1.4 of the gTLD Applicant
Guidebook.

23.3. Dissemination of Contact Information (WHOIS)

Google will create an implementation of the WHOIS protocol (as defined by RFC 3912) that will
listen on port 43 for WHOIS requests. Google's WHOIS service will communicate to the name
registry through a private APl end-point in order to retrieve the necessary information for
WHOIS responses. In addition, Google will operate a public WHOIS, web-based Directory Service
at (WHOIS.nic.web) providing free, public query-based access. Both traditional WHOIS and web-
based WHOIS will be made available over both IPv4 and IPv6.

As required by Specification 4 in the gTLD Applicant Guidebook, Google's WHOIS service will
perform in the following manner:

- Semi-free text format followed by a blank line and disclaimer specifying the rights of the
Registry Operator, and user querying the database.

- Each data object shall be represented as a set of key-value pairs, with lines beginning with
keys, followed by a colon and a space as delimiters, followed by the value.

- For fields where more than one value exists, multiple key-value pairs with the same key
shall be allowed.

- The first key-value pair after a new-line starts a new record, and is used to identify the
record itself.

- The format of fields governed by EPP RFCs 5730-5734 (domain status, individual and
organizational names, address, street, city, state-province, postal code, country, telephone
and fax numbers, email addresses, date and times) will be formatted as specified by those
RFCs.

Updates to WHOIS data will be made in near real-time, with the registry’s service level
agreement (SLA) committing to 95% of the updates reaching the serving infrastructure within 15
minutes. Details of WHOIS support are included in Question 26.

23.4. Internationalized Domain Names

IDNs allow registrars to register domain names with unicode code points representing non-
ASCIll1-based character sets. IDNs constrained by the IDN Tables for this TLD will be supported
by the Google Registry. Google’s IDN implementation will make use of the IDNA standard and be
fully compliant with both RFCs 5890-5893 and ICANN’s IDN implementation guidelines. For more
information on the IDN implementation for the TLD, see Question 44.

23.5. DNS Security Extensions

The Google Registry will support DNSSEC. In particular, registrants will be able to specify a
DS record as part of normal domain name registration with their registrars, which will be
transmitted to the Google Registry via its EPP interface. The Google Registry will then sign
the DS record, along with all other DNS resource records in the TLD Zone, forming a chain of
trust between the Google Registry and second-level domain name. The Google Registry itself
will publish its own DS record with the root. Google’s DNSSEC implementation will be fully
compliant with RFCs 4033, 4034, 4035, 5910, 4509, 4641, and 5155. More information on this
topic, including the DNSSEC Policy statement for the TLD is contained in Question 43.

23.6. IPv6 Support

The Google Registry operates on Google’s production network, which supports IPv6.
Specifically, the Google Registry will specifically support IPv6 access to all registry
service endpoints (WHOIS, EPP, DNS, etc.). All services are provided through dual-stack, which
is considered the industry-standard best practice for supporting IPv6. In addition, domain
name registrants will be able to create IPv6 AAAA glue records for nameservers in the TLD
zone. Further detail about Google’s IPv6 implementation is available in Question 36.

23.7. Data Escrow

file:///C:/Users/rwong/Downloads/1-1681-58699 WEB%20(1).html 5/14/2018



ICANN New gTLD Application Page 16 of 42

Google will escrow relevant registration data, as required by ICANN’s registry agreement.
Google will ensure that its data escrow will be fully ICANN compliant and performed in
accordance to industry best practices. In addition to Google’s practice of hosting critical
data on redundant and geographically disparate datacenters, data escrow will provide further
assurance against data loss and ensure that all Google Registry data can be retrieved in a
timely manner. For more information on Data Escrow, see Question 38.

23.8. Redemption Grace Period for Domain Names

After a domain name has been deleted by a registrar, the domain name shall move into a
Redemption Grace Period. The status of the domain will be listed as PENDING DELETE RESTORABLE.
When a domain is in this state, it is deleted from the zone for the TLD. This is a strong
indicator to the registrant that it must act take action in order to restore the domain to its
previous state. For details, see Question 27.

23.9. Creation of Registrar and Developer Accounts

Google’s Registry will use Google Accounts to manage registrars.

To create a Google Account, all parties will be directed to the following URL:
http:~~-www.google.com~accounts

Once a prospective registrar or developer has created an account in Google, the registrar or
developer can upgrade from a standard Google account to a registrar and-or developer, if
certain requirements are met.

To obtain a set of credentials used to interact with the Google Registry, a registrar will
proceed through the following workflow:

A_. The Google registrar logs in with Google account credentials.

B. The Google registrar submits an application identifying that it is an accredited ICANN
registrar, and that it wishes to interact with the Google Registry.

C. The Google registrar requests and resets initial EPP credentials, which are separate from a
Google account.

Once a Registrar has been certified and authorized for billing, they will be ready to interact
with Google through Google EPP. At this point, the registrar can also view reports on domains
registered, EPP transactions, remaining account balance, and other TLD registry statistics.

“Q23_Registrar Registration Process Diagram” shows the registration process for registrars.
In addition to registrars, Google will also provide accounts to developers and other
authorized users, who will obtain credentials through the following workflow:

A. The developer logs in the previously created Google account.

B. The developer requests an APl key to be used for all public APl calls.

C. The developer reviews access restrictions, quota, and service-level agreements and agrees
to appropriate terms.

D. Google Registry grants access to zone data exported by the domain.

“Q23_Developer Registration Process Diagram” shows the registration process for developers.

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance
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All Shared Registration System (SRS) services described in Question 23 will run on Google’s
robust, high-performance platform. Google’s production platform is an extremely high-capacity,
high-availability, scalable platform designed to support some of the most resource-intensive
and often-used applications on the Internet, including Google Search, Gmail, and YouTube.
Google builds large clusters out of thousands of individual servers. Google uses a common set
of tools to allocate resources, provide access to basic services such as storage and locking,
and to simplify programmers” ability to build distributed systems using the cluster’s
hardware. Rather than relying on expensive hardware to provide reliability, Google uses a more
cost effective approach based on commodity components, and builds fault tolerance into its
software. Google simultaneously increases performance, reliability, and scalability of our
production systems by splitting work into shards and running multiple replicas of the same
process.

The numbered sections below discuss details of our SRS implementation and capacity plans.
24_.1. Google SRS (GSRS)
The Google Shared Registration System (GSRS) will provide all standard registry services:

- Receipt of data from registrars concerning registration of domain names and name servers
- Dissemination of top-level domain (TLD) zone files

- Dissemination of contact or other information concerning domain name registrations (WHOIS
service)

- Internationalized Domain Names Support for all domain names

- Domain Name System Security Extensions (DNSSEC) support

- IPv6 Support

- Data Escrow

For descriptions and details of all SRS functions, see Question 23.
24 _2_. Google SRS Components
GSRS will be a multi-tier application that consists of the following components.

- Google SRS Front End (GSRS-FE): Presentation. A web application which provides an interface
between registrars, developers, and other parties that need access to Google Registry
information through a web interface. GSRS-FE will also include a web-based WHOIS interface.

- Google SRS Back End (GSRS-BE): Business Logic. A representational state transfer (RESTful)
service that exposes and controls all registry data. Most business logic related to registry
data storage and persistence will be implemented in GSRS-BE.

- Google EPP (GEPP): API Proxy. A public end-point for EPP (Extensible Provisioning Protocol)
for the top-level domain. GEPP will translate all EPP requests and responses to interface with
GSRS-BE. For more information on EPP support, see Question 25.

- Google WHOIS (GWHO): A public end-point for WHOIS queries for the top-level domain. GWHO
will translate all WHOIS requests and responses to interface with the GSRS-BE. For more
information on WHOIS support, see Question 26.

In addition, GSRS will integrate with the following internal systems. These internal systems
are designed for extremely high performance and robustness, and use the same technologies used
for other high-capacity services currently in production.

- Google Persistence Service (Persistence): A multi-master persistence solution which will run
on top of Google’s proprietary database, BigTable. The Google Persistence Service coordinates
between masters using an algorithm for fault-tolerant distributed systems, such as Paxos.
BigTable is Google’s internal implementation of a distributed hash table used for the majority
of our persistence needs.

- Google Accounts (Authentication): An existing platform for creation and authentication of
user accounts. Google Accounts provides a standard login page for all Google products, as well
as programmatic access for internal applications to retrieve credentials for the logged-in
user.

- Google Monetization (Billing, as needed for the TLD): A monetization and billing system.
Enables Google products to create accounts, create invoices, and perform financial
transactions for Google customers.

- Google Authoritative DNS (Master Zone File): A robust public DNS server. Google
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Authoritative DNS will receive master zone file information from the GSRS-BE and distribute
DNS information to clients.

“Q24_SRS Services Diagram” shows the interactions with these systems as requests come into a
Google datacenter and are handled appropriately. Note that, as shown in “Q24 SRS Services
Diagram”, all SRS requests are passed to the GSRS-BE, which contains all business logic for
Google Registry. Integrated services are then used as needed. Google plans to provision these
services to handle significantly greater load than our most aggressive expectations -- see
below for details.

24 _.3. Google SRS Deployment Parameters

Google plans to deploy GSRS in five geographically-distributed datacenters throughout North
America. Traffic to these datacenters is dynamically adjusted according to load, and the
system will be provisioned to allow two simultaneous datacenter outages without substantial
performance impact.

Each datacenter will include several replicas to handle specific machine failures for any GSRS
service. Google’s production servers include the ability to expand to add new servers
dynamically according to need. If SRS performance suddenly requires additional throughput
capacity -- for instance, during a Distributed Denial of Service (DDoS) attack -- Google will
be able to enable up to 100 additional replica servers in any datacenter dynamically. The
limit of 100 additional replica machines is a self-imposed limit and may be revised upward
based on ongoing operational considerations.

Each machine will be able to support a minimum of 250 queries per second (read or write),
where one query contains one record. For architectural simplicity, our initial implementation
will read data without any additional SRS-level caches.

24 _4_ GSRS Performance Scaling

Google plans to deploy sufficient capacity to handle SRS request load on the same scale as the
largest top-level domains on the Internet. These computations are detailed in “Q24_GSRS
Performance and Scaling”.

The key factor for scaling GSRS performance capacity will be the GSRS-BE component. Other
components for GSRS (both GSRS-FE and GEPP) will receive user requests and then transform them
into Remote Procedure Call (RPC) calls to GSRS-BE. GSRS-FE and GEPP will not perform any

CPU-, disk-, or memory-intensive computations themselves. The performance capacity estimations
below will therefore discuss only GSRS-BE capacity.

Based on existing domains and calculations for inbound traffic, Google estimates that there
will be about 2300 queries per second for EPP operations, consisting mostly of checks for
existing domains, and 3600 queries per second for WHOIS operations. In total, Google estimates
that GEPP-BE must handle roughly 5900 queries per second for a scale of 100 million domains.
Other operations, such as zone file operations and developer APl calls, will create a
relatively negligible level of load.

Google will meet the SRS throughput requirement, with a 50% utilization rate, with 48 machines
allocated across the five datacenters. At this level of utilization, our active capacity will
be double the expected throughput requirement. If a datacenter is lost through a production
outage or change request, then additional machines will be enabled immediately to take upon
the additional load with no manual intervention required. Google production systems have the
standard capability to enable new machines to handle increased capacity needs immediately.

These estimations do not include any smart caching anywhere in the architecture. ITf the Google
Registry reaches a very large number of domains and additional capacity measures are required,
Google will consider a design for an appropriate WHOIS and EPP check result caching plan to
relieve load and to improve latency characteristics.

These estimates use a very aggressive set of assumptions for scaling, which should be
sufficient for a large open domain.

24 _.5_ GSRS Network Scaling
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Google expects that our SRS network bandwidth requirements will be greatly below Google’s
existing per-datacenter network capacity, even for its lowest-capacity datacenters in
production. Details of its computations are included below.

Google assumes that 99% of RPC calls across both EPP and WHOIS will be less than 5 kB. EPP and
WHOIS queries return more of a fixed number of records, and most queries will return only one
record. 5 kB is derived as an estimate from taking the sample WHOIS output in the applicant
guidebook, and multiplying it by three to account for XML inflation as if the same information
passed through an EPP iInterface. Considering that most EPP commands are expected to be

(check) commands, this is a very conservative estimate.

Google then uses 5 kB as the assumed size to calculate the estimates for bandwidth per machine
and per datacenter at maximum load.

Network Bandwidth Requirements per Machine = Queries per Second * Size of RPC Calls

With 250 gps and 5 kB per query, Google expect a maximum of about 12.5 MB-s of bandwidth
requirement. This is about one-eighth of our current absolute minimum commodity standard of 1
Gb Ethernet. Our backbone routers connect many metro networks around the globe at 10Gb or
greater.

Network Bandwidth Requirement per datacenter = Requirements per Machine * Number of Machines

With 12.5 MB-s of bandwidth per machine, and 100 machines maximum per datacenter, Google
expects a maximum of about 1.25 GB-s data requirements during a major event that requires
increased load demand. All Google datacenters” connections to its production network have a
multiple 10 GB-s links, and many exceed this by far.

Based on these computations, Google believes that the network bandwidth required by the SRS
system for as many as 100 million second-level domains will never exceed the capacity that
even our smallest datacenter can provide.

24_.6. Multi-Master Design

GSRS will use a multi-master architecture. This architecture is detailed further in Question
32. Machines across multiple datacenters will serve active traffic, with no machines on cold
or hot standby. All instances of the data store update in real-time, and updates to registry
data are committed across a quorum of replicas before the write is confirmed. When GSRS or a
dependent service goes down or is drained by an outage, Google’s network architecture will
redirect all affected traffic to another datacenter. Google will design most services as
stateless, so service instances will not require any coordination mechanisms.

24.7 Google SRS Adherence to Specification 6

The Google Registry, and in particular the SRS will be compliant with all RFCs outlined in
Specification 6. Any RFCs mentioned below and their successors will be complied with.

24.7.1 - Standards Compliance

24.7.1.1 DNS

Google’s domain name system (DNS) implementation will comply with RFCs 1034, 1035, 1982, 2181,
2182, 2671, 3226, 3596, 3597, 4343, and 5966. See Question 35 for more details on DNS RFC
implementation compliance.

24.7.1.2 EPP

Google’s EPP implementation will comply with RFCs 5910, 5730, 5731, 5732, 5733, 5734, 3915,
and 3735 for any extensions developed. Please see Question 25 for more details on EPP RFC

implementation compliance.

24_.7.1.3 DNSSEC
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Google’s DNSSEC implementation will comply with RFCs 4033, 4034, 4035, 4509, 5155, and the
best practices indicated in RFC 4641. A DPS statement will be published for each TLD supported
by the Google Registry. Please see Question 43 for more details on DNSSEC implementation
compliance.

24.7.1.4 IDN

Google’s implementation of internationalized domain names (IDN) will comply with RFCs 5890,
5891, 5892, 5893 and ICANN’s published IDN Guidelines. Please see Question 44 for more details
on IDN RFC implementation compliance.

24.7.1.5 IPv6

Google’s implementation of IPv6 will follow BCP 91 and RFCs 4472. All Registry services will
be offered over IPv6. Please see Question 36 for more details on Google’s IPv6 implementation.

24.7.2 Registry Services and Wildcard Prohibition

Google understands the definition of “registry services” as defined in section 2.1 of
Specification 6. Google will not support wildcard matching or resolution in the TLD zone as
required by Section 2.2 of Specification 6.

24.7.3 Registry Continuity

Google will ensure registry continuity as specified in Section 3 of Specification 6. High
availability, extraordinary event handling, and business continuity will be provided with
respect to the TLD. See Question 39 for more details on Google’s Registry continuity plan.

24.7.4 Abuse Mitigation

Google will implement the abuse mitigation requirements as specified in Section 4 of
Specification 6. An abuse contact will be made available. See Question 28 for more details on
Google’s abuse handling. Google will also take action to remove malicious use of orphan glue
records when provided evidence in written form that such records are present in connection
with malicious content.

24_.7.5 Supported Initial and Renewal Registration Periods

Google will implement the supported initial and renewal registration periods as specified in
Section 5 of Specification 6. The Google Registry will support domain name registration with
validity periods of between one to 10 years iIn increments of one year. Renewal registration

may extend registration to a maximum of 10 years from renewal date in increments of one year.

24.8. Google SRS SLA and Adherence to Specification 10

The Google SRS will significantly exceed the requirements of the Service Level Requirement
Matrix defined in Specification 10 in the gTLD Applicant Guidebook. All EPP and WHOIS~-RDDS
calls supported by the Google SRS system will have a 99.9% monthly uptime.

For the purpose of measuring this commitment, Google uses the following definitions:
RPC: A series of TCP-IP packets forming a distinct request, and the corresponding TCP-IP
packets forming the response.

Error RPC: An RPC which does not return with 3x 95th percentile latency, or which fails
because of internal transient errors.

Error Minute: Any minute during which 10% of RPC requests are error RPCs.

Monthly Uptime: The total number of minutes in a month minus the number of error minutes
divided over the total number of minutes in the month, rounded to the nearest .01%.

When calculating monthly uptime percentage, Google does not distinguish between scheduled and
unscheduled downtime.

Google will meet or exceed all service level agreements (SLA) described in the ICANN Applicant

Guidebook. Specifically, Google will meet the commitments as specified in attachment
“Q24_SLAs”. Note that the values represent a commitment to exceed SLA Requirements in
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Specification 10.

DNS

- DNS Availability: 0 minutes of downtime.

- DNS Name Server Availability: Less than 31 minutes of downtime per month (At least 99.93%
availability)

- TCP DNS resolution RTT: 300ms for at least 95% of the queries

- UDP DNS resolution RTT: 300ms for at least 95% of the queries

- DNS update time: 15 min, for at least 95% of the probes

RDDS (WHOIS)

- RDDS Availability: Less than 43 minutes of downtime per month. (At least 99.9% availability)
- RDDS Query RTT: Less than 400 ms.

- RDDS Update Time: Less than 15 minutes for 95% of probes.

EPP

- EPP Service Availability: Less than 43 minutes of downtime per month. (At least 99.9%
availability)

- EPP Session-Command RTT: Less than 1000 ms for at least 95% of commands.

- EPP Query-Command RTT: Less than 400 ms for at least 95% of commands.

- EPP Transform-Command RTT: Less than 800 ms for at least 95% of commands.

Downtime values are on a monthly basis.

Google has the track record to deliver SRS to 99.9% availability. Google is confident in its
ability to meet these SLAs for SRS because of its experience with engineering highly-available
platforms. As discussed by Urs Hoelzle, Senior Vice President of Technical Architecture,
Google has designed its major services to obtain 99.99% reliability [1].

24_9_. SRS Technical Support

Charleston Road Registry will provide registrars with access to telephone, email, and web chat
support, and will escalate issues to the Google technical team as technical faults are
identified. For a further elaboration of the escalation process, see Question 42.

Google will notify ICANN and registrars, at least 24 hours beforehand, of maintenance for all
planned outages and maintenance which will directly, significantly, and visibly affect users
of the SRS.

24.10. Resourcing Plans

Google will implement these technical requirements using the teams and resources discussed
below.

The cost of these services will generally be set at reasonable market rates per agreement
between Charleston Road Registry and Google. The expected costs are discussed in Questions 46
and 47.

All services that GSRS will depend on are already well-provisioned and ready to assume the
additional load of the Google SRS, including up to 100 million second-level domains, which is
well In excess of expected need. The load that GSRS will generate for existing systems will be
significantly less than the capacity already designhated as part of normal growth for Google
and the company’s need for high-performance hardware and support personnel resources.

24.10.1. Registry Team

The Google Registry Team will be responsible for designing and implementing our SRS, EPP, and
WHOIS systems, including IDNs. They will also be responsible for creating tests and monitoring
for these systems.

During initial implementation, this team will consist of at least four to seven software
engineers responsible for implementing the project. Additionally, Google plans to staff one
software engineer who is responsible for engineering testing and monitoring for the Google
Registry, and one software engineer who is responsible for backup, restoration and escrow. In
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total, Google plans to implement the Google Registry with a team of six to nine software
engineers.

After the Google Registry is complete, Google expects to staff a team to support the ongoing
operation of the registry. This team will consist of at least four engineers who will
participate in on-call rotation, respond to alerts, provide support to ICANN and registrars
for emergency escalations, and maintain responsibility for bug fixes and improvements. This
team will continue maintenance throughout the life of the registry.

This team’s responsibilities will generally be limited to registry-specific components. The
Google Registry Team will work closely with other relevant teams, including the Authoritative
DNS support team, Storage Site Reliability Engineering team, network engineering and
operations, and customer support teams. These other teams are described in more detail in
Question 31 (Section 31.16) as well as the relevant sections throughout this application.

24_.11. Summary and Key Insights

Google has an existing production infrastructure that can exceed the performance requirements
of the SRS platform:

- Google has a global network of datacenters to provide the scalability to meet the
performance requirements of SRS.

- Google has a multi-master high availability strategy to meet the reliability requirements of
SRS.

- Google has the proven operational processes and personnel to support the requirements going
forward.

- The use of Google’s platform allows Charleston Road Registry to commit to service levels
that substantially exceed the ICANN requirements in Specification 10.

24 .12. Footnotes

[1] New York Times, “99.999% Reliable? Don’t Hold Your Breath™.
http:~~www.nytimes.com~2011-01-09-business~09digi.html

25. Extensible Provisioning Protocol (EPP)

The primary purpose of Google EPP will be to provide for a provisioning interface to the
Google Registry using the standardized EPP protocol.

Google has no initial plans to provide a software development kit, since there already are a
variety of open- and closed-source EPP client implementations available on the web today.

Google’s EPP service will act as a connector between EPP clients and Google’s backend systems,
which will handle business logic for registry operations.

25.1. RFC Compliance
Google’s EPP interface will handle the follow tasks:

- Listen for EPP connections over port 700.

- Support and maintain the EPP session through the life of the connection.

- Translate EPP requests and responses between equivalent requests and responses exposed by
the Google SRS Backend private API.

- Terminate the Transport Security Layer (TLS) connection as defined by RFC 5734. TLS client
certificates will be self-certified and transmitted to Google via the registrar application
process. The credentials in the certificate will be matched against the account identified by
the EPP username and password.

Google EPP will support a well defined set of EPP RFCS with a small set of additional, well-
defined EPP extensions.

25.1.1. Core Protocol - RFC 5730 (http:~-~tools.ietf.org-html-rfc5730)
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RFC 5730 defines EPP, a simple object provisioning XML protocol. The base protocol itself is
agnostic to the type of objects being provisioned and allows for extensions to the protocol.

Upon connection, a session is established with a (greeting) message from the server as
defined by the RFC. From there, the client will login with a <(login) command, then entertain
a series of request and response cycles, and then finally ends the session with a (logout)
command .

All EPP commands will be supported according to the RFC in their standard command and response
formats.

As part of the (greeting) , a (dcp) element is presented indicating Google’s data-collection-
policy for the Registry. In general, the <(dcp) element will attempt to mirror (as far as the
protocol can mirror) Google’s Privacy Policy as stated in
http:~-~www.google.com-policies-privacy~. A copy of our full Privacy Policy as of March 1,

2012, 1is also included in Question 31 as an attachment.

For all commands, only objects defined by RFCs 5731 (domains), 5732 (hosts), and 5733
(contacts) will be supported. No other extensions will be used.

For the <(login) command, the following policy specifics will be implemented:

- A maximum of three failed login attempts per connection

- On the 12th failed login attempt, the account will be locked out and require support to
reactivate.

- Changing the EPP password with the optional <(newPW) element will not be supported. Password
changes will instead be handled through the password change interface on the Google SRS Front
End. Error code 2501, "Authentication error; server closing connection” will always be
returned if this command is used.

- The <(version) element must be set to 1.0.

- The <(lang) element must be set to “en”.

For all other EPP commands there will be no implementation policy specifics.

Standard behavior as defined by the RFC for each command is expected:

- (check) : Determine if an object can be provisioned within the registry

- (info) : Retrieve information associated with a given object

- (poll) : Discover and retrieve service messages by a server for individual clients
- (create) : Create an instance of an object

- (delete) : Remove an instance of an existing object

- (renew) : Extend the validity of an existing object

- (transfer) : Determine real-time status of pending and completed transfer requests
- (transfer op="request”) : Request that an object be transferred

- (transfer op="approve”) : Approve a transfer request

- (transfer op="reject”) : Reject a transfer request

- (transfer op="cancel”) : Cancel a transfer request

- (update) : Update the information in an existing object

25.1.2. Domain Objects - RFC 5731 (http:~-~tools.ietf.org-html-rfc5731)

RFC 5731 defines support for domain objects over the EPP protocol.

Since RFC 5732 will be supported as well, domain objects will not be able to specify
attributes to describe a name server host machine, but rather must reference the relevant host
with <(domain:hostObj) references.

When <(domain:authlnfo) 1is used, a <(domain:pw) must be passed within to denote the password
for the domain (or registrant using the “roid” attribute to denote this), or a <{(domain:null)

to null it out.

For EPP commands dealing with domain object validity, domains will be by default valid
indefinitely unless otherwise specified.

A 2305 error response code will be issued if there are dependent children subordinate to the
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domain, which still exist in the repository if a <(delete) command is issued.

For all domains which require additional vetting of the registrant because of gTLD
registration policy reasons, offline review of the domain may occur for transformation EPP
commands. Otherwise, no offline review will occur in general.

25.1.3. Host Objects - RFC 5732 (http:~~tools.ietf.org-html-rfc5732)

RFC 5732 provides EPP mappings for host objects. This RFC will be supported in its entirety.
There are no special considerations needed for the Google Registry.

There will be no offline review before provisioning of any host.
25.1.4. Contact Objects - RFC 5733 (http:~~tools.ietf.org-html-rfc5733)
This RFC provides EPP mapping for contact objects. This RFC will be supported in its entirety.

As specified by the RFC, unless prohibited by the server’s stated data collection policy, per-
field disclosure policies will be supported via the <(contact:disclose) element when
provisioning contacts.

There will be no offline review before provisioning of any contact.
25.1.5. EPP Transport over TCP - RFC 5734 (http:--tools.ietf.org-html-rfc5734)
RFC 5734 defines connection handling procedures regarding the EPP mechanism.

The following policy is adopted from suggestions from this RFC:

-There will be no more than ten concurrent TCP connections from a single source destination IP
without First contacting Google to establish an alternate upper limit.

- If a well-formed EPP request is not received at least every 30 seconds, the TCP-IP
connection may be severed.

- TLS is mandatory to connect to Google EPP.

- A single TLS client certificate will be required for each EPP user and password pair.
Multiple user-password pairs will not be permitted for a single TLS client certificate.

- A Certificate Name (CN) and subject AltName:dnsName will be set to the hostname of GEPP to
be validated against by the client.

25.1.6. DS records - RFC 5910 (http:~--tools.ietf.org-html-rfc5910)

RFC 5910 governs the additions to the EPP domain mapping RFC for provisioning DS records for a
particular domain. Of the two possible supported mechanisms by the RFC, Google EPP will
support the "DS Data Interface”, where the client is responsible for the creation of the DS
information and is required to pass DS information when performing adds and removes.

Other particular implementation specifics include:

- The optional (secDNS:maxSigLife) element will not be initially supported, and a 2102 error
code will be returned.

- (secDNS:update) with an attribute of urgent will not be initially supported, and a 2102
error code will be returned if present.

25.1.7. Grace periods - RFC 3915 (http:~-tools.ietf.org-html-rfc3915)

RFC 3915 extends the EPP RFCs to account for grace period functionality. Grace periods allow
for actions to be reversed or revoked within a specified period of time. In particular, this
RFC governs four grace periods: add grace period, auto renew grace period, renew grace period
and transfer grace period. Google will comply with this RFC in iIts entirety.

25.1.8. IDN RFCs
In addition to RFCs directly related to EPP, RFCs defining internationalized domain names
(IDN) (5890, 5891, 5892, and 5893) and how they are specified will be implemented for Google

EPP. In particular, IDNs will be specified using punycode and in the subset of unicode
character code points dictated by the IDN tables attached to this gTLD application.
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25.2. EPP Extensions

A small set of well-defined EPP extensions will also be supported.

25.2.1. Launch Phase Mapping for EPP

This draft RFC is currently found here:

http:~~tools.ietf.org-html-draft-tan-epp-launchphase

It defines mappings to create domains and application for domains during “launch” phases. It

will be supported in its entirety.

The following launch phases will be used by CRR:

- Sunrise
- Landrush
- Claims

Only encoded signed marks will be accepted in order to minimize signature validation issues.
25.2.2. Mark and Signed Mark Objects Mappings

This draft RFC is currently found here:

http:~~tools.ietf.org-html-draft-lozano-tmch-smd

It defines mappings for Mark and Signed Mark objects onto XML. It will be supported in its
entirety, as necessitated by 25.2.1.

25.2.3. Premium Domain Names Pricing Extension

This extension is currently found here:
http:~~ausregistry.github.io~doc-price-1.0-price-1.0.html

It defines an EPP extension to request and return pricing information on premium domains. It
also provides a mechanism for registrars to acknowledge and verify the pricing information on
a premium domain before registering it. The extension will be supported in its entirety.

25.2.4 Namestore Extension

This extension is currently found here:
http:~~www.verisigninc.com~assets-namestore-extension.pdf

It defines a mechanism for registrars to specify which TLD their EPP command is addressed
against. It will be used to multiplex many different TLDs in a single EPP endpoint. It will be
supported in its entirety.

25.3. Google EPP Testing

Google will develop Google EPP using a software methodology, which ensures correct
functionality by concurrently developing unit and large functional tests alongside the
production code itself. Standard XML parsing libraries will be used depending on the
implementation language. Implementation will also include monitoring rules that test EPP
workflows in production on an ongoing basis. Before deploying to production, Google will
create staging environments during development for internal manual and automated testing.

25.4. Operational Testing and Evaluation for Registrars

All ICANN-accredited registrars must first complete operational testing and evaluation (OT&E)
before submitting EPP commands through the production Google EPP environment. The aim of this
testing is to ensure that registrars are functioning properly.

OT&E instructions will be presented to the registrar after it has created a registrar account
with the Google Registry. In general, these instructions will include a series of ordered EPP
commands the registrar must perform along with test account credentials.

The registrar, once the registrar is ready for certification, it will request a Google
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Registry Front End evaluation. The test environment will reset to a nominal state, and at this
point, the registrar must execute the series of ordered EPP commands within a specified amount
of time. If registrar fails OT&E, the registrar will be notified of the failure, and can try
again at a later date. If the registrar passes OT&E, the registrar will be notified, and be
given production EPP credentials.

25.5. Resourcing Plans

Google Inc. will implement these technical requirements using the teams and resources
discussed below.

The cost of these services will generally be set at reasonable market rates per agreement
between Charleston Road Registry and Google. The expected costs are discussed in Questions 46
and 47.

25.5.1. Registry Team

The Registry Team will be responsible for designing and implementing the shared registration
system (SRS), EPP, and WHOIS systems, including IDNs. They will also be responsible for
creating tests and monitoring for these systems.

During initial implementation, this team will consist of at least four to seven software
engineers responsible for implementing the project. Additionally, Google plans to staff one
software engineer who is responsible for engineering testing and monitoring for the registry,
and one software engineer who is responsible for backup, restoration and escrow. In total,
Google plans to implement the registry with a team of six to nine software engineers.

After the registry is complete, Google expects to staff a team to support the ongoing
operation of the registry. This team will consist of at least four engineers who will
participate in on-call rotation, respond to alerts, provide support to ICANN and registrars
for emergency escalations, and maintain responsibility for bug fixes and improvements. This
team will continue maintenance throughout the life of the registry.

This team’s responsibilities will generally be limited to registry-specific components. The
Registry Team will work closely with other relevant teams, including the Authoritative DNS
support team, Storage Site Reliability Engineering team, network engineering and operations,
and customer support teams. These other teams are described in more detail in Question 31
(Section 31.16), as well as the relevant sections throughout this application.

25.6. Summary and Key Insights

Google can design, build and run EPP interface that meets the requirements of a gTLD registry
because of:

- A thorough understanding of the requirements for the systems.

- A reuse of existing industry, standard EPP XML schemas to de-risk system implementation.

- A proven software development methodology that will verify implementation against
requirements.

- Operational procedures that facilitate the ongoing maintenance of the platform and the
support of onboarding of new registrars.

26. Whois

Google will implement and maintain a “thick” data model WHOIS service, in which the registry
will store and serve contact information related to each domain name -- as opposed to a
“thin” model, which provides a query referral to a registrar.

Google will operate a public WHOIS service available via port 43 in accordance with RFC 3912,
and a web-based Directory Service at (WHOIS.nic.web) providing free, public query-based
access. Both of these services will be made available over both IPv4 and IPv6.

Google’s WHOIS service on port 43 will comply with the WHOIS protocol as described in RFC 3912
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by accepting an ASCII request (terminated with a <(CR) (LF) ) and replying with an ASCII
response, terminating the TCP connection once the output is finished. RFC 3912 does not
contain further detail on the format of the response payload itself; the format will be as
described in “SPECIFICATION 4: SPECIFICATION FOR REGISTRATION DATA PUBLICATION SERVICES™”,
Section 1, and relevant Best Practices.

IT ICANN specifies alternative formats and protocols, Google will implement these as soon as
reasonably practical and will implement IDN related WHOIS requirements as they evolve. As a
matter of policy, Google WHOIS will not return IDN variants for WHOIS queries. Queries for
specific domains must be made.

26.1 High-level overview of the WHOIS service.

The attachment “Q26_WHOIS Services Diagram” shows an overview diagram of WHOIS services, and
other relevant aspects of Google’s network.

Step 1: Request.

When a request is received (via the web or “traditional” interface), the appropriate service
will extract the query from the request and perform checks to combat abusive behavior (such as
Denial of Service and “WHOIS scraping”). Google has extensive infrastructure that profiles
requests and applies heuristics to determine if requests are legitimate or “scraping”, and we
plan to use this infrastructure to limit abuse of the WHOIS service. This functionality is
described in Question 30, Section 30.b.3.2.

The request will also increment a counter to allow for reporting of statistics.
Step 2: Lookup.

The service will then query the registry database service, using the GSRS backend API. As the
WHOIS service will query the database for the response, Google will provide fresh answers,
instead of extracting all of the data from the database and synchronizing the data between
servers. In order to provide fast, accurate responses, and to act as the first line of defense
against DoS attacks, the WHOIS service may cache the result and reply from cache on subsequent
queries for a maximum of 15 minutes.

Step 3: Reply

Once a result, or an indication that the requested information does not exist, is received
from the database it will be converted into the appropriate response format: HTML for web-
based requests, or RFC 3912 style responses for port 43 requests.

Step 4: Response.
The result of the lookup will then be returned to the requester.

26.2. WHOIS Infrastructure

Google operates a fast, reliable, and redundant network, and has developed frameworks for
encoding and making remote procedure calls (RPCs). This infrastructure can be leveraged to
provide communication and connectivity with other registry systems.

Google has significant experience developing secure, stable, resilient, and high-performance
applications that perform lookups against a datastore, and has built substantial
infrastructure for running such applications and scaling them to meet demand.

As described in detail in the responses to Questions 31 and 32, the WHOIS service will be
designed as a simple, stateless server that accepts user queries and transforms them into RPCs
that will be serviced by the SRS backend server. This model allows additional capacity to be
scaled in accordance with need simply by adding additional replicas of the WHOIS server, and
means that the resource requirements to operate this layer of the service should be minimal.
Google continuously monitors the load on production servers and systems and proactively
upgrades and supplements systems before there is any degradation in service. The registry
will be initially provisioned to support at least 100 million domain names, which
substantially exceeds the expected load, but Google’s overall scale would allow the scope of
the service to be increased substantially if required.
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We estimate that each second-level domain will generate slightly more than 3 WHOIS queries per
day. Based on our projections, this will result in an expected load of 3600 gps (queries per
second) from WHOIS requests. Since each machine can handle 250 gps, and we plan for a 50%
utilization rate, we expect to provision about 30 machines. For more details of our expected
WHOIS load and performance capacity, see Question 24.

This infrastructure will also help Google meet and exceed the specified Service Level
Agreements, including those in Section 10 of the Registry Agreement, as discussed in the
response to Question 24. We plan to serve WHOIS queries with at least 99.9% availability, with
less than 500 ms latency, and an update time of less than 15 minutes for 95% of updates.

26.3 WHOIS Synchronization

As mentioned iIn previous sections, all incoming RPCs to equivalent calls to the Google SRS
Backend. This means that there is no synchronization between Google WHOIS and the SRS since
Google WHOIS maintains no persistent state. However, as also previously mentioned, Google may
deploy a cache in the WHOIS service to reduce load on the GSRS BE and database while reducing
latency, creating a freshness delay of up to 15 minutes.

26.4. WHOIS Data and Request~-Response Example

Google WHOIS will follow data formats specified in Specification 4 in the application
guidebook. Here is an example WHOIS domain query and response.

Query::
EXAMPLE .web

Response:

Domain Name: EXAMPLE.web

Domain 1ID: D424242-web

WHOIS Server: WHOIS.nic.web

Updated Date: 2012-08-13T20:13:00Z

Creation Date: 2012-02-14T00:45:00Z
Registry Expiry Date: 2014-10-08T00:44:59Z
Sponsoring Registrar: EXAMPLE REGISTRAR LLC
Sponsoring Registrar IANA ID: 314159265
Domain Status: clientDeleteProhibited
Domain Status: clientRenewProhibited

Domain Status: clientTransferProhibited
Domain Status: serverUpdateProhibited
Registrant ID: 5372808-ERL

Registrant Name: EXAMPLE REGISTRANT
Registrant Organization: EXAMPLE ORGANIZATION
Registrant Street: 123 EXAMPLE STREET
Registrant City: ANYTOWN

Registrant State~Province: AP

Registrant Postal Code: AlA1A1

Registrant Country: EX

Registrant Phone: +1.5555551212

Registrant Phone Ext: 1234

Registrant Fax: +1.5555551213

Registrant Fax Ext: 4321

Registrant Email: EMAIL@EXAMPLE.web

Admin 1D: 5372809-ERL

Admin Name: EXAMPLE REGISTRANT ADMINISTRATIVE
Admin Organization: EXAMPLE REGISTRANT ORGANIZATION
Admin Street: 123 EXAMPLE STREET

Admin City: ANYTOWN

Admin State~Province: AP

Admin Postal Code: AlA1Al

Admin Country: EX

Admin Phone: +1.5555551212

Admin Phone Ext: 1234

Admin Fax: +1.5555551213
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Admin Fax Ext:

Admin Email: EMAIL@EXAMPLE.web

Tech ID: 5372811-ERL

Tech Name: EXAMPLE REGISTRAR TECHNICAL
Tech Organization: EXAMPLE REGISTRAR LLC
Tech Street: 123 EXAMPLE STREET

Tech City: ANYTOWN

Tech State~Province: AP

Tech Postal Code: Al1Al1A1

Tech Country: EX

Tech Phone: +1.1235551234

Tech Phone Ext: 1234

Tech Fax: +1.5555551213

Tech Fax Ext: 93

Tech Email: EMAIL@EXAMPLE.web

Name Server: NSO1.EXAMPLEREGISTRAR.web
Name Server: NSO02.EXAMPLEREGISTRAR.web
DNSSEC: signedDelegation

DNSSEC: unsigned

) ) ) Last update of WHOIS database: 2012-08-13T20:15:00Z ¢ ( ¢

26.5 Bulk Registration Data Access to ICANN

The Google Registry will comply with Section 3 of Specification 4 in the application guidebook
to provide ICANN bulk registration data access.

Data will be provided on a weekly basis. Data will include data committed as of 00:00:00 UTC
on the day previous to the one designated for retrieval by ICANN.

The Google Registry will provide at a minimum all content requested in the specification:
domain name, domain name repository, object id, registrar id, statuses, last updated date,
creation date, expiration date, and name server names. For sponsoring registrars, the registry
will provide: registrar name, registrar repository object id, hostname of registrar Whois
server, and URL of registrar.

The format of the data will be provided as specified in Specification 2 for Data Escrow.

The Google Registry will have the file ready for download as of 00:00:00 UTC on the day
designated for retrieval by ICANN. The file will be made available for download by SFTP with a
hostname, username, and password provided to ICANN.

26.6. Resourcing

Google Inc. will implement these technical requirements using the teams and resources
discussed below.

The cost of these services will generally be set at reasonable market rates per agreement
between Charleston Road Registry and Google. The expected costs are discussed in Questions 46
and 47.

26.6.1. Registry Team

Our Registry Team will be responsible for designing and implementing our SRS, EPP, and WHOIS
systems, including IDNs. They will also be responsible for creating tests and monitoring for
these systems.

During initial implementation, this team will consist of at least 4-7 software engineers
responsible for implementing the project. Additionally, we plan to staff one software engineer
who is responsible for engineering testing and monitoring for the registry, and one software
engineer who is responsible for backup, restoration and escrow. In total, we plan to implement
the registry with a team of 6-9 software engineers.

After the registry is complete, we expect to staff a team to support the ongoing operation of
the registry. This team will consist of at least four engineers who will participate in on-
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call rotation, respond to alerts, provide support to ICANN and registrars for emergency
escalations, and maintain responsibility for bug fixes and improvements. This team will
continue maintenance throughout the life of the registry.

This team’s responsibilities will generally be limited to registry-specific components. The
Registry Team will work closely with other relevant teams, including the Authoritative DNS
support team, Storage Site Reliability Engineering team, network engineering and operations,
and customer support teams. These other teams are described in more detail in Question 31
(Section 31.16), as well as the relevant sections throughout this application.

26.7. Summary and Key Insights

- Google will operate a thick WHOIS service with an interface on port 43 complying with RFC
3912 as well as a web-based query interface. These services will display data in accordance
with Specification 4 of the registry agreement.

- Google’s WHOIS service offers a simple, stateless, scalable front end to the registry’s SRS-
BE servers. The capacity of the service can be expanded simply by adding additional replica
WHOIS servers. Google will initially scale the service to support a registry with 100 million
domain names.

27. Registration Life Cycle

Charleston Road Registry (CRR) sets forth below a description of the various stages and states
of a second-level domain (SLD) in its proposed registry system. Please see “Q27_Registry Life
Cycle Diagram” for a graphical depiction of the domain registration lifecycle.

27.1. Life Cycle States
The following registration life cycle states are described in the sections below:

- Reserved

- Available

- Add Grace Period

- Registered

- Renew Grace Period

- Auto-Renew Grace Period
- Pending Restore

- Redemption Grace Period
- Pending Delete

- Pending Transfer

- Transfer Grace Period

State changes provide specific use cases to the DNS (Domain Name System) architecture
explained in responses for Question 31 (Technical Overview), Question 32 (Architecture) and
Question 35 (DNS Service). Note that this response makes references to EPP (Extensible
Provisioning Protocol) functionality which is fully described in Question 25. Additionally,
state changes may change the information retrievable via Registration Data Directory Services
(RDDS, a combination of WHOIS and Web-based WHOIS) as described in Question 26.

27.2. Reserved

Reserved domains are not generally available to register. For example, such restrictions may
result from agreements with ICANN-IANA for operational-technical reasons or with governments
for geographic names. See response to Question 22 (Protection of Geographic Names) for further
details. The registry will maintain a schedule of reserved words as per Specification 5 of
the Registry Agreement. For a reserved domain, an EPP <(check) query would return a value of
avail="0", and there would be no entry in the zone file or RDDS associated with the domain
name. EPP <(create) requests will result in a rejection, except those that have prior
approval from CRR. The registry foresees two cases as envisioned by Specification 5 of the
New gTLD Agreement, particularly applicable to geographic names: 1) CRR releases an SLD for
use by the applicable government or country-code manager. In this case, at the end of the
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registration, the SLD would return to the Reserved state. 2) CRR works with the affected
government(s) or country-code manager(s) to permanently make available SLD(s). In this case,
at the end of a reservation the string would revert to the Available state.

In addition to an explicit Reserved state, CRR will also support a functional equivalent to
reserving through registration. This approach follows the practices of the .info registry.
That is, CRR will reserve certain names by registering them for the registry, pursuant to
Section 2.6 of the gTLD registry agreement. Names reserved using this approach follow the
life cycle described below. Generally, CRR will use the state machine to control reservations
but leaves open the possibility of using reservation by registration when more appropriate.

27.3. Available

IT a second level domain (SLD) is not reserved, it is considered available if either of the
following holds true:

- The SLD has not existed previously.

- The SLD has passed through the Pending Delete state.

Domains that are available do not exist in the zone file or RDDS. The Shared Registry System
- Back End (SRS-BE) would return a value of avail="1" when responding to the EPP <{(check)
query for domain in the Available state.

All other states would return a value of avail="0".
27.4. Add Grace Period (AGP)

Names that are selected for registration are entered into the zone file at the start of this
five-day add-grace period ( (addPeriod) ). Registrars are charged for submitting (create)
requests to the registry.

The Google SRS-Backend (GSRS-BE) manages the 5-day grace period countdown, including the
transition of the state to Registered. During the Add Grace Period, registrars can cancel the
registration and receive a credit for the cost of the original registration (with domain names
becoming immediately Available or Reserved, as appropriate), subject to ICANN's AGP Limits
Policy. GSRS-BE will set the status of the Domain Name to <(addPeriod) while making the zone
file and RDDS updates, and then reset it when grace period ends.

27.5. Registered

Owners of domain names can register them for a period of one to ten years. The registrar may
renew the SLD for no less than one and no more than ten years from the current day using the
EPP <(renew) command. GSRS-BE will manage state changes based on expiration date of domains,
including updates to the zone file and RDDS. By default, status of the object is *“ok™.
Subsequent EPP (transform) commands or actions by SRS-BE may change that value to indicate
restrictions present or transformations pending.

27.6 Renew Grace Period (RGP)

Upon receipt of a (renew) EPP command, SRS-BE will transition the domain name to the state of
Renew Grace Period ( (renewPeriod) ). The renew grace period allows registrars to correct the
mistaken renewal of an SLD. The Renew Grace Period lasts for five (5) days during which the
receipt of a <(delete) EPP command will result in the crediting back to the registrar the cost
of the renewal. After this grace period ends, the domain name will revert to the Registered
state. Domains in the RGP may transition to the following states: Redemption Grace Period
(by meaning of a delete) or Pending Transfer (by means of a transfer) as described in sections
27.8 and 27.11, respectively.

27.7. Auto-Renew Grace Period (ARGP)

GSRS-BE will automatically renew a registration once it has expired and charge the registrar
the current renewal fee. By default, CRR will extend the registration for one year. The ARGP
is intended to allow registrars to delete a registration which has been auto-renewed and to

receive a refund for the renewal fee. For a predetermined number of days after an automatic
renewal, the domain is in state of the Auto-Renew Grace Period ( (autoRenewPeriod) ). During
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this grace period, GSRS-BE will accept requests from the EPP for the existing owner to update,
renew, transfer and delete the registration provided there is not a corresponding status that
prohibits the transformation. The registrar will then be charged the cost of this new
transaction. If the registry happens to receive a <(delete) EPP command during the ARGP, CRR
will credit the cost of a renewal to the registrar. Without intervention, SRS-BE will then
update the domain’s state to Registered.

27.8. Redemption Grace Period (RdGP)

SLDs that are deleted, such as when a registrar uses the <(delete) EPP command, then enter the
Redemption Grace Period (RdGP) ( (redemptionPeriod) ), with the exception of those deleted
during the Add Grace Period (see above). The RAGP permits registrars to restore domains that
were mistakenly deleted. The RdAGP lasts for thirty (30) days. SRS-BE will first check for a
clientDeleteProhibited or a serverDeleteProhibited prohibition before making the transition,
and will not make the transition if those prohibitions exist.

Domains which enter this state become non-operational and are removed from the zone file and
RDDS. The SRS-BE will accomplish this change by updating the DNS service. GSRS-BE will also
set the status to “pendingDelete”.

During the RdGP, the SRS-BE will reject all EPP requests other than (restore) . Registrars
have 30 days to submit a <(restore) request in order for the transaction to be accepted and
the transaction cost credited back to the registrar. Registrars must provide a <(report) that
provides, among other things, a reason ( (resReason) ) and supporting information

( (statement) ) within 5 days (during which time the status will be Pending Restore or
(pendingRestore) ). CRR will not process a <(restore) without a (report) . If a (restore)
request is not received or if a (report) 1is not received on time, GSRS-BE transitions the
domain name to the Pending Delete state. Should a registrar reactivate the domain, SRS-BE will
update the DNS zone file and RDDS. When complete, SRS-BE will update the state to Registered.

27.9. Pending Delete

This state is the final stage of the lifecycle prior to the domain again being made available.
It lasts for 5 days. During this period, registrars shall not have the ability to reactivate
the domain, but would have to wait to make a new request once the domain becomes available.
During the Pending Delete phase, the SRS-BE will reject all requests to transform a domain
name received through the EPP interface. The status of the domain name will be

(pendingDelete) . After this stage, the domain shall be removed from the registry’s database
and once again made available for registration.

27.10. Released~Available

As noted above, at the conclusion of the Pending Delete state, GSRS-BE removes the domain name
entirely from its database. It is now available for registrars. See 27.3 above for further
details of “Available” state. The exception would be those domain names on the reserved list,
which will instead return to the Reserved state after they are released.

27.11. Transfers

CRR and Google will adhere to the 15 March 2009 ICANN Policy on Transfer of Registrations (as
well as its successor scheduled to take effect on 1 June 2012). Therefore, registrars are
allowed to transfer domains between each other, provided that the states and status allow for
it.

Transfer requires the following conditions:

- The domain must be in one of the following states: Add Grace Period, Registered, Renew Grace
Period, Transfer Grace Period, or Auto Renew Grace Period.

- Neither a clientTransferProhibited nor a serverTransferProhibited status must be present.

Provided those two conditions are met, GSRS-BE will set the status to <(pendingTransfer) while
it performs its activities (during this period, the domain is considered to be in the Pending
Transfer state). First, the registry will notify both registrars of the pending transfer. The
registry will complete the transfer if it receives an (ACK) response from the Registrar of
Record if received within the first five (5) days. If after five (6) days and the registry
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has not received any message, the transfer will be automatically completed. I1f a <(NACK)
response is received from the Registrar of Record, the transfer will be rejected. A rejected
transfer would result in the SRS-BE setting the state back to its previous value.

Upon completion of the transfer, CRR will update the zone file and RDDS and send another
notification to both registrars. When a transfer is complete, the registration period for the
SLD is extended by a year (but not to exceed ten (10) years from the date of the transfer) and
the gaining registrar will be charged for submitting a (transfer) EPP request.

27.11.1. Transfer Grace Period (TGP)

The registry places the domain name into the Transfer Grace Period ( (transferPeriod) ) for the
first 5 days after the completion of the (transfer) request. During this time, the Gaining
registrar will receive a credit for the cost of the transfer if a <(delete) EPP transaction is
received. Provided the domain is not deleted, at the end of the 5 day period the domain will
return to the Registered state. A transfer received during TGP would result in the domain
moving to (pendingTransfer) as described above.

27.12. Resourcing

Google Inc. will implement these technical requirements using the teams and resources
discussed below.

The cost of these services will generally be set at reasonable market rates per agreement
between Charleston Road Registry and Google. The expected costs are discussed in Questions 46
and 47.

27.12.1. Registry Team

The Registry Team will be responsible for designing and implementing the SRS, EPP, and WHOIS
systems, including details related to domain name lifecycle. They will also be responsible for
creating tests and monitoring for these systems.

During initial implementation, this team will consist of at least 4-7 software engineers
responsible for implementing the project. Additionally, Google plans to staff one software
engineer who is responsible for engineering testing and monitoring for the registry, and one
software engineer who is responsible for backup, restoration and escrow. In total, Google
plans to implement the registry with a team of 6-9 software engineers.

After the registry is complete, Google expects to staff a team to support the ongoing
operation of the registry. This team will consist of at least four engineers who will
participate in on-call rotation, respond to alerts, provide support to ICANN and registrars
for emergency escalations, and maintain responsibility for bug fixes and improvements. This
team will continue maintenance throughout the life of the registry.

This team’s responsibilities will generally be limited to registry-specific components. The
Registry Team will work closely with other relevant teams, including the Authoritative DNS
support team, Storage Site Reliability Engineering team, network engineering and operations,
and customer support teams. These other teams are described in more detail in Question 31
(Section 31.16), as well as the relevant sections throughout this application.

27.12.2. Customer Services Team

The Google Customer Services Team will be responsible for supporting customers and partners,
including life cycle requests. Google has a very large existing customer service team of both
internal staff as well as staff contracted through third parties, with many hundreds of
dedicated staff members already in place. Since these teams and their management are already
in place, no standalone implementation resources are needed.

To continue ongoing maintenance of CRR support needs, Google plans to add additional resources
for capacity as needed. Google expects to add a total of approximately Ffifteen additional
personnel (including both Google employees and outside vendors) to support all of CRR’s
customers and partners. The individual staffing allocation to each TLD is described in
Question 47.
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27.13. Summary and Key Insights

- The registry will support a full registration lifecycle consistent with that offered by
other major gTLDs. State changes are triggered by registrar commands via the EPP interface or
by the SRS-BE, which manages changes triggered by the passage of time.

28. Abuse Prevention and Mitigation

Specifically, we will implement in our internal policies and in our Registry~-Registrar and
Registration Agreements that all registered domain names will be subject to a Domain Name
Anti-Abuse Policy (“Abuse Policy”). The Abuse Policy will provide CRR with broad power to
suspend, cancel, or transfer domain names that violate the Abuse Policy. We plan to post the
Abuse Policy on a publicly facing website at nic.web-abuse, which will provide a reporting
mechanism whereby violations of the policy can be reported by those who are impacted; an easy
to find place to report policy violations; “plain language” definitions of what constitutes a
“reportable” problem; and compliance processes to provide due process, and sanctions that will
be applied, in the case of policy violations. The nic.web-abuse website will list CRR’s Abuse
Point of Contact. The Abuse Point of Contact shall consist of, at a minimum, a valid e-mail
address dedicated solely to the handling of abuse complaints. CRR will ensure that this
information is kept accurate and up to date and will be provided to ICANN if and when changes
are made.The Abuse Point of Contact will review complaints regarding an alleged violation of
the Abuse Policy.

28.1. Abuse Tracking

CRR also plans to catalog all abuse communications in Google’s customer relationship
management (CRM) software using a ticketing system and to maintain records of all abuse
complaints for an appropriate amount of time. We shall only provide access to these records
to third parties under limited circumstances, such as in response to a subpoena or other such
court order or demonstrated official need by law enforcement.

The Abuse Policy will define abuse as an action that:

a. Causes actual and substantial harm, or is a material predicate of such harm; and

b. Is illegal or illegitimate, or is otherwise considered contrary to the intention and design
of a stated legitimate purpose, if such purpose is disclosed.

28.2. Abuse Definitions

The Abuse Policy will also name and provide basic definitions as to what constitutes the
abusive registration and~-or use of domain names within the TLD. These will include, but not
be limited to, the following activities:

1. Unqualified Applicant - not authorized to register domain name;

2. Child Pornography - Web sites that contain content that exploits children, such as child
pornography (including cartoon child porn) or content that presents children in a sexual
manner ;

3. Fake renewal notices - Fake renewal notices are misleading correspondence sent to
registrants from an individual or organization claiming to be or to represent the current
registrar. These are sent for a variety of deceptive purposes, such as obtaining an
unnecessary fee (fraud); getting a registrant to switch registrars unnecessarily (“slamming”,
or illegitimate market-based switching); or to obtain registrant credentials or authorization
codes to facilitate theft of the domain;

4. Cross-TLD Registration Scam - a deceptive sales practice where an existing registrant is
sent a notice that another party is interested in or is attempting to register the
registrant’s domain string in another TLD;

5. Domain kiting-tasting - Registrants may abuse an Add Grace Period through continual
registration and deletion of domain names to test their monetization (“tasting”), and re-
registration of the same names in order to avoid paying the registration fees (“kiting”);

6. Phishing - a Web site fraudulently presenting itself as a trusted site (often a bank) in
order to deceive Internet users into divulging sensitive information (e.g. online banking
credentials, email passwords);
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7. Spam - use of electronic messaging systems from email addresses from domains in the TLD to
send unsolicited bulk e-mail;

8. Malware -~ Botnet Command-and-Control - Malware authors sometimes use domain names as a way
to control and update botnets. Botnets are composed of thousands to millions of infected
computers under the common control of a criminal. Botnets can be used to perpetrate many kinds
of malicious activity, including distributed denial-of-service attacks (DDoS), spam, and fast-
flux hosting of phishing sites;

9. Use of Stolen Credentials —such as stolen credit card numbers, to register domain names for
malicious purposes;

10. Pharming - redirecting of unknowing users to fraudulent Web sites or services, typically
through domain name system (DNS) hijacking or poisoning;

11. Fast flux hosting - use of fast-flux techniques to disguise the location of Web sites or
other Internet services, or to avoid detection and mitigation efforts, or to host illegal
activities. Fast-flux techniques use DNS to frequently change the location on the Internet to
which the domain name of an Internet host or name server resolves. Fast flux hosting may be
used only with prior permission of CRR;

28.3. Abuse Policy Rights Reserved

The Abuse Policy will state, at a minimum, that CRR reserves the right to deny, cancel, or
transfer any registration or transaction, or place any domain name(s) on registry lock, hold,
or similar status, that it deems necessary, in its discretion: (1) to protect the integrity
and stability of the registry; (2) to comply with any applicable laws, government rules or
requirements, requests of law enforcement, or any dispute resolution process; (3) to avoid any
liability, civil or criminal, on the part of CRR, as well as its affiliates, subsidiaries,
officers, directors, and employees; (4) per the terms of the registration agreement or any
agreement CRR has with any party; (5) to correct mistakes made by CRR, its registry services
provider, or any registrar in connection with a domain name registration; (6) during
resolution of any dispute regarding the domain; and (7) to remedy the abusive registration or
use of any domain name.

28.4. Orphan Glue

We will remove orphan glue records for names removed from the zone when provided with evidence
in written form to the Abuse Point of Contact that the glue is present in connection with
malicious conduct according to Specification 6 of the New gTLD Registry Agreement. Google’s
back-end systems will also periodically search for orphaned glue. We will inform its
registrants that it removes glue if the covering zone is removed, and thus registrants should
not reference it from outside the domain.

28.5. Resourcing

CRR and its affiliates will commit ample resources for the purpose of implementing its
internal policies and its Registry-Registrar and Registration Agreements. As described herein,
we will create an Internal Abuse Team, including an Abuse Point of Contact, whose
responsibilities will include reviewing, responding, cataloging, and, if applicable, remedying
complaints regarding alleged violations of the Abuse Policy. This team will be dedicated to
manually reviewing abuse complaints. The roles and responsibilities of the team members are
anticipated to include, but are not limited to, the following:

- Reviewing, responding, and if applicable, resolving complaints regarding alleged violations
of the Abuse Policy

- Enforcing the Abuse Policy

Monitoring productivity and efficiency of the manual review process

Addressing high priority escalations from Law Enforcement quickly

Collaborating with internal and external partners to drive issues to resolution

- Interface with the technical team to improve workflow, prioritize escalations, create tools
for the manual review process

28.6. Anti-abuse Notice and Takedown Procedure

In order to reduce abusive registrations that affect the security of the TLD and its users,
CRR plans to provide a domain anti-abuse notice and takedown procedure. Specifically, we will
operate an anti-abuse website at the URI address nic.web-abuse that will provide the contact
information for the Abuse Point of Contact. The nic.web-abuse website will prominently display
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CRR’s Abuse Policy and a fill-in section wherein the user will then be asked to fill in
several fields, including the user’s identity and contact information, and the identity and
relevant information of the individual or organization that is making an abusive registration
or use of a domain name within the TLD, and specific details on how, why, and when the
complainant believes the registration or use of the domain name is abusive. The user will be
asked to read the Abuse Policy before it submits a complaint and then click on a check box to
indicate that the user has read and understands the Abuse Policy.

28.7. Abuse Response

CRR will then provide a targeted response time as to the decision regarding the complaint. We
will review with the Internal Abuse Team and render a decision regarding the alleged abuse,
and decide whether to deny, cancel, or transfer any registration or transaction, or place any
domain(s) on registry lock, hold, or similar status that violates the Abuse Policy, if
applicable. In accordance with the applicable terms of service, CRR reserves the right to
terminate the accounts or domains of repeat abusers.

Specifically, the process is anticipated to occur as follows: an email containing the
information relayed in the complaint will be sent to the Abuse Point of Contact. The Abuse
Point of Contact will send an email to the complainant within twenty-four hours of receiving
the complaint confirming receipt of the email. The Abuse Point of Contact will preliminarily
review to determine whether the complaint reasonably falls within an abusive use as defined
by the Abuse Policy. If the complaint does not, the Abuse Point of Contact will email the
complainant within forty-eight business hours of the confirmation email to indicate that the
subject of the complaint does not fall within the abusive uses as defined by the Abuse Policy,
and that CRR considers the matter closed.

IT the preliminary review does not resolve the matter, the Abuse Point of Contact will relay
the complaint to CRR’s Abuse Team.

All requests from law enforcement will be flagged for prompt review by the Internal Abuse
Team. With the resources of Google’s registry services team, CRR can meet its obligations
under Section 2.8 of the Registry Agreement where required to take reasonable steps to
investigate and respond to reports from law enforcement and governmental and quasi-
governmental agencies of illegal conduct in connection with the use of its TLD.

In high-priority cases the Internal Abuse Team will seek to determine within forty-eight
business hours whether the registration or use of the domain within the TLD is abusive as
defined by the Abuse Policy. In all cases, the Internal Abuse Team will determine whether a
domain is abusive within seven business days or sooner of receipt of the Complaint. If an
abusive use is determined, the Internal Abuse Team may alert the registry services team to
immediately suspend resolution of the domain name, as appropriate. Thereafter, if we decide to
suspend resolution of the domain name at issue, the Abuse Point of Contact will immediately
notify the abusive domain name registrant of such action, the nature of the complaint, and
provide the registrant with the option to respond within ten days. All such actions will be
ticketed in Google’s CRM software to maintain accurate complaint processing records.

IT the registrant responds within ten business days, the Internal Abuse Team will review the
response to determine if the registration or use is not abusive. ITf the Internal Abuse Team is
satisfied by the registrant’s response, the Abuse Point of Contact will submit a request to
the registry services team to reactivate the domain name. If the registrant does not respond
within ten business days or the Internal Abuse Team is not satisfied by the registrant’s
response, the Abuse Point of Contact will notify the registry services team to continue the
suspension, transfer or cancel the abusive domain name, as appropriate.

The anti-abuse procedure will not prejudice either party’s election to pursue another dispute
mechanism, such as the Uniform Rapid Suspension System (URS) or Uniform Domain-Name Dispute-
Resolution Policy (UDRP). If CRR’s registrar receives notice of a URS or UDRP complaint
pertaining to a domain name within the TLD, the registrar will ensure that the domain name is
locked within twenty-four hours of receipt of the complaint. The registrar will also notify
CRR’s Abuse Point of Contact and the registrant.

28.8. Abuse Prevention
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In order to further minimize abusive domain name registrations and other activities that have
a negative impact on Internet users, CRR will promote the ability to contact a domain
registrant using information in WHOIS by providing accessibility in a reliable, consistent,
and predictable fashion. CRR will adhere to port 43 WHOIS Service Level Agreements (SLA),
which require that port 43 WHOIS service be highly accessible and fast.

CRR will either verify the email address or telephone number provided by the registrant or
will require that the registrar do so as a part of registration.

CRR plans to establish policies and procedures to address domain names with inaccurate or
incomplete WHOIS data.

As required by Specification 4 of the new gTLD Registry Agreement, CRR will offer thick WHOIS
services, in which all authoritative WHOIS data is maintained at the registry. Through CRR’s
registrar and registry services team, we will maintain timely, unrestricted and public access
to accurate and complete WHOIS information, including registrant, technical, billing, and
administrative contact information, identity of the registrar, domain name’s expiration date,
nameservers associated with the domain, and specified fields of data for the Registrant
Contact, Administrative Contact, and Technical Contact.

CRR will employ query rate limiting and CAPTCHA procedures for its WHOIS database to minimize
abuse of its features.

28.9. Summary and Key Insights

Abusive activity on the Internet has been a growing problem, creating security and stability
issues for registrants, registrars and users of the Internet in general. CRR intends to
address this issue across its TLDs by dedicating ample resources for the purpose of
implementing its strict abuse policies and procedures.

29. Rights Protection Mechanisms

Abusive registrations and uses of domain names in the global top-level domain (gTLD) will not
be tolerated. The nature of such abuses creates security and stability issues for the
registry, registrars and registrants, as well as for users of the Internet in general. As set
forth in prior responses, Charleston Road Registry (CRR) will employ a stringent verification
process to establish that every prospective registrant meets the registration criteria. In
addition to this verification process, the registry promises to incorporate the following
Rights Protection Mechanisms.

29.1. Rights Protection Mechanisms — Sunrise Period

Subject to the Sunrise Eligibility Requirements (SERs) outlined herein, Charleston Road
Registry (CRR) will offer a Sunrise Period of 60 days for owners of trademarks listed in the
Trademark Clearinghouse to register domain names that contain a second level consisting of an
identical match to their listed trademarks. In addition, CRR plans to implement a pricing
structure to make it easy for brand owners to secure their trademarks and brand names within
the gTLD. CRR’s registrar will confirm all Sunrise and Registration eligibility. As an added
measure of security for brand owners, CRR will staff an internal sunrise team (the “Sunrise
Contact”) which will review all Sunrise registrations to ensure Sunrise and registration
eligibility.

The SERs, which will be verified by Clearinghouse data, will include the following: (i) proof
of membership in eligible registrant class, (ii) ownership of a mark that is (a) nationally or
regionally registered and for which proof of use, such as a declaration and a single specimen
of current use — was submitted to, and validated by, the Trademark Clearinghouse; or (b) that
have been court-validated; or (c) that are specifically protected by a statute or treaty
currently in effect and that was in effect on or before 26 June 2008; (iii) representation
that all provided information is true and correct; and (iv) provision of data sufficient to
document rights in the trademark.
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Upon submission of all of the required information and documentation, the registrar will
review the submissions and verify the trademark and eligibility information and all contact
information provided for registration. The registrar shall then send confirmation messages,
listing any deficiencies regarding the trademark information provided with the application. If
a registrant does not cure any eligibility deficiencies and~or respond by the means listed
within one week, the registrar will release the name.

CRR will incorporate a Sunrise Dispute Resolution Policy (SDRP). The SDRP will allow
challenges to Sunrise Registrations by third parties for a ten-day period after acceptance of
the registration based on the following four grounds: (i) at the time the challenged domain
name was registered, the registrant did not hold a trademark registration of national effect
(or regional effect) or the trademark had not been court-validated or protected by statute or
treaty; (ii) the domain name is not identical to the mark on which the registrant based its
Sunrise registration; (iii) the trademark registration on which the registrant based its
Sunrise registration is not of national or regional effect or the trademark had not been
court-validated or protected by statute or treaty; or (iv) the trademark registration on which
the domain name registrant based its Sunrise registration did not issue on or before the
effective date of the Registry Agreement and was not applied for on or before ICANN announced
the applications received.

After receiving a Sunrise Complaint, the Sunrise Contact will review the Complaint to see if
the Complaint reasonably asserts a legitimate challenge as defined by the SDRP. If the
Complaint does not, the Sunrise Contact will email the complainant within 36 hours of the
complaint to indicate that the subject of the complaint does not fall within SDRP, and that
CRR considers the matter closed.

IT the domain name is not found to have adequately met the SERs, the Sunrise Contact may alert
the registrar to immediately suspend resolution of the domain name, as appropriate.
Thereafter, the Sunrise Contact will immediately notify the registrant of such action, the
nature of the complaint, and provide the registrant with the option to respond within ten days
to cure the SER deficiencies or the domain will be canceled. All such actions will be ticketed
in Google’s customer relationship management (CRM) software to maintain accurate SDRP
processing records.

IT the registrant responds within ten business days, its response will be reviewed by the
Sunrise Contact to determine If the SERs are met. If the Sunrise Contact is satisfied by the
registrant’s response, it will submit a request by the registry services team to reactivate
the domain name. The Sunrise Contact will then notify the Complainant that its complaint was
ultimately denied and provide the reasons for the denial. |If not, both the registrant and the
complainant will be notified that the domain name will be released.

29.2. Rights Protection Mechanisms — Trademark Claims Service

CRR will offer a Trademark Claims Service during the Sunrise Period and plans to continue to
offer the service for an indefinite period of time thereafter during general registration. CRR
will staff an internal team that will be considered the Trademark Claims Contact. The
registrar will verify whether any domain name requested to be registered in the gTLD is an
identical match of a trademark that has been filed with the Trademark Clearinghouse. It is
anticipated that a domain name will be considered an identical match when the domain name
consists of the complete and identical textual elements of the mark, and includes domain names
where (@) spaces contained within a mark that are either replaced by hyphens (and vice versa)
or omitted; (b) certain special characters contained within a trademark are spelled out with
appropriate words describing it (e.g., @ and &); and (c) punctuation or special characters
contained within a mark that are unable to be used in a second-level domain name are either
(i) omitted or (ii) replaced by hyphens or underscores.

IT the registrar determines that a prospective domain name registration is identical to a mark
registered in the Trademark Clearinghouse, the registrar will provide a “Trademark Claims
Notice” (“Notice”) in English on the registrar’s website to the prospective registrant of the
domain name. The Notice will provide the prospective registrant with access to the Trademark
Clearinghouse Database information referenced in the Trademark Claims Notice to enhance its
understanding of the Trademark rights being claimed by the trademark holder via a link. The
Notice will be provided in real time without cost to the prospective registrant.
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After receiving the Notice, the registrar will require the prospective registrant to click a
link that specifically warrants that: (i) the prospective registrant has received notification
that the mark(s) is included in the Clearinghouse; (ii) the prospective registrant has
received and understood the Notice; and (iii) the registration and use of the requested domain
name will not infringe on the rights that are the subject of the Notice.

CRR reserves the right to adopt other procedures and requirements for the Trademark Claims
Service. At a minimum, it is anticipated that after the effectuation of a registration that is
identical to a mark listed in the Trademark Clearinghouse, the registrar will then provide a
clear notice to the trademark owner of the trademark with an email detailing the WHOIS
information of the registered domain name. The trademark owner then has the option of filing
a Complaint under the Uniform Domain Name Dispute Resolution Policy (UDRP) and~or the Uniform
Rapid Suspension System (URS) against the domain name. As discussed in its right protection
mechanisms, CRR will require iIn its domain name registration agreements that its registry
operator and registrar providers, as well as all registrants, submit to the Uniform Domain
Name Dispute Resolution Policy (UDRP) and the Uniform Rapid Suspension System (URS)
procedures. CRR and its registrar(s) will abide by decisions rendered under the UDRP and URS
on a timely and ongoing basis upon notification.

29.3. Rights Protection Mechanisms — URS

CRR will specify in the Registry Agreement, all Registry-Registrar Agreements, and all
Registration Agreements used in connection with the gTLD that it will abide by all decisions
made by panels in accordance with the Uniform Rapid Suspension System (URS). CRR’s registrar
will be tasked with receiving all URS Complaints and decisions. After receiving a URS
complaint about a domain name within the gTLD, the registrar will ensure that the domain name
is locked within twenty-four (24) hours of receipt of a URS complaint from the URS Provider
and will notify CRR’s Abuse Point of Contact and the registrant. In the event of a
determination in favor of the complainant, the registrant will notify the Abuse Point of
Contact and the registry services provider to ensure that the registry suspends the domain
name in a timely fashion and has the website at that domain name is redirected to an
informational web page provided by the URS Provider about the URS throughout the life of its
registration. CRR’s Abuse Point of Contact will oversee and monitor the status and resolution
of all URS complaints and decisions.

29.4_. Rights Protection Mechanisms — UDRP

CRR will specify in the Registry Agreement, all Registry-Registrar Agreements, and all
Registration Agreements used in connection with the gTLD, that it will abide by all decisions
made by panels in accordance with the Uniform Domain-Name Dispute-Resolution Policy (UDRP).
CRR”s registrar will be tasked with receiving all UDRP complaints and decisions. After
receiving a UDRP complaint about a domain name within the gTLD, the registrar will ensure that
the domain name is locked within twenty-four (24) hours of receipt of a UDRP complaint from
the UDRP Provider and will notify CRR’s Abuse Point of Contact and the registrant. In the
event of a determination in favor of the complainant, the registrant will notify the Abuse
Point of Contact and the registry services provider to ensure that the registry cancels or
transfers the domain name in a timely fashion as provided for by the decision. CRR’s Abuse
Point of Contact will oversee and monitor the status and resolution of all UDRP complaints and
decisions.

29.5. Rights Protection Mechanisms — Proven Registrars

CRR will contract with various ICANN-accredited registrars. CRR is committed to reducing
abusive registrations, and will ensure that its registrar operates accordingly.

29.6. Rights Protection Mechanisms — Pre-Authorization and Authentication

CRR will either verify the email address or telephone number provided by the registrant or
will require that the registrar do so as a part of registration. CRR will ensure proper
access to domain functions by requiring multi-factor authentication from registrants to
process update, transfer, and deletion requests.

No name will resolve until the registrant has been verified by the internal team as an
eligible registrant.
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29.7. Rights Protection Mechanisms — Grace Period
See Question 27 for a detailed discussion of CRR’s policies with respect to Add Grace Periods.
29.8. Rights Protection Mechanisms — Domain Anti-Abuse Policy

CRR will implement in its internal policies and its Registry-Registrar and Registration
agreements that all registered domain names will be subject to a Domain Name Anti-Abuse Policy
(“Policy”). See Question 28 for a detailed discussion of CRR’s Anti-Abuse Policy.

29.9. Resourcing

Google will implement these technical requirements using the teams and resources discussed
below.

The cost of these services will generally be set at reasonable market rates per agreement
between CRR and Google. The expected costs are discussed in Questions 46 and 47.

29.9.1. Registry Team

The Registry Team will be responsible for designing and implementing the SRS, EPP, and WHOIS
systems, including implementation of the rights protection mechanisms. They will also be
responsible for creating tests and monitoring for these systems.

During initial implementation, this team will consist of at least 4-7 software engineers
responsible for implementing the project. Additionally, Google plans to staff one software
engineer who is responsible for engineering testing and monitoring for the registry, and one
software engineer who is responsible for backup, restoration and escrow. In total, Google
plans to implement the registry with a team of 6-9 software engineers.

After the registry is complete, Google expects to staff a team to support the ongoing
operation of the registry. This team will consist of at least four engineers who will
participate in on-call rotation, respond to alerts, provide support to ICANN and registrars
for emergency escalations, and maintain responsibility for bug fixes and improvements. This
team will continue maintenance throughout the life of the registry.

This team’s responsibilities will generally be limited to registry-specific components. The
Registry Team will work closely with other relevant teams, including the Authoritative DNS
support team, Storage Site Reliability Engineering team, network engineering and operations,
and customer support teams. These other teams are described in more detail in Question 31
(Section 31.16), as well as the relevant sections throughout this application.

29.9.1. Customer Service Team

The Customer Services Team will be responsible for supporting customers and partners,
including responding to abusive registrations. Google has a very large existing customer
service team of both internal staff as well as staff contracted through third parties, with
many hundreds of dedicated staff members already in place. Since these teams and their
management are already in place, no standalone implementation resources are needed.

To continue ongoing maintenance of CRR support needs, Google plans to add additional resources
for capacity as needed. Google expects to add a total of approximately Ffifteen additional
personnel (including both Google employees and outside vendors) to support all of CRR’s
customers and partners. The individual staffing allocation to each gTLD is described in
Question 47.

29.10. Summary and Key Insights

CRR is committed to implementing strong and integrated intellectual property rights protection
mechanisms. Doing so is critical to Google’s goals of model Internet citizenship and fostering
Internet development, especially in emerging regions. Accordingly, CRR intends to offer a
suite of rights protection measures which builds upon ICANN's required policies while
fulfilling our commitment to encouraging innovation, competition, and choice on the Internet.
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30(a). Security Policy: Summary of the security policy for the proposed registry

30.a. Security Policy

Google plans to use the same common secure infrastructure to support the proposed registry
that we use for our other production networks and computing environments. Google currently
provides best-in-class security technologies and processes to protect Google’s products,
services, infrastructure and user data. Google’s common secure infrastructure supports some of
the web”s most widely-used services, such as Google Search YouTube, and Google Apps. These
services are used by many millions of consumers, businesses and government customers for their
daily operations. Google does not have any plan to support High Security Top Level Domain
(HSTLD).

30.a.1. Google Security Policies

Google’s security programs are governed through the Google Security Team. The Security Team is
led by Google’s Vice President of Security, who reports to Google Senior Leadership including
the President of Technology and Chief Executive Officer. Google’s VP of Security has approved
the security policies that underpin Google’s information security program.

Our Security Team is committed to:

- Control and maintain the confidentiality, integrity, and availability of information and
information systems.

- Limit Google’s exposure to the risks arising from loss, corruption or misuse of our
information assets.

- Ensuring consistency, which is attained against legal, regulatory, policy and best practice
requirements.

Google regularly reviews and updates the security policies that address purpose, scope,
responsibilities, management commitment, coordination among organizational entities, and
compliance.

To ensure the consistent implementation of security controls across the various layers of
infrastructure and services, Google has documented the following security policies.

- Basic Security Policy: States the foundation and principles of Google’s Security Policies.
- Physical Security Policy: States how the safety of people and property is protected at
Google.

- Accounts Access and Administration Policy: States the kinds of internal accounts Google has
and how to access, use, and administer them in a way that reduces risk and provides the
ability to audit account activity.

- Data Security Policy: States how data should be handled at Google to help ensure its
confidentiality, integrity, and availability.

- Corporate Services Security Policy: Informs Google employees of what to expect regarding
access, monitoring, and other security considerations for communications and other data sent,
received, or stored using Google's corporate services.

- Network and Computer Security Policy: States how to reduce the likelihood of compromise to
Google's data and infrastructure from devices connected to Google networks.

- Applications, Systems, and Services Security Policy: Ensures that adequate attention is paid
to security in the design, procurement, development, deployment, and maintenance of
Applications, Systems, and Services.

- Change Management Policy: Describes the safeguards that protect Google from accidental or
malicious changes to Google's systems.

- Information Security Incident Response Policy: States the minimal requirements for preparing
for and responding to information security incidents.

- Datacenter Security Policy: Ensures that adequate attention is given to verifying that each
datacenter hosting Google systems maintains security controls that provide protection
appropriate to the criticality of those systems.

30.a.2. Independent Assessment Reports
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Google regularly engages independent assessors to independently assess its information
systems, infrastructure and security program and controls for compliance with the following:

- Federal Information Security Management Act (FISMA). Independent assessments conducted every
two years. In 2011, Google received FISMA certification for Google Apps Cloud, another service
that uses the same production network as the Google registry will use. Grant Thornton LLP
performed independent assessment, and United States General Services and Administration (GSA)
issued FISMA certification to Google based on this independent assessment.

- Statement on Standards for Attestation Engagements (SSAE16). Independent assessments
conducted annually.

- Sarbanes-0Oxley (SOX). Independent assessments conducted annually.

- Payment Card Industry (PCl). Independent assessments conducted annually.

Government agencies and Enterprise customers are currently using Google Apps Cloud Services.
Google’s corporate and production networks were both in scope for FISMA and SSAE16 independent
assessments. Google is also currently preparing for 1SO 27001 certification of Google Apps
Cloud.

30.a.3. Commitments made to Registrants
Google will make the following commitments to registrants.

- Google’s existing dedicated Security Organization will remain the focal point for ensuring
implementation of adequate system security in order to prevent, detect, and recover from
security breaches. Various teams in the security organization ensure that Google’s
infrastructure and services are operated, used, maintained, and disposed of in accordance with
internal security policies.

- Google will continue to contemplate threats from internal and external sources, and will
exercise our existing incident response capability.

- Google will continue to perform quarterly scanning of our internal and external
infrastructure to detect network, database, application, and OS vulnerabilities.

- Google will continue to maintain robust Logging, Monitoring and Auditing capabilities for
its systems and networks. These policies are discussed further in Section 30b.

- Google’s externally facing network infrastructure will continue to enforce strict access
control restrictions to deny all traffic and allow only authorized protocols to enter the
Google network.

- Google has established background investigations for all Google employees in accordance with
local laws and will continue to do background investigations for any new Google employees.

© Internet Corporation For Assigned Names and Numbers.
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\? JMR-14
£

ICANN

New gTLD Application Submitted to ICANN by: Schlund
Technologies GmbH

String: WEB
Originally Posted: 13 June 2012

Application ID: 1-1013-77165

Applicant Information

1. Full legal name

Schlund Technologies GmbH

2. Address of the principal place of business

Contact Informat on Redacted

3. Phone number

Con ac nforma ion Redac ed

4. Fax number

Contact nformation Redacted
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5. If applicable, website or URL

http:~~www.schlundtech.com

Primary Contact

6(a). Name

John Kane

6(b). Title

Vice President, Corporate Services

6(c). Address

6(d). Phone Number

Contact nformation Redacted

6(e). Fax Number

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Alex Howerton
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7(b). Title

Account Manager

7(c). Address

7(d). Phone Number

Contact Information Redacted

7(e). Fax Number

7(f). Email Address

Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

limited liability corporation (Gesellschaft mit beschrankter Haftung, GmbH)

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

Germany

8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and symbol.
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9(b). If the applying entity is a subsidiary, provide the parent company.

InterNetX GmbH

9(c). If the applying entity is a joint venture, list all joint venture partners.

not a joint venture

Applicant Background

11(a). Name(s) and position(s) of all directors

11(b). Name(s) and position(s) of all officers and partners

[Thomas Mérz”CEO"

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

[InterNetX GmbH|not applicable]

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

Applied-for gTLD string

13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

WEB

14(a). If an IDN, provide the A-label (beginning with "xn--").
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14(b). If an IDN, provide the meaning or restatement of the string in English, that is,
a description of the literal meaning of the string in the opinion of the applicant.

14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachments are not displayed on this form.

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.

15(c). List any variant strings to the applied-for gTLD string according to the
relevant IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
known, describe steps that will be taken to mitigate these issues in software and
other applications.
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Schllund Technologies GmbH, supported by Afilias, the back-end provider of registry services,
anticipates the introduction of this TLD without operational or rendering problems. Based on a
decade of experience launching and operating new TLDs, Afilias, the back-end provider of
registry services for this TLD, is confident the launch and operation of this TLD presents no
known challenges. The rationale for this opinion includes:

e The string is not complex and is represented in standard ASCII characters and follows
relevant technical, operational and policy standards;

e The string length is within lengths currently supported in the root and by ubiquitous
Internet programs such as web browsers and mail applications;

e There are no new standards required for the introduction of this TLD;

< No onerous requirements are being made on registrars, registrants or Internet users, and;

e The existing secure, stable and reliable Afilias SRS, DNS, WHOIS and supporting systems and
staff are amply provisioned and prepared to meet the needs of this TLD.

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

.WEB is intended to become one of the most common and easily accessible TLDs on the Internet,
vastly expanding options for creating domains, and giving new opportunities to those who were
unable to obtain a desired domain name under the existing TLD structure.

At the end of 2011, there were 95.5 million registered .com domain names and 220 million total
registered domain names (Source: http:~-~-royal.pingdom.com~-2012-01-17-internet-2011-in-
numbers~) . The interest and demand for new domains is only expected to grow. The .WEB TLD
will help facilitate the expansion of those opportunities for Internet users, with a concise
and memorable extension.

We expect that the demand to create and own new domains will drive the rapid expansion of
the _WEB TLD. In conjunction with our branding and registrar promotion, we forecast 1,371,900
domains under management (DUMs) after three years.

18(b). How do you expect that your proposed gTLD will benefit registrants, Internet
users, and others?

-WEB will quickly develop into one of the premier, open TLDs on the Internet.

i General goals

Schllund Technologies GmbH will engage in general marketing and branding, as well as outreach
and marketing support to registrars to establish awareness of the _WEB TLD and its intended
uses in the minds of the public. The anticipated popularity of this TLD will make it very
attractive to registrars, incentivizing them to work with Schlund Technologies GmbH to make
the TLD grow rapidly.

ii How .WEB adds to the current space
-WEB facilitates greatly expanded opportunities for domain creation and innovative use of the
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Internet. Individuals and entities who have felt limited in their opportunities to obtain a
desired domain name will have new options available to them.

With a TLD as concise and memorable as .WEB, Internet users will have a truly unburdened space
to create an online entity devoid of associations with a commercial enterprise. Despite its
broad use, the .com extension has a market perception of domains with a business or
commercially focused purpose. With a .WEB domain, the average consumer has an option to create
content, host mail servers or provide other services with a name that does not carry images of
a business. For the online-only retailer, there will exist the opportunity to create a brand
without a brick-and-mortar expectations. Overall, the vast and Internet-focused character

of _WEB adds a universally understandable new home for domains.

iil User experience goals

Schlund Technologies GmbH intends for _WEB to be one of the most recognizable and useful TLDs
on the Internet. _WEB will be positioned as not simply an alternative to existing generic
gTLDS, but as an expanded option beyond existing opportunities to develop an Internet identity
and presence. The explosion of new domain possibilities will foster innovation and creativity
on the part of registrants, who will then create new and diverse user experiences for users.
The competition among new registrants, as well as with established site operators, will
improve the user experience.

iv Registry policies
.WEB will be an open TLD, generally available to all registrants (except in the Sunrise
period).

In general, domains will be offered for periods of one to ten years, but no greater than ten
years. Initial registrations made in the Sunrise period may have a minimum number of years
required. For example, there may be a policy that all Sunrise names must be registered for an
initial term of at least two years.

The roll-out of our TLD is anticipated to feature the following phases:

= Reservation of reserved names and premium names, which will be distributed through special
mechanisms (detailed below).

e Sunrise — the required period for trademark owners to secure their domains before
availability to the general public. This phase will feature applications for domain strings,
verification of trademarks via Trademark Clearinghouse and a trademark verification agent,
auctions between qualified parties who wish to secure the same string, and a Trademark Claims
Service.

e General Availability period — real-time registrations, made on a first-come first-served
basis. Trademark Claims Service will be in use at least for the first 60 days after General
Availability applications open.

The registration of domain names in the _WEB TLD will follow the standard practices,
procedures and policies Afilias, the back-end provider of registry services, currently has in
place. This includes the following:

< Domain registration policies (for example, grace periods, transfer policies, etc.) are
defined In response #27.

= Abuse prevention tools and policies, for example, measures to promote WHOIS accuracy and
efforts to reduce phishing and pharming, are discussed in detail in our response #28.

e Rights protection mechanisms and dispute resolution mechanism policies (for example, UDRP,
URS) are detailed in #29.

Other detailed policies for this domain include policies for reserved names.

Reserved names

There are two categories of reserved names for this TLD: registry reserved and premium names.
Registry reserved names

We will reserve the following classes of domain names, which will not be made generally
available to registrants via the Sunrise or subsequent periods:

< All of the reserved names required in Specification 5 of the new gTLD Registry Agreement;

e The geographic names required in Specification 5 of the new gTLD Registry Agreement, and may
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be released to the extent that Registry Operator reaches agreement with the government and
country-code manager;

e The registry operator’s own name and variations thereof, and registry operations names (such
as registry.tld, and www.tld), for internal use;

< Names related to ICANN and Internet standards bodies (iana.tld, ietf._tld, w3c.tld, etc.),
and may be released to the extent that Registry Operator reaches agreement with I1CANN.

The list of reserved names will be published publicly before the Sunrise period begins, so
that registrars and potential registrants will know which names have been set aside.

Premium names

The registry will also designate a set of premium domain names, set aside for distribution via
special mechanisms. The list of premium names will be published publicly before the Sunrise
period begins, so that registrars and potential registrants will know that these names are not
available. Premium names may be distributed via mechanisms such as requests for proposals,
contests, direct sales, and auctions.

For the auctioning of premium names, we intend to contract with an established auction
provider that has successfully conducted domain auctions. This will ensure that there is a
tested, trustworthy technical platform for the auctions, auditable records, and reliable
collection mechanisms. With our chosen auction provider, we will create and post policies and
procedures that ensure clear, fair, and ethical auctions. As an example of such a policy, all
employees of the registry operator and its contractors will be strictly prohibited from
bidding in auctions for domains in the TLD. We expect a comprehensive and robust set of
auction rules to cover possible scenarios, such as how domains will be awarded if the winning
bidder does not make payment.

v. Privacy and confidential information protection

As per the New gTLD Registry Agreement, we will make domain contact data (and other fields)
freely and publicly available via a Web-based WHOIS server. This default set of fields
includes the mandatory publication of registrant data. Our Registry-Registrar Agreement will
require that registrants consent to this publication.

We shall notify each of our registrars regarding the purposes for which data about any
identified or identifiable natural person (“Personal Data’™) submitted to the Registry Operator
by such registrar is collected and used, and the intended recipients (or categories of
recipients) of such Personal Data (the data in question is essentially the registrant and
contact data required to be published in the WHOIS). We will require each registrar to obtain
the consent of each registrant in the TLD for the collection and use of such Personal Data.
The policies will be posted publicly on our TLD web site. As the registry operator, we shall
not use or authorize the use of Personal Data in any way that is incompatible with the notice
provided to registrars.

Our privacy and data use policies are as follows:

e As registry operator, we do not plan on selling bulk WHOIS data. We will not sell contact
data in any way. We will not allow, enable, or otherwise support the transmission by e-mail,
telephone, or facsimile of mass unsolicited, commercial advertising or solicitations.

< We may use registration data in the aggregate for marketing purposes.

< DNS query data will never be sold in a way that is personally identifiable.

< We may from time to time use the demographic data collected for statistical analysis,
provided that this analysis will not disclose individual Personal Data and provided that such
use is compatible with the notice provided to registrars regarding the purpose and procedures
for such use.

As the registry operator we shall take significant steps to protect Personal Data collected
from registrars from loss, misuse, unauthorized disclosure, alteration, or destruction. In our
responses to Question 30 (“Security Policy”™) and Question 38 (“Escrow”) we detail the security
policies and procedures we will use to protect the registry system and the data contained
therein from unauthorized access and loss.

Please see our response to Question 26 (“WHOIS™) regarding “searchable WHOIS” and rate-

limiting. That section contains details about how we will limit the mining of WHOIS data by
spammers and other parties who abuse access to the WHOIS.

file:///C:/Users/rwong/Downloads/1-1013-77165 WEB%20(2).html 5/14/2018



ICANN New gTLD Application Page 9 of 45

In order to acquire and maintain accreditation for our TLD, we will require registrars to
adhere to certain information technology policies designed to help protect registrant data.
These will include standards for access to the registry system and password management
protocols. Our response to Question 30, “Security Policy” provides details of implementation.

We will allow the use of proxy and privacy services, which can protect the personal data of
registrants from spammers and other parties that mine zone files and WHOIS data. We are aware
that there are parties who may use privacy services to protect their free speech rights, or to
avoid religious or political persecution.

18(c). What operating rules will you adopt to eliminate or minimize social costs?

Schllund Technologies GmbH, supported by Afilias, the back-end provider of registry services,
has adopted the above-mentioned and other policies to ensure fair and equitable access and
cost structures to the Internet community, including:

e no new burdens placed on the Internet community to resolve name disputes

e utilization of standard registration practices and policies (as detailed in responses to
questions 27, 28, 29)

e protection of trademarks at launch and on-going operations (as detailed in the response to
question 29)

e fair and reasonable wholesale prices

e fair and equitable treatment of registrars

As per the ICANN Registry Agreement, we will use only ICANN-accredited registrars, and will
provide non-discriminatory access to registry services to those registrars.

Pricing Policies and Commitments

Pricing for domain names at General Availability will be €6 per domain year for the first
year, then increase 5.0% per year in subsequent years for the next five years. Applicant
reserves the right to reduce this pricing for promotional purposes in a manner available to
all accredited registrars. Registry Operator reserves the right to work with ICANN to initiate

an increase in the wholesale price of domains if required. Registry Operator will provide
reasonable notice to the registrars of any approved price increase.

Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).
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20(c). Provide a description of the community-based purpose of the applied-for
gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of
the community identified in 20(a).

Attachments are not displayed on this form.

Geographic Names

21(a). Is the application for a geographic name?

No

Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.

We will protect names with national or geographic significance by reserving the country and
territory names at the second level and at all other levels within the TLD, as per the
requirements in the New TLD Registry Agreement (Specification 5, paragraph 5).

We will employ a series of rules to translate the geographical names required to be reserved
by Specification 5, paragraph 5 to a form consistent with the "host names” format used in

domain names.

Considering the Governmental Advisory Committee (GAC) advice “Principles regarding new
gTLDs”, these domains will be blocked, at no cost to governments, public authorities, or 1GOs,
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before the TLD is introduced (Sunrise), so that no parties may apply for them. We will publish
a list of these names before Sunrise, so our registrars and their prospective applicants can
be aware that these names are reserved.

We will define a procedure so that governments can request the above reserved domain(s) if
they would like to take possession of them. This procedure will be based on existing
methodology developed for the release of country names in the .INFO TLD. For example, we will
require a written request from the country’s GAC representative, or a written request from the
country’s relevant Ministry or Department. We will allow the designated beneficiary (the
Registrant) to register the name, with an accredited Afilias Registrar, possibly using an
authorization number transmitted directly to the designated beneficiary in the country
concerned.

As defined by Specification 5, paragraph 5, such geographic domains may be released to the
extent that Registry Operator reaches agreement with the applicable government(s). Registry
operator will work with respective GAC representatives of the country’s relevant Ministry of
Department to obtain their release of the names to the Registry Operator.

IT internationalized domains names (IDNs) are introduced in the TLD in the future, we will
also reserve the IDN versions of the country names in the relevant script(s) before IDNs
become available to the public. If we find it advisable and practical, we will confer with
relevant language authorities so that we can reserve the IDN domains properly along with their
variants.

Regarding GAC advice regarding second-level domains not specified via Specification 5,
paragraph 5: All domains awarded to registrants are subject to the Uniform Domain Name Dispute
Resolution Policy (UDRP), and to any properly-situated court proceeding. We will ensure
appropriate procedures to allow governments, public authorities or 1GO’s to challenge abuses
of names with national or geographic significance at the second level. In its registry-
registrar agreement, and flowing down to registrar-registrant agreements, the registry
operator will institute a provision to suspend domains names in the event of a dispute. We may
exercise that right in the case of a dispute over a geographic name.

Registry Services

23. Provide name and full description of all the Registry Services to be provided.

Throughout the technical portion (#23 - #44) of this application, answers are provided
directly from Afilias, the back-end provider of registry services for this TLD. Schlund
Technologies GmbH chose Afilias as its back-end provider because Afilias has more experience
successfully applying to ICANN and launching new TLDs than any other provider. Afilias is the
ICANN-contracted registry operator of the .INFO and .MOBI TLDs, and Afilias is the back-end
registry services provider for other ICANN TLDs including -ORG, .ASIA, _AERO, and _XXX.

Registry services for this TLD will be performed by Afilias in the same responsible manner
used to support 16 top level domains today. Afilias supports more ICANN-contracted TLDs (6)
than any other provider currently. Afilias” primary corporate mission is to deliver secure,
stable and reliable registry services. This TLD will utilize an existing, proven team and
platform for registry services with:

e A stable and secure, state-of-the-art, EPP-based SRS with ample storage capacity, data
security provisions and scalability that is proven with registrars who account for over 95% of
all gTLD domain name registration activity (over 375 registrars);

< A reliable, 100% available DNS service (zone file generation, publication and dissemination)
tested to withstand severe DDoS attacks and dramatic growth in Internet use;

< A WHOIS service that is flexible and standards compliant, with search capabilities to
address both registrar and end-user needs; includes consideration for evolving standards, such
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as RESTful, or draft-kucherawy-wierds;

e Experience introducing IDNs in the following languages: German (DE), Spanish (ES), Polish
(PL), Swedish (SV), Danish (DA), Hungarian (HU), Icelandic (IS), Latvian (LV), Lithuanian
(LT), Korean (KO), Simplified and Traditional Chinese (CN), Devanagari (HI-DEVA), Russian
(RU), Belarusian (BE), Ukrainian (UK), Bosnian (BS), Serbian (SR), Macedonian (MK) and
Bulgarian (BG) across the TLDs it serves;

e A registry platform that is both IPv6 and DNSSEC enabled;

< An experienced, respected team of professionals active in standards development of
innovative services such as DNSSEC and IDN support;

< Methods to limit domain abuse, remove outdated and inaccurate data, and ensure the integrity
of the SRS, and;

e Customer support and reporting capabilities to meet financial and administrative needs,
e.g., 24x7 call center support, integration support, billing, and daily, weekly, and monthly
reporting.

Afilias will support this TLD in accordance with the specific policies and procedures of
Schllund Technologies GmbH (the “registry operator’), leveraging a proven registry
infrastructure that is fully operational, staffed with professionals, massively provisioned,
and immediately ready to launch and maintain this TLD.

The below response includes a description of the registry services to be provided for this
TLD, additional services provided to support registry operations, and an overview of Afilias’
approach to registry management.

Registry services to be provided

To support this TLD, Schlund Technologies GmbH and Afilias will offer the following registry
services, all in accordance with relevant technical standards and policies:

< Receipt of data from registrars concerning registration for domain names and nameservers,
and provision to registrars of status information relating to the EPP-based domain services
for registration, queries, updates, transfers, renewals, and other domain management
functions. Please see our responses to questions #24, #25, and #27 for full details, which we
request be incorporated here by reference.

e Operation of the registry DNS servers: The Afilias DNS system, run and managed by Afilias,
is a massively provisioned DNS infrastructure that utilizes among the most sophisticated DNS
architecture, hardware, software and redundant design created. Afilias’ industry-leading
system works in a seamless way to incorporate nameservers from any number of other secondary
DNS service vendors. Please see our response to question #35 for full details, which we
request be incorporated here by reference.

e Dissemination of TLD zone files: Afilias” distinctive architecture allows for real-time
updates and maximum stability for zone file generation, publication and dissemination. Please
see our response to question #34 for full details, which we request be incorporated here by
reference.

« Dissemination of contact or other information concerning domain registrations: A port 43
WHOIS service with basic and expanded search capabilities with requisite measures to prevent
abuse. Please see our response to question #26 for full details, which we request be
incorporated here by reference.

e Internationalized Domain Names (IDNs): Ability to support all protocol valid Unicode
characters at every level of the TLD, including alphabetic, ideographic and right-to-left
scripts, in conformance with the ICANN IDN Guidelines. Please see our response to question #44
for full details, which we request be incorporated here by reference.

< DNS Security Extensions (DNSSEC): A fully DNSSEC-enabled registry, with a stable and
efficient means of signing and managing zones. This includes the ability to safeguard keys and
manage keys completely. Please see our response to question #43 for full details, which we
request be incorporated here by reference.

Each service will meet or exceed the contract service level agreement. All registry services
for this TLD will be provided in a standards-compliant manner.

Security

Afilias addresses security in every significant aspect — physical, data and network as well as
process. Afilias’ approach to security permeates every aspect of the registry services
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provided. A dedicated security function exists within the company to continually identify
existing and potential threats, and to put in place comprehensive mitigation plans for each
identified threat. In addition, a rapid security response plan exists to respond
comprehensively to unknown or unidentified threats. The specific threats and Afilias
mitigation plans are defined In our response to question #30(b); please see that response for
complete information. In short, Afilias is committed to ensuring the confidentiality,
integrity, and availability of all information.

New registry services

No new registry services are planned for the launch of this TLD.

Additional services to support registry operation

Numerous supporting services and functions facilitate effective management of the TLD. These
support services are also supported by Afilias, including:

e Customer support: 24x7 live phone and e-mail support for customers to address any access,
update or other issues they may encounter. This includes assisting the customer identification
of the problem as well as solving it. Customers include registrars and the registry operator,
but not registrants except in unusual circumstances. Customers have access to a web-based
portal for a rapid and transparent view of the status of pending issues.

e Financial services: billing and account reconciliation for all registry services according
to pricing established in respective agreements.

Reporting is an important component of supporting registry operations. Afilias will provide
reporting to the registry operator and registrars, and financial reporting.

Reporting provided to registry operator

Afilias provides an extensive suite of reports to the registry operator, including daily,
weekly and monthly reports with data at the transaction level that enable the registry
operator to track and reconcile at whatever level of detail preferred. Afilias provides the
exact data required by ICANN in the required format to enable the registry operator to meet
its technical reporting requirements to ICANN.

In addition, Afilias offers access to a data warehouse capability that will enable near real-
time data to be available 24x7. This can be arranged by informing the Afilias Account Manager
regarding who should have access. Afilias’ data warehouse capability enables drill-down
analytics all the way to the transaction level.

Reporting available to registrars

Afilias provides an extensive suite of reporting to registrars and has been doing so in an
exemplary manner for more than ten years. Specifically, Afilias provides daily, weekly and
monthly reports with detail at the transaction level to enable registrars to track and
reconcile at whatever level of detail they prefer.

Reports are provided in standard formats, facilitating import for use by virtually any
registrar analytical tool. Registrar reports are available for download via a secure
administrative interface. A given registrar will only have access to its own reports. These
include the following:

e Daily Reports: Transaction Report, Billable Transactions Report, and Transfer Reports;

< Weekly: Domain Status and Nameserver Report, Weekly Nameserver Report, Domains Hosted by
Nameserver Weekly Report, and;

e Monthly: Billing Report and Monthly Expiring Domains Report.

Weekly registrar reports are maintained for each registrar for four weeks. Weekly reports
older than four weeks will be archived for a period of six months, after which they will be
deleted.

Financial reporting

Registrar account balances are updated real-time when payments and withdrawals are posted to
the registrars' accounts. In addition, the registrar account balances are updated as and when
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they perform billable transactions at the registry level.

Afilias provides Deposit-Withdrawal Reports that are updated periodically to reflect payments
received or credits and withdrawals posted to the registrar accounts.

The following reports are also available: a) Daily Billable Transaction Report, containing
details of all the billable transactions performed by all the registrars in the SRS, b) daily
e-mail reports containing the number of domains in the registry and a summary of the number
and types of billable transactions performed by the registrars, and c) registry operator
versions of most registrar reports (for example, a daily Transfer Report that details all
transfer activity between all of the registrars in the SRS).

Afilias approach to registry support

Afilias, the back end registry services provider for this TLD, is dedicated to managing the
technical operations and support of this TLD in a secure, stable and reliable manner. Afilias
has worked closely with Schlund Technologies GmbH to review specific needs and objectives of
this TLD. The resulting comprehensive plans are illustrated in technical responses #24-44,
drafted by Afilias given Schlund Technologies GmbH requirements. Afilias and Schlund
Technologies GmbH also worked together to provide financial responses for this application
which demonstrate cost and technology consistent with the size and objectives of this TLD.

Afilias is the registry services provider for this and several other TLD applications. Over
the past 11 years of providing services for gTLD and ccTLDs, Afilias has accumulated
experience about resourcing levels necessary to provide high quality services with conformance
to strict service requirements. Afilias currently supports over 20 million domain names,
spread across 16 TLDs, with over 400 accredited registrars.

Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias
registry in 2001 and expanded the number of TLDs supported, all while maintaining strict
service levels over the past decade, are still in place today. This experiential continuity
will endure for the implementation and on-going maintenance of this TLD. Afilias operates in a
matrix structure, which allows its staff to be allocated to various critical functions in both
a dedicated and a shared manner. With a team of specialists and generalists, the Afilias
project management methodology allows efficient and effective use of our staff in a focused
way -

With over a decade of registry experience, Afilias has the depth and breadth of experience
that ensure existing and new needs are addressed, all while meeting or exceeding service level
requirements and customer expectations. This is evident in Afilias” participation in business,
policy and technical organizations supporting registry and Internet technology within ICANN
and related organizations. This allows Afilias to be at the forefront of security initiatives
such as: DNSSEC, wherein Afilias worked with Public Interest Registry (PIR) to make the .ORG
registry the First DNSSEC enabled gTLD and the largest TLD enabled at the time; in enhancing
the Internet experience for users across the globe by leading development of IDNs; in
pioneering the use of open-source technologies by its usage of PostgreSQL, and; being the
first to offer near-real-time dissemination of DNS zone data.

The ability to observe tightening resources for critical functions and the capacity to add
extra resources ahead of a threshold event are factors that Afilias is well versed in.
Afilias’ human resources team, along with well-established relationships with external
organizations, enables it to fill both long-term and short-term resource needs expediently.

Afilias” growth from a few domains to serving 20 million domain names across 16 TLDs and 400
accredited registrars indicates that the relationship between the number of pe